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This is the source text that references Microsoft’s documentation on NT Domains. It will go in the NetWorker 
Remote Server Installation Guide Introduction, between Role of the NetWorker Remote Server and NetWorker 
Remote Licensing sections. 

Overview of Domains (and Relevance to NetWorker Remote) 
The NetWorker Remote documentation assumes you have an understanding of how and why domains are utilized. 
Most networks with Windows NT® servers and over 50 users are organized as a domain.  

For a better understanding of domains within a Windows NT 4.0 Server environment, please consult the article, 
“Understanding User Accounts, Groups, Domains and Trust Relationships,” which can be found on Microsoft’s 
TechNet CD-ROM and on the Microsoft TechNet WWW site under the Managing IT > Strategy & Planning 
headings. The current URL for this article is http://www.microsoft.com/technet/strategy/useracc/useracc1.htm. 
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Windows NT Domain Design 
The Microsoft article introduces domains as the entities from which Windows NT designers meet the security and 
technology management needs of an organization. Specifically, users should be able to access the applications and 
data they need from wherever they are working and the whole infrastructure should be manageable from wherever 
the expertise resides. Domains enable enterprise networks to be easily managed by an administrator, allowing the 
secure management of a set of users and their resources.  

In the case of a single, stand-alone Windows NT computer, a user has to log on by supplying a valid account name 
and password combination before gaining access to any of its resources, a process known as authentication. A 
Windows NT domain extends that concept to a collection of computers that share the same account database. Thus, 
users log on to the domain using an account name and password combination that is authenticated against the 
domain’s shared account database domain. Once logged on to a domain, given sufficient permission, a user may 
access resources on any of the computers within that domain. 

Domains can be linked using trust relationships to create security and administrative groupings. Trusts are a 
mechanism for combining domains for the administration of users and resources and controlling access to resources. 

Trusts will also allow a user to log on to a computer in any domain that trusts the domain that contains the user’s 
account. In multi-domain structures this capability is typically used to allow mobile users to log on to different parts 
of the organization. 

There are four principal domain models, which are characterized by the location of the account database or 
databases and the associated trust relationships: 

• Single 
• Master 
• Multiple master 
• Complete trust 
 
The above models may be a resource domain, which contains no user accounts, only users’ resources (for example,  
a file server); or an account domain, which is one that contains only user accounts. An authentication domain is 
frequently referred to as a master domain. 

The single domain model is the most basic configuration and has both user accounts and resources that share a 
single domain. Resources are items in the domain such as file servers and applications. 

The master domain model consists of a single master domain, and one or more resource domains. Each resource 
domain trusts the master domain but the master domain does not trust the resource domains. These trust  
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relationships allow the resources in the resource domains to be accessed by all users in the master domain. However, 
the resource domain may not access other resources, which are in the master domain. See Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Master Domain with Three Resource Domains 

 

The multiple master domain model consists of two or more master domains and one or more resource domains. Each 
resource domain trusts each master domain ensuring that no matter in which master domain users have their 
account, they can log on to a computer in any of the resource domains. See Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Two Master Domains with One Common Resource Domain 
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The complete trust model is one where every domain trusts every other domain, ensuring there is a two-way trust 
between any two domains. It is customary for each domain to contain both resources and accounts. 

Domain architecture provides the basic structure upon which a security plan can be implemented. While domains 
offer natural security boundaries and a well planned design can block access to resources by all but designated 
individuals, it is important to note that the default rights of administrators are sufficient to circumvent most security 
measures. It is therefore important that the domain design be chosen to reinforce and complement other means of 
achieving the desired security arrangements, such as Windows NT groups, and not be seen as the complete solution. 

NetWorker Remote uses data compression to provide data security and takes advantage of centralized Windows NT 
security for managing users and computers. NetWorker Remote integrates by design into the Windows NT domain 
model of choice, for example, single domain or master domain. In fact you must use at least a single domain with 
NetWorker Remote. The NetWorker Remote server must be able to authenticate all users within a domain or trusted 
domain of the server’s domain. 

Windows NT Groups 
A large user population will generate a constant flow of demands for changing rights on user accounts and 
permissions on resources. The same changes will often need to be applied to several user accounts at the same time. 
Windows NT provides a convenient way to grant rights and assign permissions for several accounts in one operation 
by treating them as a group. 

A Windows NT group is an object stored in the account database of a domain that enables a set of user accounts to 
be treated as a single entity. For example, by assigning to a group the right to be able to set the system time, all user 
accounts in that group receive the right. This is clearly very efficient when compared to assigning the right to each 
of the accounts in the group individually. 

Similarly, the access control list on a resource object can include groups. Setting resource access permissions for a 
group in a single operation is more convenient than setting the resource access permission for each account in a 
group. 

Windows NT implements two types of groups, global and local. The fundamental difference between these types of 
groups is that global groups are defined on the domain itself, while local group definitions belong to individual 
computers on the domain. The characteristics of each are as follows: 

• A global group may contain only users from the local domain as members. 
• A local group may contain users and global groups from the local and/or trusted domains. 

 
Local groups defined on a domain controller may be assigned rights to resources in the local domain. Local groups 
defined on a server within a domain may be assigned rights to resources on that server only. The level of access to 
resources such as files and printers may be defined at the group or individual user level. 

If you have multiple NetWorker Remote servers on the network, you can assign users’ rights to specific servers for 
data backup and recovery using normal Windows NT group features. 


