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Legato Information and Services

Legato information and services Contacting Legato 

Legato offers a variety of services that provide company, product, and technical information, including 
electronic and telephone support.

Technical Support

Legato also provides several sources to fulfill your technical support needs.

Legato Service or Resource Technical 
Bulletins 

Binary 
Patches 

Company & 
Product 
Information 

Training 
Programs 

http://www.legato.com Yes Yes Yes Yes 

ftp.legato.com
Internet address 137.69.200.1
(log in as anonymous) 

Yes Yes       

Legato Inside Sales,
(408) 530-3000 or 
sales@legato.com 

      Yes    

Legato Education Services,
(650) 812-6096 or 
training@legato.com 

         Yes 

For detailed information about our services, support policies, and software subscriptions, please refer 
to the booklet, Legato Care Service, Support, and Training Programs, included in the NetWorker 
package.

Technical Support Service Address 

Hotline (650)  812-6100 

E-mail support@legato.com 

Tech Dialog (requires password) http://www.legato.com/tech_dialog 



Customer Service

Contact Customer Service if you have questions about licensing, registering, or authorizing your Legato 
products. Customer Service also supplies instructions for transferring licenses to a different server 
(rehosting) and provides status on product orders.

Try NetWorker for Free

The NetWorker CD-ROM you received also contains binaries and documentation for other NetWorker 
products. The software license mechanism allows you to evaluate a NetWorker server and add-on 
features for 30 days, on a computer that has never had a NetWorker server installed before. If you want 
to evaluate add-on features on a NetWorker server on which you have entered enabler codes, you must 
enter evaluation enabler codes for the features you want to evaluate. (Evaluation enabler codes are 
special enabler codes that cannot be authorized. Like all enabler codes, an evaluation enabler code can be 
used only once per network.) If an evaluation enabler code is not provided for the feature you would like 
to evaluate, please contact Legato Sales or an authorized reseller.

To enable and register additional products for permanent use, contact Legato sales or an authorized 
reseller when you decide to purchase the products.

Customer Feedback

The Legato NetWorker Remote team welcomes your comments and suggestions about software features, 
the installation procedure, and documentation. Please send any suggestions and comments to 
feedback@legato.com. You will receive a notice confirming receipt of your e-mail. Although we cannot 
respond personally to every request, we consider all your comments and suggestions during product 
design.
 

Customer Service Address 

Telephone number (650)  812-6000 (option  3) 

fax number (650)  812-6220 

e-mail for customer service service@legato.com 

e-mail for order status orderadmin@legato.com 

Important!

A ClientPak enabler code is required for backup of any client (of Legato release 5.0 or later) that is not 
on the same operating system as your NetWorker server. If you have not entered an appropriate 
ClientPak enabler code on your NetWorker server, backups from your NetWorker client are rejected.
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Getting Started

Welcome to NetWorker Remote.

Please be sure to read the Release Supplement for important information about this version of the 
product.

The following topics contain general information about NetWorker Remote.

n Product Overview

n Product Requirements

n Software Components

n Using Help
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Product Overview
Overview 

With NetWorker Remote data protection, users in your organization can back up their entire hard disks 
to one or more secure NetWorker Remote Servers that you administer.

l Users can back up drives on demand, or schedule NetWorker Remote to back them up at regular 
days and times.

l NetWorker Remote compression technologies such as Redundant File Elimination, Block level 
incremental backup, and Custom data stream compression make backups fast.

l Users can recover as little or as much data as they need when they need it. A file, a folder, or a 
complete disk drive can be recovered as it was at the time of any backup.

NetWorker Remote consists of 3 main parts.

l NetWorker Remote Server

The server stores backed up data for protected computers. You can have more than one NetWorker 
Remote Server. Typically, each server has a sufficient capacity to facilitate many backups from 
many protected computers.

l NetWorker Remote Client

The Client is the software component that runs on a protected computer.

l NetWorker Remote Console

The Console refers to both the user interface and the computer from which you manage operations. 
To manage from the server location, you can install the Console on the same computer that you use 
as the NetWorker Remote Server. However, you should not leave the console running on this 
computer while you’re not using it. We recommend that you do most of your administration from a 
different computer.

How Backups Work

NetWorker Remote backs up user files to secure servers on your company’s TCP/IP network. Users can 
back up files themselves, or schedule backups to run automatically.

The first time a user backs up data, NetWorker Remote creates a baseline backup for the user's computer. 
The baseline backup is useful because its presence allows NetWorker Remote to significantly improve 
the speed of subsequent backups. It does this by comparing the data being backed up to what’s already 
on the NetWorker Remote Server. If what the user is backing up already exists on the server, there’s no 
need for NetWorker Remote to copy it again. The technologies involved in this process are Redundant 
File Elimination and Block level incremental backup.

Since many files are unchanged between one backup and the next, most of them don’t need to be copied 
again. Even files that have been slightly modified will be backed up faster, because NetWorker Remote 
can analyze the file and transfer only the differences since the previous backup. The result is that most of 
a user's backups should take considerably less time than the baseline backup.

Even though NetWorker Remote does not literally copy all of the data from a user's computer every time 
that user performs a backup, the end result is the same as if it had. Each successfully completed backup 
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session results in a “Virtual Full Backup” on the server. The user can recover the entire backup or any 
part of it. Any file can be recovered exactly as it was at the time of any backup the user performed. 
NetWorker Remote simply reconstructs file and folders as needed from the various backups.

How Recovery Works
Recovery, overview of 

Recovering a file from the server is as simple as dragging and dropping the file to its destination.

When a user recovers a file, NetWorker Remote does the following:

l Determines if the file was actually copied from that user’s computer, or if the backup just contains a 
placeholder with information about where an identical file is stored. Remember that NetWorker 
Remote backs up each file only once.

If a placeholder was used during the backup, NetWorker Remote locates the actual file.

l Reconstructs the file if more than one version was backed up. Since the file was copied in its entirety 
only for the baseline backup, recovering a later version means assembling the pieces of the file that 
were copied during the baseline and during subsequent backups.

Files are reconstructed quickly, so there is usually little time difference between a NetWorker 
Remote recovery and a simple file copy.

l Decompresses the file. All backup data stored on the NetWorker Remote Server is compressed.

NetWorker Remote does all of these things automatically. If a user recovers an entire folder or a 
drive, NetWorker Remote goes through these steps for each recovered file. The result is that the user 
gets complete copies of recovered files as they were at the time they were backed up.

Disaster Recovery

Use the Disaster Recovery option to reclaim the data on a protected computer in the event of a complete 
disaster. When the data has become so damaged that the user cannot even start the computer, you can 
create a Disaster Recovery disk at the console that can be used to start the computer and recover all the 
data from the computer’s most recent Virtual Full Backup.

You can also use Disaster Recovery to return the files on the computer to a selected point in time. This 
can be useful to reverse unwanted changes to the operating system and other important files.

Server Administration

As the NetWorker Remote administrator, you manage the backup space for all protected NetWorker 
Remote computers. If users have problems backing up or recovering data, or don’t have the access they 
need, they will contact you.

When a user installs NetWorker Remote Client on a protected computer, it automatically creates an 
account for that computer on a NetWorker Remote Server. You maintain that account to determine how 
much control individual users have over their own backup jobs. For example, you can schedule jobs for 
protected computers and prevent users from changing those schedules, thus ensuring that regular backups 
are performed.

Using NetWorker Remote Console, you can administer as many NetWorker Remote Servers as you need.
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Security

NetWorker Remote gives users control over their own backed up files. No other user can access those 
files, either to view their contents or to modify them.

NetWorker Remote stores all backed up files with their file system attributes intact. This extends to the 
security information associated with a file if the file is backed up from an NTFS drive. When the file is 
recovered, security permissions are also recovered.

Product Requirements
Requirements, to run NetWorker Remote 

This section lists requirements of the three types of computers that run NetWorker Remote: the server, 
the console and the protected computers.

Server

The server stores all the NetWorker Remote backup data. Install the NetWorker Remote Server software 
on the server.

Your server needs depend on your specific situation. These are examples of typical server configurations 
for servers supporting “standard” clients. Depending on the amount of data being protected, the type of 
data being protected, the rate at which new data is added to the protected computers, and the 
commonality of data across computers in your organization, your requirements may differ from these 
examples.

Typical Server Configurations

  50
protected
computers

100
protected
computers

200
protected
computers

500
protected
computers

1000
protected
computers

Microprocessor Pentium  II 
350 MHz

Pentium  II 
350 MHz

Pentium  II 
450 MHz

Dual 
Pentium  II 
450 MHz

Quad 
Pentium  II 
500 MHz 
Xeon

RAM 256 MB 384 MB 512 MB 1024 MB 1536 MB

Network Card 10BaseT 100BaseT 100BaseT 100BaseT on 
dedicated 
switch port

100BaseT on 
dedicated 
switch port
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Console

From the administrative console (or simply “console”), you can administer backups and recoveries 
performed on the server. You can install the NetWorker Remote Console software on the same computer 
as the server, or install it in a different computer to administer the server from another location.

The console computer requirements depend largely upon the requirements of the console interface, 
Microsoft Management Console (MMC). For the latest information about MMC, see the Microsoft Web 
site (http://www.microsoft.com).

Disk Space 35 GB 75 GB 150 GB 300 GB 600 GB

Disk Average Access Time 12 ms 12 ms 12 ms 10 ms 10 ms

Disk Sustained Data Rate 
(MB per minute on read)

1000 1500 2000 2000 2500

Other Hardware l CD-ROM drive

l 3.5-inch floppy drive

Operating System 
& Other Software

l Windows NT 4.0 Server, with Service Pack  4 or Service Pack  5

Operating System Languages Supported: English, French, 
German

l Microsoft Internet Explorer  4.01 with Service Pack  1, or a later 
version of Internet Explorer

l Microsoft SQL Server  7.0 (included)

Console Requirements

Operating System l Windows NT 4.0 Server with Service Pack  4 or later

Operating System Languages Supported: English, French, German

l Windows NT 4.0 Workstation with Service Pack  4 or later

Operating System Languages Supported: English, Danish, French, 
German, Italian

Additional 
Software

Per MMC requirements
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Protected Computers

The protected computers are the desktop and laptop computers that back up data to the server. The 
NetWorker Remote Client software is installed on each protected computer.

CPU Intel processor only per MMC requirements

RAM Per MMC requirements

Disk Space Per MMC requirements, plus 20 MB

Windows 
Networking

l Network IP connection

l Domain logon

Other Hardware l CD-ROM drive

l 3.5-inch floppy drive

Protected Computer Requirements

Operating System One of the following:

l Windows NT 4.0 Workstation with Service Pack 3 or later, or

l Windows  98 (Second Edition or original release), or

l Windows  95 (version A* or later)

Windows  95 Dial-Up Networking  1.3 Upgrade also required for backups 
or recoveries over a remote network connection

FAT16, FAT32, and NTFS file systems are supported.

Operating System Languages Supported: English, Danish, French, 
German, Italian

NOTE: Multi-boot configurations are not currently supported. 

* The original release of Windows  95 can be freely upgraded to Windows  95 A by installing 
Windows  95 Service Pack  1, available on the Microsoft Web site (http://www.microsoft.com).

Microprocessor, 
RAM

Windows NT: Pentium 90 MHz microprocessor, 32 MB RAM

Windows  95/98: 486DX 66 MHz microprocessor, 16 MB RAM
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Disk Space l At least 5 MB to store client software

l For Virtual Full Backups: Additional free disk space (after installation) 
equivalent to the size of the Windows registry (20 MB should be sufficient in 
most cases)

l For file recoveries: Free disk space required is the greater of 1% of total disk 
space or twice the size of the largest file on the drive

l For Disaster Recovery: Free disk space required is the total size of the recovered 
data plus enough free disk space to install a temporary operating system during 
Disaster Recovery, which can be as little as 20 MB but could be substantially 
greater. In most cases, 50 MB should be sufficient, but more free space might be 
required on some computers, particularly if you add files to the temporary 
operating system when creating the Disaster Recovery disk.

Windows 
Networking

l Network IP connection

l Domain logon

l Unique computer name for each client

l IP name resolution

l Dial-Up Networking  1.3 Upgrade required to back up or recover files to 
Windows  95 computers over a remote network connection

Network 
Connection

l Initial backup requires 10 Mbit connection

l Virtual Full Backups require at least 28 Kbit connection

Other 
Hardware

3.5-inch floppy drive
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Software Components
Software, required Requirements, software 

The following tables list software items that are either components of NetWorker Remote or are required 
to use it.

NetWorker Remote Software

Additional Items You Might Require

Item Description

NetWorker Remote 
Server

Server component of NetWorker Remote.

NetWorker Remote 
Console

Administrative component of NetWorker Remote. Does not have to 
be installed on the same computer as NetWorker Remote Server.

NetWorker Remote Client 
Installation Files

Client component of NetWorker Remote. Install it on computers you 
want to back up.

NetWorker Remote 
Deployment Tools

Utilities and templates to help simplify the deployment of NetWorker 
Remote Client within your organization.

Item Description

Microsoft 
Windows NT 4.0 Service 
Packs

Recent Windows NT Service Packs are required for all components of 
NetWorker Remote running under Windows NT.

Microsoft SQL 
Server  7.0

The database server within which NetWorker Remote Server runs. It is 
a required component of your server.

Microsoft Internet 
Explorer 4.01 with 
Service Pack  1 for 
Windows NT 4.0

Internet Explorer is required to install NetWorker Remote Console. 
We recommend installing the most current version of Internet 
Explorer before installing any NetWorker Remote components on the 
computer.
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Using Help
NetWorker Remote Console Help is provided in Microsoft HTML Help format, which relies on both 
Microsoft Internet Explorer (4.0 or later) and the HTML Help Viewer. The Help Viewer is installed 
automatically with NetWorker Remote Console.

Microsoft Management 
Console (MMC) 1.1

The console framework within which NetWorker Remote Console 
runs. It is installed automatically with NetWorker Remote Console. 

Microsoft Windows  95 
Service Pack  1

Installing this service pack updates the original release of Windows  95 
to Windows  95a, which is the minimum requirement for NetWorker 
Remote protected computers. You do not have to install this service 
pack on computers running Windows  95 OEM Service Release 1 or 2 
(Windows  95a, b, or c).

Windows  95 Dial-Up 
Networking  1.3 Upgrade

This upgrade is required to back up or recover files to a Windows  95 
computer over a remote connection to the network. It must be installed 
on the protected computer. If you do not need to back up any protected 
computers remotely, you do not need this upgrade.

Microsoft DCOM for 
Windows  98

An updated version of the Distributed Component Object Model for 
Windows  98, used for secure connections between the NetWorker 
Remote Server and protected computers. This version is newer than 
the one installed with the Windows  98 operating system. The updated 
DCOM and DCOM Configuration utility are installed automatically 
with NetWorker Remote Client. 

Microsoft DCOM for 
Windows  95 Version  1.3

Distributed Component Object Model for Windows  95, used for 
secure connections between the NetWorker Remote Server and 
protected computers. DCOM and the DCOM Configuration utility are 
installed automatically with NetWorker Remote Client if Setup detects 
that they are not present. 

WinZip and WinZip 
Self-Extractor

These programs together let you create self-extracting Setup files that 
you can use to distribute NetWorker Remote Client.

To open Help

l While using NetWorker Remote Console, from the MMC Help menu, choose Help on 
NetWorker Remote.
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Finding Information

l To locate a topic within Help, use the navigation pane, which contains a table of contents. It also 
allows you to search for words in Help (see below) or to create a list of favorites that you can return 
to at any time.

l You can Show or Hide the navigation pane by using the buttons at the top of the window.

l To find words within a topic that you are already viewing, click anywhere inside the topic, and then 
press CTRL+F.

l Use the Back and Forward buttons at the top of the window to return to topics you’ve previously 
visited. These buttons work the same way as they do in most Web browsers.

Using the Search Feature

Your searches can be simple or complex, depending on what you need to find.

l You can search for any combination of letters (a-z) and numbers (0-9). Punctuation marks are 
ignored, except for wildcards (see below). Searches are not case-sensitive.

l You can use the wildcard characters ? and * to search for, respectively, any single character or any 
sequence of characters within a string. These wildcards work the same way they do in file names. 
For example, if you search for "esc*", you’ll get a list of all the topics that contain the terms “ESC,” 
“escape,” “escalation,” and so on.

l Group the elements of your search using double quotes or parentheses to set apart each element. You 
cannot search for quotation marks.

l If you are searching for a file name with an extension, you should group the entire string in double 
quotes ("filename.ext"). Otherwise, the period will break the file name into two separate terms. The 
default operation between terms is AND, so you will create the logical equivalent to "filename AND 
ext."

l Some common words and phrases cannot be found with the Search feature. For example, if you 
search for " NetWorker Remote," the results do not include every topic in Help, even though every 
topic probably contains that phrase.

l You can use the following boolean operators in your searches. The descriptions explain what 
happens when you use the operator between two terms.

AND Finds only topics that contain both terms.

OR Finds topics that contain either or both terms.

NOT Finds topics that contain the first term but not the second term.

NEAR Finds topics that contain both terms within 8 words of each other.
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NOTE: The &, |, and ! characters don’t work as boolean operators. (You must use AND, OR, and 
NOT.)

l Use parentheses to nest expressions within a query. The expressions in parentheses are evaluated 
before the rest of the query. You cannot nest expressions more than five levels deep.

If a query does not contain a nested expression, it is evaluated from left to right. For example: 
"Control NOT active OR dde" finds topics containing the word “control” without the word “active,” 
or topics containing the word “dde.” On the other hand, "control NOT (active OR dde)" finds topics 
containing the word “control” without either of the words “active” or “dde.”

l Use the Search previous results option to narrow a search that has resulted in too many topics 
found. When this box is checked, Help searches only through your results list from the previous 
search (which are displayed in the window).

l Check the box labeled Match similar words to include minor grammatical variations for your 
search phrase. This feature only locates variations of the word with common suffixes. For example, 
a search on the word “add” will find “added,” but it will not find “additive.”

l The Search titles only option does not work with NetWorker Remote Help.

l By default, words you find using the Search tab are highlighted in the text. You can enable or 
disable this feature with the Options button at the top of the HTML Help window.

Printing Help

l You can print any Help topic using the Print button at the top of the window.

l You can also print a sequence of related topics from the Contents tab by right-clicking any book and 
choosing Print. Help then asks if you want to print only that topic or all the topics within the book. 
To print the entire Help system, right-click NetWorker Remote and choose Print.

When you print an entire book, the topics flow together so that you can read them as you would a 
manual. Some topics, such as the Release Supplement, are not printed. You can print these topics 
individually.

NOTE: Depending on how many topics you are printing together, it could take some time before the 
dialog box asking you to choose a printer finally appears. Until the document is fully printed, a 
Printing task appears on your Windows taskbar. If you close Help before this task disappears, the 
pages will not print.

l If you want to change the page size, the margins, or the headers and footers on your printed pages, 
you must open Internet Explorer, and from the File menu, choose Page Setup. Internet Explorer 
Help describes the various items you can place in the headers and footers.

You should specify a margin greater than the minimum allowed by your printer.

33

Getting Started



General Viewing Options

You can change the appearance of Help topics and Web pages by choosing the Options button at the top 
of the HTML Help window, then Internet Options. From there you can set preferences such as fonts, 
colors, and accessibility options.

NOTE: This is the same window that appears when you choose Internet Options from within Internet 
Explorer or Windows Control Panel. Changing these settings will also change your settings for Internet 
Explorer.

NOTE: To scale the font size, open Internet Explorer, choose the View menu, choose Text Size, and 
select a size option. The changes will appear in NetWorker Remote Help after you close Help and open it 
again.

Shortcut Keys

Many commands are accessible via their visible shortcut keys, which are the underlined letters on the 
name of the command. To access a command via its shortcut key, hold down the ALT key and press the 
underlined letter on the command. For example, you can access the Contents tab by pressing ALT+C.

In addition to the visible shortcut keys, you can use the following shortcut keys while viewing Help.

NOTE: Shortcut keys depend on the current focus of the window, which can be either the navigation 
pane (containing the contents, search, etc.) or the topic pane (containing the actual Help topic you’re 
reading). Click in a pane to activate it, or use the F6 key to switch the focus between panes.

Shortcut Key Context What It Does

ALT+F4 Anywhere Closes the Help Viewer.

ALT+LEFT ARROW Anywhere Moves back to the last topic you were viewing.

ALT+O Anywhere Displays the Options menu.

ALT+RIGHT ARROW Anywhere Moves forward to the next topic (provided you have viewed it 
just previously).

BACKSPACE Topic 
Pane

Moves back to the last topic you were viewing (same as 
ALT+LEFT ARROW).

CTRL+A Topic 
Pane

Selects the entire topic.

CTRL+C Anywhere Copies the selected text to the Windows Clipboard.
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CTRL+F Topic Pane Finds text within the open topic.

(Use the Search tab to find other topics that contain 
specific text.)

CTRL+P Topic Pane Prints the current topic.

CTRL+V Anywhere
(in Editable Text Areas)

Pastes text from the Windows Clipboard at the insertion 
point.

CTRL+X Anywhere
(in Editable Text Areas)

Cuts the selected text to the Windows Clipboard.

DOWN 
ARROW

Anywhere Selects the next item in a list or option in a group, or scrolls 
down 1 line in a topic.

END Anywhere Scrolls to the end of the active list or topic.

ENTER Anywhere Activates the selected command, or displays the topic 
associated with the selected list item or link.

F5 Anywhere Refreshes the topic that appears in the topic pane.

F6 Anywhere Switches between the navigation pane and the topic pane.

HOME Anywhere Scrolls to the start of the active list or topic.

LEFT 
ARROW

Navigation Pane
(Contents tab)

Closes the selected Contents book.

PAGE DOWN Anywhere Scrolls down 1 page in a list or a topic.

PAGE UP Anywhere Scrolls up 1 page in a list or a topic.

RIGHT 
ARROW

Navigation Pane
(Contents tab)

Opens the selected Contents book.

SHIFT+F10 Anywhere Displays the shortcut menu with commands appropriate to 
the current context.

SHIFT+TAB Anywhere Selects the previous option or link.

TAB Anywhere Selects the next option or link.

UP ARROW Anywhere Selects the previous item in a list or option in a group, or 
scrolls up 1 line in a topic.
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Installation & Upgrade

This section explains how to install or upgrade NetWorker Remote.

n Installing for the First Time

n Upgrading
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Installing NetWorker Remote for the First Time

Listed below are the steps required to install NetWorker Remote. You can use the checklist to keep track 
of where you are in the installation process. The topics are presented in the order you see here. You need 
physical access to the server in order to set it up.

While installing NetWorker Remote, you’ll have to set up a number of other programs as well.

These instructions assume that you are setting up a dedicated NetWorker Remote Server.

Network & Server Preparation

Configuring the Domain Structure to Authenticate Users

Configuring Hardware

Configuring Hard Disks (Partition, Format, Defragment)

Server Software Installation

Installing Windows NT Server

Installing the Windows NT Service Pack

Installing Microsoft Internet Explorer

Installing NetWorker

Running NetWorker Remote Server Setup

Entering Licensing Information

Creating a Database Maintenance Plan

Scheduling Automatic Updates of Report Data

Console & Client Setup

Installing NetWorker Remote Console

Adding the NetWorker Remote Server to the Console

Setting a Default Backup Schedule

Setting Up Disaster Recovery Files

Improving Baseline Backup Speed

Deploying NetWorker Remote Client to Users
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Network & Server Preparation

Installation, preparing the server for 

This document describes some of the network and server hardware configuration issues you should 
consider before setting up a NetWorker Remote Server.

Configuring the Domain Structure to Authenticate Users

NetWorker Remote relies on the Windows NT security model to authenticate users. If a user does not 
have access to the correct domain, that person will not be able to back up and recover data using 
NetWorker Remote.

You need to fit the NetWorker Remote Server into your domain model so that it will be able to 
authenticate users on all of the protected computers. Usually this means that it will be in the same 
domain as the user accounts, or in a resource domain that trusts the account domain. It’s best to decide 
how you will do this before setting up the server, so that you can make any domain configuration 
decisions you need to make during Windows NT installation.

For more information about Windows NT domains and how they relate to NetWorker Remote, see 
Overview of Domains. This document is in the Supplemental section.

Configuring Hardware

There are a number of pre-installation hardware and network considerations outlined in the Theory of 
Operations. This document is in the Supplemental section. You should understand these considerations 
and make any appropriate hardware changes before setting up the server.

Configuring Hard Disks

If you follow the recommended configuration, you’ll dedicate a computer to NetWorker Remote Server 
rather than installing NetWorker Remote Server on a computer that’s being used for other server 
functions as well. In that case, you should start this process by formatting the server’s hard disks and 
installing or reinstalling the operating system.

Advantages of Reinstalling Windows NT

l During a Windows NT installation, you can partition and format hard disks to optimize system 
performance. This is difficult to do after the operating system has been installed.

l If the computer was already in use, data on the disks might have become fragmented. Reformatting 
gives you a clean slate so you can be sure that the server runs as smoothly as possible. 
Windows NT 4.0 does not come with any built-in defragmentation tools, so defragmenting an 
existing server requires additional software.

l You can install only what you need, skipping unnecessary components of the operating system and 
any other previously installed programs not required for the server.

l It is only during a Windows NT Server installation that you have the option to determine whether or 
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not the server is a domain controller on the network. If you need to change this configuration, you 
have to reinstall the operating system.

For performance and security reasons, we recommend that you do not make the server a domain 
controller.

If You Use an Existing Windows NT Installation

To ensure that NetWorker Remote performs at optimum levels, you’ll want to perform these operations 
on all of the hard disks that will store system files or NetWorker Remote Server program or data files.

l If you want to repartition any of the server’s hard disks, use an application that lets you partition the 
disks without losing data.

l Format any drives that will store NetWorker Remote data. Format them with the Windows NT file 
system (NTFS). If data already exists on these drives and the drives are currently formatted with the 
FAT file system, either copy the data elsewhere so you can retrieve it later, or use the Windows NT 
command-line program CONVERT.EXE to convert the drive to the NTFS format without losing 
data. You should not store NetWorker Remote data on the boot or system drives.

IMPORTANT! Once you convert a drive to NTFS, you cannot convert it back to the FAT file 
system without destroying the data on the drive.

l Defragment any drives that you are not able to reformat. This will make the databases as well as the 
NetWorker Remote backup data files contiguous on the disk, so that accessing them will be much 
faster.

The tools for defragmenting a disk are not included with Windows NT 4.0, but third-party 
defragmenters are available.
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Server Software Installation

The following topics describe how to install and configure the NetWorker Remote Server software.

l Server Operating System Setup

l Running Server Setup

l Entering Licensing Information

l Creating a Database Maintenance Plan

l Scheduling Automatic Updates of Report Data
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Server Operating System Setup
Operating system setup 

Microsoft Windows NT 4.0 Server is the required operating system for the NetWorker Remote Server.

Installing Windows NT Server

Follow these instructions if you are installing or reinstalling the operating system on the NetWorker 
Remote Server.

To install Windows NT Server

l Follow the installation instructions provided with the operating system.

Keep in mind the following points during installation.

¡ You can partition the server’s hard disks as desired during Windows NT Setup. Take this 
opportunity to ensure that the disks are configured the way you want, since it’s more difficult to 
do after the operating system is installed.

¡ If you do not need any data that currently exists on the computer, you should reformat all hard 
drives before installing any software on them. Format the boot and system partitions during 
Windows NT installation. You can format the remaining partitions after the operating system is 
installed. The NTFS file system is preferred for drives that will store NetWorker Remote data. 
Many people prefer FAT for the boot/system partition, since it is the most widely supported file 
system.

¡ The default Windows NT Setup options will work fine with NetWorker Remote, but you should 
decide if you need to change any of them based on performance considerations or your own 
company’s requirements. In particular, you might want to pay attention to the following.

n Be sure to install TCP/IP network support. (It is installed by default.)

n There is no need to install Internet Information Server to make NetWorker Remote work 
properly. It is installed by default, so you might want to clear the option when it is presented 
during Setup.

n NetWorker Remote Server can work with a dynamic IP  address, but if your network is not 
configured to support DHCP, you might need to provide a static address.

n Consider your configuration and security needs when choosing between a Domain Controller 
and a standalone server. In general, installing NetWorker Remote Server on a domain 
controller is not recommended for performance, maintainability, and security reasons, but 
doing so does not prevent NetWorker Remote from functioning properly.

IMPORTANT! If you install NetWorker Remote Server on a primary domain controller 
(PDC), the user that NetWorker Remote creates for communication between the server and 
the protected computers becomes part of the Domain Users group. It is always available to 
the entire domain, but you can move it to a different group. (See User Account and Share 
Configuration for details.) If you install on a standalone server, the user is created locally on 
the server, and other domain computers do not have access to it.

NOTE: NetWorker Remote Server does not work on a backup domain controller (BDC). 
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Installing the Windows NT Service Pack

Server Software Component Setup
Setup.exe, running 

Once Windows NT is installed and configured on the server, you can set up the remaining software 
components needed to run NetWorker Remote.

Installing Microsoft Internet Explorer

Microsoft Internet Explorer is required to install and use Microsoft SQL Server.

Installing NetWorker

NetWorker Remote requires that certain prerequisite NetWorker software already be installed on the 
NetWorker Remote Server. Legato NetWorker for Windows NT Server (on the Clients & Servers CD) 
should already be installed on the network.

Whether you configure the server as a standalone server or as a domain controller, you need 
to fit it into your domain model so that it will be able to authenticate users on all of the 
protected computers. Usually this means that it will be in the same domain as the user 
accounts or in a resource domain that trusts the account domain.

¡ Be sure to configure the number of Windows NT licenses appropriately. You must purchase a 
license for each protected computer you expect to connect to this server. This includes 
NetWorker Remote computers as well as any other client computers that might access this 
Windows NT server.

For more information about determining license requirements, consult the Licensing document.

To install the Windows NT Service Pack

1. Log onto the computer as a user with administrative rights.

2. Follow the instructions provided with the service pack. You only need to perform a basic 
installation of the service pack. NetWorker Remote Server does not require any other items that 
might be included with the service pack.

To install Microsoft Internet Explorer 5

l Run the Internet Explorer Setup file IE5SETUP.EXE, and follow the instructions on the screen. 
You only need to perform a minimum installation.
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Running NetWorker Remote Server Setup

Install the NetWorker Remote Server program files by running the Setup program.

Setup automatically installs the required files and configures the Windows registry as needed. Setup also 
creates and configures the NetWorker Remote database, and creates text files in the NetWorker Remote 
program folder with the .ERR file extension. You can open these files in any text editor (such as 
Notepad) to check the status of the database configuration. If any problems occurred, you should see 
them listed here.

NOTE: You must be logged onto the computer as a user with administrative rights in order to run Setup. 

NOTE: NetWorker Remote Server does not work on a backup domain controller (BDC). 

To install the NetWorker Software on the NetWorker Remote Server

1. Install the Legato NetWorker for Windows NT Client from the Clients & Servers CD, then 
configure it for the NetWorker Server you will be using to back up the NetWorker Remote Data 
Vault. If you are backing up the NetWorker Remote Vault to a UNIX-based system, you must 
have a Legato NetWorker for Windows NT ClientPak enabler installed on that system.

2. Install Legato NetWorker Module for SQL Server. Configure it for the NetWorker Server in 
Step  1.

Enter the Legato NetWorker Module for SQL Server enabler code in the NetWorker registration 
window, not the NetWorker Remote registration window. See the Installation Guide for Legato 
NetWorker Module for SQL Server.

To install the NetWorker Remote Server program files

1. Run SETUP.EXE from the NetWorker Remote Server installation folder.

2. Follow the instructions to begin Setup and accept the license agreements.

3. Choose a folder to install the Microsoft SQL Server program files in.

NOTE: If you already have SQL Server installed, you are not prompted for this information. 
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4. Choose a folder to install the program files in.

We recommend that you use the default installation folder rather than entering a custom 
path.

45

Installation & Upgrade



5. Choose the type of installation you want to perform.

l Typical

This is the easiest way to install NetWorker Remote Server. You need to make only a few 
decisions, and you do not need to know anything about Microsoft SQL Server.

l Custom

A custom installation gives you the opportunity to change some settings that are otherwise 
determined automatically by Setup.

A Typical installation should be sufficient in most cases, but you can perform a custom 
installation if you want to have finer control over the configuration of Microsoft SQL Server 
and its NetWorker Remote components.

The remainder of these instructions depend on which installation type you choose.

Typical Setup Instructions

7. Select a Start menu folder.

8. Choose locations and sizes for the various NetWorker Remote Server elements.

NOTE: Be sure to keep a sufficient amount of free space on drive  C:. NetWorker Remote Server 
uses drive  C: for temporary work, so you always want to have some free space available there.
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l NetWorker Remote Raw Storage Location

Choose the location to store the backup data.

¡ In general, this should be the largest drive.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ Remember that the available space at this location must be enough to hold all expected user 
backups. The Theory of Operations can help you determine what your space requirements 
are. This document is provided in the Supplemental section.

l NetWorker Remote SQL Database Location

Choose the location to store the SQL database.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ The database automatically increases in size as needed, so there is generally no need to 
increase the default size during Setup. However, you should have a rough idea of how big 
the database will be in order to choose an appropriate disk on which to store it.

While much smaller than the backup data, the SQL database can still grow to be very large. 
How large a database you’ll need depends on how many users are backing up to this server, 
and how much data they have. A good rule of thumb is to make the database about 10% of 
the total expected size of the backup data.
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l NetWorker Remote SQL Log Location

Choose the location to store the SQL transaction log for the NetWorker Remote database.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ The log will automatically be cleared when its data is no longer needed internally, so there 
is generally no need to increase its size beyond the default.

9. Verify your choices.

After you choose Next, Setup begins installing the NetWorker Remote components. The 
installation takes a little time, so you may want to check back at the server in 15 minutes or so.

For information about what Setup creates or changes in SQL Server, see Microsoft SQL Server 
Settings. This document is in the Supplemental section.

 

10. You must then enter NetWorker Remote licensing information. See Entering License 
Information.

IF MICROSOFT SQL SERVER WAS ALREADY INSTALLED... 

If you install NetWorker Remote Server over an existing SQL Server installation, Setup disables 
the SQL Server database maintenance plan if one is configured. If Setup claims that it cannot 
disable the maintenance jobs, NetWorker Remote can still be installed successfully, but you 
should verify your database maintenance plan settings after the installation is complete. It’s a 
good idea to have a database maintenance plan, but it should be scheduled appropriately. See 
Creating a Database Maintenance Plan for details.
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11. At the end of Setup, you are prompted to restart the computer. You need to restart before you can 
use NetWorker Remote Server.

12. While configuring SQL Server components, NetWorker Remote creates text files with the 
extension .ERR in the NetWorker Remote installation folder. The .ERR files are logs of the 
database configuration process. You may want to open these files to verify that there are no error 
messages before continuing with your deployment of NetWorker Remote.

13. Set the number of Microsoft SQL Server Client Access Licenses. See the Licensing topic for 
details.

NOTE: Setup automatically gives all members of the Domain Users group backup and recovery 
access to the NetWorker Remote Server. If you have users on trusted domains that you want to be 
able to back up to this server, you must add those users to the server domain’s Domain Users group 
before they can use NetWorker Remote.

Custom Setup Instructions

7. Select a Start menu folder.

8. Enter information about the NetWorker Remote database, or accept the default settings.

l Database name

This is the name of the NetWorker Remote SQL Server database.

l Concurrent database connections allowed

This is the number of concurrent connections allowed to the NetWorker Remote database. In 
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general, this should be 2 fewer than the number of your Microsoft SQL Server Client Access 
Licenses (leaving 2 open for administrative purposes). If you want to leave more licenses open 
for administration, you must reduce this number of concurrent connections accordingly in 
order to comply with the licensing restrictions. See the Licensing section for more details.

This is not the same as the number of NetWorker Remote licenses you have purchased. 
NetWorker Remote shares SQL Client Access Licenses intelligently, so the number of 
protected computers the server can handle is greater than the number of Client Access 
Licenses.

9. Choose locations and sizes for the various NetWorker Remote Server elements.

NOTE: Be sure to keep a sufficient amount of free space on drive  C:. NetWorker Remote Server 
uses drive  C: for temporary work, so you always want to have some free space available there.

l NetWorker Remote Raw Storage Location

Choose the location to store the backup data.

¡ In general, this should be the largest drive.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ Remember that the available space at this location must be enough to hold all expected user 
backups. The Theory of Operations can help you determine what your space requirements 
are. This document is provided in the Supplemental section.
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l Advanced

This button lets you specify more details about how the backup data is to be stored.

¡ Data File Size

This indicates the size of each of the data (BLOB) files that NetWorker Remote creates to 
store backup data. In general you should not change this value.

¡ Maximum Total Storage Space

Setup automatically determines the amount of free space remaining on the drive you specify 
and displays the value in this field. You can reduce this number if you do not want 
NetWorker Remote to use the entire drive.

l NetWorker Remote SQL Database Location

Choose the location to store the SQL database.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ The database automatically increases in size as needed, so there is generally no need to 
increase the default size during Setup. However, you should have a rough idea of how big 
the database will be in order to choose an appropriate disk on which to store it.

While much smaller than the backup data, the SQL database can still grow to be very large. 
How large a database you’ll need depends on how many users are backing up to this server, 
and how much data they have. A good rule of thumb is to make the database about 10% of 
the total expected size of the backup data.

l NetWorker Remote SQL Log Location

Choose the location to store the SQL transaction log for the NetWorker Remote database.

¡ The drive should be formatted with the Windows NT File System (NTFS).

¡ If possible, choose a drive on a physical disk that you are not using for anything else, 
including other NetWorker Remote program files or data.

¡ The log will automatically be cleared when its data is no longer needed internally, so there 
is generally no need to increase its size beyond the default.

10. Choose a location for the NetWorker Remote Client Setup files. Server Setup automatically 
copies these files to the location you specify and shares the folder in preparation for client 
installations. Setup also creates a CSETUP.BAT file that you can distribute to new NetWorker 
Remote users to simplify installation, though it cannot be used to upgrade protected computers. 
See Deployment to Users for full NetWorker Remote Client installation instructions.

51

Installation & Upgrade



11. Setup then prompts for user group names. Setup will create these users groups and give them the 
indicated levels of access to NetWorker Remote.

These user groups are created locally on the server, not on the domain. However, domain users 
are included to the groups as indicated.
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l Administrator Group

These users are given the rights to administer NetWorker Remote from the console.

Setup automatically adds the Windows NT Domain Admins group to the NetWorker Remote 
administrator group. So by default, all Domain Admins can administer NetWorker Remote.

l User Group

These users are given the rights to back up and recover files with NetWorker Remote Client.

Setup automatically adds the Windows NT Domain Users group to the NetWorker Remote 
administrator group. So by default, all members of the Domain Users group (usually all users 
on the domain) can access this server to back up and recover their files.

NOTE: If you have users on trusted domains that you want to be able to back up to this server, 
you must add those users to the server domain’s Domain Users group before they can use 
NetWorker Remote.

If the default access that Setup provides to the NetWorker Remote user groups is not acceptable, 
then after Setup is complete you can run Windows NT User Manager to modify the NetWorker 
Remote groups. However, do not change the names of the groups after they have been created. If 
you want to use names other than the defaults, change them here during Setup.

12. Verify your choices.

After you choose Next, Setup begins installing the NetWorker Remote components. The 
installation takes a little time, so you may want to check back at the server in 15 minutes or so.

For information about what Setup creates or changes in SQL Server, see Microsoft SQL Server 
Settings. This document is in the Supplemental section.
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Entering Licensing Information
An enabler code, or license key, is required to use NetWorker Remote. The enabler code is on the 
enabler certificate that you have purchased. If you are an existing customer updating your software to the 
latest release, you need to enter the update enabler code, which can be found on the letter that came with 
the update.

After you enable NetWorker Remote, you have 45  days to register the software. Legato returns a unique 
authorization code to you after receipt of your completed registration form.

If you have difficulties or questions concerning NetWorker Remote licensing, please contact Legato 
Customer Service.

Legato Customer Service
3210 Porter Drive
Palo Alto, CA 94306
(650)  812-6000  voice
(650)  812-6220  fax
service@legato.com

To receive your authorization code, you must provide certain company and product information. Later, 
you submit this information to Legato Customer Service to receive the authorization code.

13. You must then enter NetWorker Remote licensing information. See Entering License 
Information.

14. At the end of Setup, you are prompted to restart the computer. You need to restart before you can 
use NetWorker Remote Server.

15. While configuring SQL Server components, NetWorker Remote creates text files with the 
extension .ERR in the NetWorker Remote installation folder. The .ERR files are logs of the 
database configuration process. You may want to open these files to verify that there are no error 
messages before continuing with your deployment of NetWorker Remote.

16. Set the number of Microsoft SQL Server Client Access Licenses. See the Licensing topic for 
details.

IF MICROSOFT SQL SERVER WAS ALREADY INSTALLED... 

If you install NetWorker Remote Server over an existing SQL Server installation, Setup disables 
the SQL Server database maintenance plan if one is configured. If Setup claims that it cannot 
disable the maintenance jobs, NetWorker Remote can still be installed successfully, but you 
should verify your database maintenance plan settings after the installation is complete. It’s a 
good idea to have a database maintenance plan, but it should be scheduled appropriately. See 
Creating a Database Maintenance Plan for details.
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After you have provided your product and company information, enter your enabler code.

After Legato receives your registration form, you are sent an authorization code. After you enter this 
code, your NetWorker Remote server is fully enabled and authorized and operates with no further 
restrictions.

Remember that you have only 45  days from the time you enter your enabler code to enter the 
authorization code. After 45  days, NetWorker Remote no longer functions properly.

To enter registration information

1. Click the Registration tab in the License Manager.

2. Complete the information text boxes contained in the tab and click OK.

3. Modify the Purchase Date field to the appropriate date.

To enter the enabler code

1. Click the Enablers tab in the License Manager.

2. Enter the enabler code (located on the enabler certificate) in the New Enablers text box and click 
Add Enabler.

To send the registration form

1. Click the Registration tab in the License Manager.

2. Do one of the following.

l Click E-Mail to e-mail the registration form.

l Click Print to print the registration form. Mail or fax the registration form to:

Legato Customer Service
3210 Porter Drive
Palo Alto, CA 94306
(650)  812-6000  voice
(650)  812-6220  fax
service@legato.com
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Creating a Database Maintenance Plan
Database, scheduling maintenance Scheduling, database maintenance 

SQL Server comes with built-in database maintenance features that can help keep your server running 
smoothly and help to optimize NetWorker Remote performance.

To enter the authorization code

1. Click the Enablers tab in the License Manager.

2. Each product for which you entered an enabler code will be represented in the Current Enablers 
window. Select the enabler code that you wish to authorize.

3. Enter the authorization code for NetWorker Remote in the Authorization text box. Enter the 
number exactly as is provided to you and click Authorize Enabler.

Your NetWorker Remote software is now authorized. The value

“Authorized”

is displayed in the status field of the Enablers window.

To schedule a database maintenance plan

1. In SQL Enterprise Manager, browse to the NetWorker Remote Server.

2. Expand the Management folder.

3. Select Database Maintenance Plans.

4. From the Action menu, choose New Maintenance Plan.

5. On the welcome screen, choose Next to continue.

6. On the Select Databases screen, choose This database, then select the NetWorker Remote 
database from the list.

Do not select any other databases.

Choose Next to continue.

7. On the Update Data Optimization Information screen, check the box labeled Update statistics 
used by query optimizer. Leave the default sample percentage.

Do not check any of the other options.
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If you later need to change the schedule of the database maintenance plan, select it in the list, choose the 
Action menu, choose Properties, and then choose the Optimizations tab.

Scheduling Automatic Updates of Report Data
Server, scheduling status reports Scheduling, server reports 

NetWorker Remote comes with some scripts you can use to get reports about the backup data on the 
server. Creating these reports is a two-step process for NetWorker Remote.

A. NetWorker Remote gathers the information it needs from the database, and stores it in a database 
table.

8. Verify that the schedule for this task is appropriate. Running the job once per week is usually 
sufficient. However, you should schedule the maintenance job to run at a time when you do not 
expect the server to be in use by NetWorker Remote. If heavy NetWorker Remote usage occurs 
while the SQL Server maintenance job is being run, you could start to see errors on protected 
computers, and the NetWorker Remote tasks might not be successfully completed.

Use the Change button to change the schedule if necessary.

9. When you’ve finished on the Update Data Optimization Information screen, choose Next to 
continue.

10. Step through the rest of the screens, and clear any checked options to turn them off.

11. When you reach Completing the Database Maintenance Plan Wizard, type a plan name, such 
as NetWorker Remote Database Optimization.

12. Choose Finish to schedule the maintenance plan.
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B. NetWorker Remote then reads the database table to create the actual report that you receive.

Most of the time needed to create a report is in gathering the information from the database (Step  #1). 
NetWorker Remote does this automatically when you request a report. However, it could take anywhere 
from several minutes to several hours, or longer, depending on the size of the database and the amount of 
time since the last report was created.

Fortunately, you can schedule this task to occur automatically at times when you expect little or no 
activity on the server. Then you should be able to create reports very quickly when you need them.

If this task is scheduled to run daily, then creating a report should not take long.

To schedule automatic updates of the reporting data

1. Open SQL Enterprise Manager.

2. Browse to the NetWorker Remote Server, and expand the list below it.

3. Browse to Management/SQL Server Agent, and select the Jobs item.

4. From the Action menu, choose New Job.

5. In the Name field, provide a name for the job, such as “Update Report Tables.”

6. From the Owner list, choose NWRSQLLogin.

7. Choose the Steps tab.

8. Choose the New button.

9. Type a name for the step, then choose NWRDatabase from the Database list.

10. In the Command field, type the following.

GenDailyDetail

11. Choose the Advanced tab if you want to set other options, such as an output file for the query 
results.

12. Choose OK to return to the Job Properties dialog box.

13. Choose the Schedules tab, then the New Schedule button to schedule the job.

SQL Server provides a default schedule of once each week on Sunday. Unless your server is in 
heavy use 24 hours a day, you should modify this schedule (using the Change button) to run the 
job daily. Choose a time when you expect little or no other activity on the server.

14. Choose the Notifications tab to set any notification options you want.

15. Choose OK.
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Console & Client Setup

Once you’ve set up the server, you can install and configure NetWorker Remote Console and NetWorker 
Remote Client.

l Installing NetWorker Remote Console

l Adding the NetWorker Remote Server to the Console

l Setting a Default Backup Schedule

l Disaster Recovery Files You Need

l Setting Up Disaster Recovery Files

l Improving Baseline Backup Speed

l Deploying NetWorker Remote Client to Users
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Installing NetWorker Remote Console
Installation, of console Console, installation 

You can install the console on more than one computer and administer the server from any of them.

We recommend that you install and run NetWorker Remote Console from a computer other than the 
server, particularly if your server is at or near the minimum recommended configuration for your 
environment. You should never leave a copy of the console running on the server computer while you’re 
not actually using it.

No matter what computer you run the console from, you must be a Windows NT administrator on the 
server.

After installing the console, you should check the properties of the server to ensure that the network 
usage settings, including the time ranges specified for day and night, are acceptable.

UPGRADE NOTE: In an earlier version of NetWorker Remote, changes were made to the default backup 
excludes so that Microsoft mail *.OST files (offline folders, used for synchronization) are excluded, 
rather than *.PST files (personal folders, which contain the actual mail content). The *.PST files are now 
backed up. After installing the console, you might want to check the server properties to verify that the 
correct files are being excluded.

Adding a Server to the Console
Server, adding to the console Installation, adding server to the console Adding, NetWorker Remote Servers to the console NetWorker Remote Server, adding to the console 

To use the console to administer a server, you must be a Windows NT administrator on the server.

To install or upgrade NetWorker Remote Console

1. Install Windows NT Service Pack  5, if it is not already installed.

(Service Pack  4 or later is required.)

2. Install Microsoft Internet Explorer  5, if it is not already installed.

(Internet Explorer  4.01 with Service Pack  1, or a later version of Internet Explorer, is required.)

3. Run SETUP.EXE from the [CONSOLE] folder on the CD-ROM.

4. Follow the instructions on the screen.

WE RECOMMEND THAT YOU USE THE DEFAULT INSTALLATION FOLDER RATHER THAN 
ENTERING A CUSTOM PATH. 

Setup automatically installs MMC  1.1 if it is not already on the computer.

To add a NetWorker Remote Server to the console

1. In the Console Tree, right-click NetWorker Remote and choose Add NetWorker Remote 
Server.
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Setting a Default Backup Schedule for All Users
Backup, scheduling default times Scheduling, default backup times 

During Setup, NetWorker Remote creates a default backup schedule for the server. By default, all 
backups are scheduled Monday through Friday inclusive, between 5:00  P.M. and 8:00 A.M.

In some cases you’ll want to change this default schedule to better suit your time zone and network 
environment. NetWorker Remote Client inherits the default schedule whenever it is installed on a 
protected computer. Although the console allows you to change the schedule for a protected computer 
after NetWorker Remote Client has been installed, you’ll have remember to do this after each NetWorker 
Remote Client installation. Changing the default schedule before deployment ensures that each 
installation starts with correct settings.

If you change the default schedule after some users have already installed NetWorker Remote Client, 
then those users will not inherit the changed schedule and you’ll have to change their schedules 
separately. Only subsequent NetWorker Remote Client installations inherit the default schedule.

2. Enter the server name in the dialog box. You can enter the name in any format you want (all 
upper case, all lower case, initial capitalization, and so on). Wait for the console to locate the 
server (the hour glass cursor will return to your regular cursor).

3. Click the plus sign (  +  ) next to NetWorker Remote to open the folder and verify that the server 
has been added.

If you like, you can save your work now (see Saving Console Settings). Then continue with the 
procedures in this chapter to specify server properties and user rights.

To change the default backup schedule

1. In NetWorker Remote Console, select the server.

2. From the Action menu, choose Properties.

3. Choose the Schedule tab.

4. Check the boxes next to the days of the week that you want backups to run, and schedule a 
backup time in the Start Backup area.
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Disaster Recovery Files You Need
Please see Disaster Recovery Files You Need in the Data Recovery section for details.

Setting Up Common Disaster Recovery Files
Please see Setting Up Common Disaster Recovery Files in the Data Recovery section for instructions.

Improving Baseline Backup Speed
Backup, improving speed of baseline 

Whenever any user performs a backup, NetWorker Remote checks if the user's files already exist on the 
server. If a file does exist, then transferring the file to the server again is unnecessary. NetWorker 
Remote merely adds a placeholder to that file in the user's backup.

NetWorker Remote performs this Redundant File Elimination even on baseline backups, but since there 
is usually not much of the user's data on the server yet, baseline backups take longer than subsequent 
backups.

One way you can help to improve the speed of baseline backups is by seeding each NetWorker Remote 
Server with files that exist on most users' computers. Do this just after you set up the server and before 
allowing any backups to start. When a user then performs a baseline backup, many of the files being 
backed up already exist.

Here are some examples of files you might want to initially back up to the server:

l Windows NT, Windows 98, and Windows 95 installations. 

l Applications used throughout your company, particularly those that take up moderate to large 
amounts of disk space. Common examples are Microsoft Office, 

l Microsoft Internet Explorer, Netscape Communicator, and Lotus Notes. 

l Common data files that might reside on many users' hard disks. 

Deployment to Users
Installation, NetWorker RemoteClient NetWorker RemoteClient, installation and distribution 

This document explains how to distribute and install NetWorker Remote Client on protected computers, 

You cannot set a default backup type. The default backup type for all new installations is a 
Virtual Full Backup of the first drive found on the computer (which is usually drive  C:).

IMPORTANT! Do not create an empty schedule by clearing all the days of the week. The 
default schedule must have at least one scheduled backup per week. Otherwise, NetWorker 
Remote Client Setup might not be able to register protected computers on the server.

5. Choose OK.
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after the NetWorker Remote Server is operational. Set up your NetWorker Remote Server before any 
deployment to users.

Setting Up the Installation Package

When you install NetWorker Remote Server, Setup automatically creates a client installation folder and 
provides a batch file that you can use to get protected computers up and running quickly and easily.

When users install with the batch file, they are performing a near-silent installation. In a near-silent 
installation, the following happens.

l NetWorker Remote Client Setup uses the default settings for the installation. For example, the user 
does not get to choose the folder in which to install NetWorker Remote Client. If you need to give 
users this flexibility, see To let users choose their own installation settings below.

l Progress indicators appear on the screen, showing the status of the installation. Error messages 
should also appear if anything goes wrong during Setup.

If you want to hide this information from the users, you need to perform a completely silent 
installation. For instructions, see To create a custom installation package below.

l Users are allowed to choose whether or not to have Setup restart their computers immediately 
following the installation.

If you want to prevent this option from appearing, you need to perform a completely silent 
installation. For instructions, see To create a custom installation package below.

The following procedures explain the various options for distributing the software. Before any actual 
deployment, you should test the installation yourself. See Before Letting Users Install below.

IMPLICATIONS OF REINSTALLING THE SERVER 

If the protected computer already has NetWorker Remote installed but you reinstall or start a new 
server (rather than upgrading the server), do not use the default installation method. Create and 
distribute a new installation package (rather than an upgrade package). Package it as a regular 
installation; do not use either the “near-silent” or the “silent” option as described below. Users must 
choose to create a new account during installation. Any data backed up to the original server will not 
be available.

To use the default client installation settings

1. Locate the NetWorker Remote Client folder or share on the NetWorker Remote Server.

By default, the folder is the CLIENT subfolder of the folder containing the NetWorker Remote 
Server program files, and it is shared with the name Client.

2. Locate the file CSETUP.BAT within this folder.

3. Do one of the following.

l Distribute CSETUP.BAT to users via any method that’s convenient.

For example, you could e-mail the file to users.
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l Tell users how to access the network share (all domain users should have read access), and 
have them run CSETUP.BAT from this share.

Users should be able to choose the Windows Start menu, choose Run, and enter the 
following:

\\SERVER\ Client\CSETUP

where SERVER is the Windows computer name of the NetWorker Remote Server.

To let users choose their own installation settings

l Tell users how to access the network share (all domain users should have read access), and have 
them run SETUP.EXE from this share.

Users should be able to choose the Windows Start menu, choose Run, and enter the following:

\\SERVER\ Client\CSETUP

where SERVER is the Windows computer name of the NetWorker Remote Server.

To create a custom installation package

1. Decide upon the installation mode (regular, near-silent, or silent).

l A regular installation works the same way as most software installation programs. Each user 
runs Setup and makes choices as prompted. It gives users more flexibility, but it also means 
that users must make more decisions and introduces a greater potential for error.

If this is your installation choice, you can skip to the step on creating a self-extracting 
executable or a batch file below.

l A near-silent installation displays the progress of Setup on the screen but does not allow the 
user to customize the Setup options. This is an ideal option for upgrading users with relative 
ease.

l A completely silent installation does not display any information on the screen. By using this 
method in combination with other deployment tools, you can install NetWorker Remote on 
protected computers with no user intervention.

NOTE: The near-silent and silent options are designed to enhance brand new installations and 
straightforward upgrades. If you had a previous installation of NetWorker Remote but created a 
new server with this version (instead of upgrading the server), do not use either of the silent 
installation options.

For silent installations: Modify the SETUP.ISS file.

This step is for completely silent installations. If you are creating a regular or near-silent 
installation, you can skip to the next step.

For first-time NetWorker Remote users: Modify the SETUP.ISS file contained in the 
NetWorker Remote Client installation folder. This folder was copied to the server when you 
installed NetWorker Remote Server.
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For Client upgrades: Copy the UPGRADE.ISS file from the CD-ROM folder 
CLIENT\LANGUAGE\DEPLOY to your working folder that contains the rest of the installation 
files. Delete the SETUP.ISS file from the working folder, then rename UPGRADE.ISS to 
SETUP.ISS.

Open the SETUP.ISS file in any text editor. The following bold text indicates the portions of the 
file you can change to your specific installation settings. Do not edit any other portions of the 
file. Save and close the file when you have finished.

2. Optional: Create a self-extracting executable or a batch file.

This step is most important if you’re distributing a near-silent installation package. You might 
wish to create a self-extracting executable for other types of installations as well.

Customizable Portion of 
SETUP.ISS

How to Customize

szName=NAME Replace NAME with a generic user name such as ABC 
Company User.

szCompany=COMPANY Replace COMPANY with your company name.

szVaultName=SERVER Replace SERVER with the name of the NetWorker 
Remote Server.

szDir=C:\  Program  Files\ Legato\ 

NetWorker Remote Client
This is the installation path. We recommend that you 
use this default.

szFolder= NetWorker Remote 
Client

This is the program folder listed under Start, 
Programs on the Windows taskbar. We recommend 
that you use this default.

BootOption=0 Controls the boot option after the installation. Use 0 for 
no reboot. Use 3 for automatic reboot after installation.

For upgrades, the computer must be rebooted before 
NetWorker Remote will work.

For new installations, the computer might or might not 
have to be rebooted. You should set the BootOption to 
3 if you want to ensure that the NetWorker Remote 
Client is ready to use after installation.
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A self-extracting executable is a single file that contains all of the Setup files. It can extract the 
files and automatically run Setup. You only need to deliver that one self-extracting file to users. 
To create a self-extracting executable, you need both a ZIP program and a self-extraction 
program. These instructions describe the procedure using WinZip and the separate WinZip Self-
Extractor program (not the WinZip Self-Extractor Personal Edition that comes free with 
WinZip).

l To create a self-extracting Setup file using WinZip Self-Extractor, follow these steps.

a. Run the regular version of WinZip (or any ZIP program) to create a .ZIP file containing all 
the files in your working folder. For maximum compatibility with existing tools and 
documentation, you should give the file the same name referenced in this document. This 
is WSETUP.ZIP for first-time installations. It is UPDATE.ZIP for upgrades. If WinZip is 
installed, you can ZIP the files by simply selecting all the files in the folder in Windows 
Explorer and choosing Add to Zip; or you can create a new archive, browse to the 
working folder, and specify *.* for the File name. Choose the Add With Wildcards 
button.

b. Once you have the ZIP file, run WinZip Self-Extractor and step through the wizard, 
choosing the following options.

¡ Choose the Self-Extractor for Software Installation option.

¡ Choose 32-bit header to ensure that long file names are handled properly.

¡ Use Unzip automatically to make installation simpler, as users just double-click the 
self-extracting file and Setup runs immediately. However, if you want to give users an 
extra chance to read about what they’re installing and exit, don’t choose Unzip 
automatically.

¡ For the Command to issue when the unzip operation completes, type SETUP.EXE 
followed by a space and the applicable command line parameters indicated below. 
Separate parameters with a space. TYPE ANY PARAMETERS YOU USE IN THE 
ORDER THEY ARE LISTED BELOW. 

¡ -NOINPUT -'server' for near-silent installations (where server is the Windows 
name of the NetWorker Remote Server). The server name is not required for 
upgrades, but it will not prevent proper installation.

¡ -s for completely silent installations.

¡ -SMS (must be included for all types of installations).

¡ You can use the files DIALOG.TXT and RNDM.ICO for the Dialog text filename and 
Dialog icon filename options, respectively. You’ll find these files in the CD-ROM 
CLIENT\LANGUAGE\DEPLOY\WINZIP folder.

¡ Uncheck the wizard’s option for Test self-extracting file Zip file now. You can verify 
the installation later from a test computer. 

¡ Use the default choices for all options not mentioned above. 

l If you are distributing a near-silent installation package but do not want to create a self-
extracting Setup program, you should create a batch file that contains the Setup command line 
required to upgrade NetWorker Remote.
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Before Letting Users Install

Before you distribute NetWorker Remote Client, it’s a good idea to take these preparatory steps.

l Verify that the software installs properly on one or more computers.

l Run a small backup to make sure that everything is working properly. For backup instructions, see 
NetWorker Remote Client Help.

l Run one or more seed backups before you distribute the software. The purpose of seed backups is to 
populate the server with your network’s most common software. Many computers use the same 
operating systems and the same applications. Since NetWorker Remote does not back up the 
redundant files (it stores only one copy of each unique file), you can reduce the amount of time that 

The batch file should contain the same command line specified for the WinZip command line 
parameter above, but you do not need to include the -SMS parameter. If the Setup files are on 
a network share and you distribute the batch file separately, be sure to specify the UNC path to 
Setup within the batch file. For example, you might create an update batch file called 
UPDATE.BAT with the following command:

\\COMPUTERNAME\SHARENAME\FOLDERNAME\SETUP.EXE -NOINPUT

3. Distribute the necessary Setup files to users.

Once you are satisfied that the Setup program works as expected, you can distribute it to users. 
You have several options for doing so.

l Use the HTML template file (provided on the CD-ROM in the 
CLIENT\LANGUAGE\DEPLOY\HTML folder) as a vehicle for distributing the file via your 
company’s intranet. We recommend this option as it provides a basic set of installation 
instructions that you do not have to duplicate elsewhere. For first-time installations, the default 
text in this file should be sufficient, but you can edit it if you want to add or change anything 
before making it available to users.

This distribution method works best if you have a self-extracting executable or a batch file that 
users install from. (See above.) Be sure to put the HTML file and Setup file to run in the same 
folder on the intranet, and modify the HTML file so that it links to the proper file name if 
necessary.

l E-mail the self-extracting Setup file or batch file to users. In most current e-mail software, 
users can double-click the file and start Setup immediately.

l Put the necessary Setup files on a shared network drive, and let users run Setup from there. 
This is probably the best solution if you want to distribute the entire set of files rather than a 
self-extracting file.

¡ If you do not use a self-extracting Setup file, be sure to create a batch file that users can run 
if any command line parameters are required as needed. See the section above on creating a 
batch file for details.

¡ If you do use this method to point to a self-extracting file, be sure that the self-extracting 
file is not in the same folder as the uncompressed Setup files. If the uncompressed Setup 
files exist in the same folder as the self-extracting file, the self-extracting Setup might not 
work properly.
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users’ backups will take by storing the most common files on the server before their backups run.

For your seed backups, select computers that have operating systems and software typical of other 
computers in the network. Run seed backups using the Virtual Full Backup option to ensure that 
the operating systems are backed up. Seed backups usually take the longest to run, so you might 
want to run the seed backup on an otherwise idle computer, or schedule the backup to run after 
working hours.
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Upgrading

NetWorker Remote  2.0 can be directly upgraded from version 1.7 or later.

Listed below are the steps required to upgrade. You can use the checklist to keep track of where you are 
in the installation process. The topics are presented in the order you see here. You need physical access 
to the server in order to upgrade it.

n Upgrading the Server

n Installing NetWorker Remote Console

n Disaster Recovery Files You Need

n Setting Up Disaster Recovery Files

n Deploying NetWorker Remote Client to Users
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Upgrading the Server
Upgrading, NetWorker Remote Server 

Upgrade the NetWorker Remote Server program files by running the Setup program.

Setup automatically installs the required files and configures the Windows registry as needed. Setup also 
runs several SQL scripts on the NetWorker Remote database, and creates text files in the NetWorker 
Remote program folder with the .ERR file extension. You can open these files in any text editor (such as 
Notepad) to check the status of the database configuration. If any problems occurred, you should see 
them listed here.

NOTE: Depending on the size of your existing database and the amount of disk space you have available 
on the server, the upgrade could take several hours or longer. You should upgrade at a time when no 
backup or recovery jobs are planned and the server is otherwise not needed.

You must be logged onto the computer as a user with administrative rights in order to run Setup.

To upgrade NetWorker Remote Server

1. Although not required, you might wish to install Windows NT 4.0 Service Pack  5. (Service 
Pack  4 or later is still required.)

2. Although not required, you might wish to install the latest version of Microsoft Internet Explorer. 
(Internet Explorer  4.01 with Service Pack  1, or a later version of Internet Explorer, is still 
required.)

3. Check the amount of free disk space available on the server. The drive that contains 
NWRDatabase must have enough free space to hold the largest table in the database, plus about 
20%. To be safe, make sure that there’s enough free space to store another entire copy of the 
database.

l You can check the current size of the entire NetWorker Remote database within SQL 
Enterprise Manager. In the Databases list, select NWRDatabase. The size of the database is 
displayed in the Details Pane.

l You can also check the sizes of the NWRDatabase tables in SQL Enterprise Manager. In the 
Databases list, select NWRDatabase. In the Details Pane, select Tables & Indexes at the top. 
The gray bars you see are the tables, and the white line items below each gray bar are its index 
files. The size of each item is displayed in the blue area to the right. To find the total size a 
table requires, add the size of the table itself and the sizes of all of its index files.

If there is not enough free space on the drive that contains the database, you can allow the 
database to expand onto another drive. To do this, select the database, then from the Action menu 
or the context menu, choose Properties. On the General tab, the Location column shows the 
paths to the files currently being used to store the database. You can add one simply by clicking 
the ellipsis (  ...  ) on the line below the last location specified.

4. Make sure there are no server jobs currently running. This includes all backups (manual and 
scheduled), recoveries, deletion and integrity checking jobs, etc. If jobs are running, they will 
automatically be stopped when you run Setup.

5. Close any open copies of NetWorker Remote Console on any computers.
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6. Reboot the server.

You should do this before you run Setup to clear the server’s memory and ensure that there are 
no unusual files open in the background.

7. Make sure there are no other programs running on the server.

8. Make sure that the MSSQLServer service is running.

You can use Windows Control Panel to start the service if necessary.

9. Install NetWorker Remote Server by running SETUP.EXE from the CD-ROM [SERVER] folder.

10. Follow the instructions to begin Setup and accept the license agreements.

11. You’ll then be asked to choose between upgrading and reinstalling.

IMPORTANT! Make sure you choose Upgrade. If you choose Reinstall, your old data will be 
lost.

12. Setup then displays your installation settings. You cannot change them during an upgrade.
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13. Setup then displays the following reminder about backing up your database.

This message always appears during an upgrade to help ensure that you do not forget to protect 
your data. While data corruption problems are not expected, upgrading databases is a critical 
operation that could cause data loss if something does go wrong during the installation. If you are 
sure that your databases have been safely backed up, choose OK to continue the upgrade.

14. After you choose Next, Setup begins updating the NetWorker Remote components.

UPGRADE NOTES 

l It might take Setup a very long time, perhaps several hours or even longer, to update the SQL 
Server databases. During this time, the display might not be updated properly if you move 
windows around on the screen. This is merely a display issue; Setup is working in the 
background to perform the upgrade. In general, you should not do anything else on the server 
while Setup is running.
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Installing NetWorker Remote Console
Please see Installing NetWorker Remote Console in the Installation section for instructions.

Disaster Recovery Files You Need
Please see Disaster Recovery Files You Need in the Data Recovery section for details.

Setting Up Common Disaster Recovery Files
Please see Setting Up Common Disaster Recovery Files in the Data Recovery section for instructions.

l If Setup displays an error message stating that the server registry values are missing or 
corrupted, it’s possible that the ODBC connection information was changed. You should exit 
Setup and configure ODBC again, making sure to check the Change the default database to 
box in the wizard. (An apparent bug in the ODBC drivers prevents this box from being 
selected even if you checked it before.) See Configuring the ODBC Connection to the 
Database for the complete set of instructions. After correcting the ODBC configuration, run 
the upgrade again.

l During SQL Server configuration, Setup disables the SQL Server database maintenance plan if 
one is configured. If Setup claims that it cannot disable the maintenance jobs, NetWorker 
Remote can still be installed successfully, but you should verify your database maintenance 
plan settings after the installation is complete. It’s a good idea to have a database maintenance 
plan, but it should be scheduled appropriately. See Creating a SQL Server Maintenance Plan 
for details.

l Because server components are being reinstalled, Setup must reconfigure access to the server 
through DCOM. If you previously changed the NetWorker Remote DCOM configuration to 
add users or administrators other than the default NWRUsers and NWRAdmins groups, 
you’ll have to give those users access to the server again. We strongly recommend that you 
add these users to the NWRUsers and NWRAdmins groups using Windows NT User 
Manager rather than configuring DCOM directly.

15. While configuring SQL Server components, NetWorker Remote creates text files with the 
extension .ERR in the NetWorker Remote installation folder. The .ERR files are logs of the 
database configuration process. You may want to open these files to verify that there are no error 
messages before continuing with your deployment of NetWorker Remote.

IF THE UPGRADE FAILS: If an error occurs and Setup is unable to upgrade the databases, you 
may still be able to upgrade manually. See Upgrading the Database for details.

16. If you had previously changed the properties of the NetWorker Remote Server service so that it 
logs on with a local administrator account rather than the system account, then you’ll have to 
open the Services applet in Control Panel and make that change again.

In general, this should only be necessary if you’re storing backup data at a location on the 
network other than the server itself.
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Deployment to Users
Please see Deployment to Users in the Installation section for instructions.
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Administration

This section contains information about administering NetWorker Remote.

n General Console Functions

n User Settings

n Data Storage Control

n Viewing Status

n Network and Server Functions
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General Console Functions

This section contains general information about using the console.

l Starting the Console

l Adding a Server to the Console

l Saving Console Settings

l Refreshing the Console Display
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Starting the Console
Starting, the Console Console, starting 

The MMC window opens. Expand NetWorker Remote in the Console Tree to see the items underneath.

Choose the first item, Documentation, to view NetWorker Remote documentation through the MMC 
window. (You may prefer to view documentation through the MMC help menu; the help contents and 
index make navigation easier. Choose Help, Help on NetWorker Remote.)

After you add one or more NetWorker Remote servers, the servers will show as items under NetWorker 
Remote. Each server, additionally, contains items representing protected computers, users, and server 
properties. 

You will be able to expand the NetWorker Remote node after you add servers. A file named 
VAULTS.DAT (stored in the folder where you installed NetWorker Remote) is created and holds 
information about the server(s) you add to the snap-in and your last settings before you close NetWorker 
Remote at the console. When you remove a snap-in and then add it again to the console, you won’t need 
to keep adding the servers because NetWorker Remote pulls the necessary information out of 
VAULTS.DAT.

When you uninstall NetWorker Remote, the uninstall program removes VAULTS.DAT. If you’d like to 
save your VAULTS.DAT file, move it to a different folder before you uninstall and then move it back to 
the NetWorker Remote folder after you reinstall.

After adding a snap-in, you can remove it any time. Removing the NetWorker Remote snap-in from the 
console does not affect users’ ability to back up or recover data on the server, nor does it remove 
NetWorker Remote from the server. It simply removes the entry from the console list.

Adding a Server to the Console
Please see Adding a Server to the Console in the Installation section for instructions.

To start NetWorker Remote Console

l From the Windows Start menu, choose Programs, NetWorker Remote Console, NetWorker 
Remote Console.

77

Administration



Saving Console Settings
Saving, Console settings Console, saving settings 

Save your NetWorker Remote settings so you don’t have to keep adding the program snap-in each time 
you run MMC. For fast access to NetWorker Remote, you might want to create a shortcut on your 
Desktop. MMC saves your settings in a file with extension .MSC. You can name the file anything you 
want. You might want to save the file in your NetWorker Remote folder.

Refreshing the Console Display
Console, refreshing the display Refreshing the console display 

Most information in the Console display refreshes periodically according to defaults.

l The list of protected computers updates every 180 seconds.

l The job queue updates every 30 seconds.

l The server summary updates every 30 seconds.

To save the console settings

1. From the Console menu, choose Save (or Save As).

2. Choose a location.

To manually refresh the console display

l From the Action menu or the context menu, choose Refresh.

To change the refresh defaults

1. From the Windows Start menu, choose Run.

2. Enter REGEDIT.EXE.

IMPORTANT! Be extremely careful when using the Registry Editor. If you accidentally 
change or delete the wrong values, your computer could stop working properly. You might 
want to print the Registry Editor Help topic To restore the registry before making any changes. 
This topic describes how to revert to an old version of the registry if your computer won’t start.

3. Browse to the following registry location.

HKEY_LOCAL_MACHINE\SOFTWARE\ Legato\ NetWorker Remote\1.0\Administration 
Console
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NOTES 

l If the connection with the NetWorker Remote Server is lost, you should exit MMC and start it again 
to be sure you’re viewing the most current information.

l There might occasionally be mismatches between a protected computer’s backup settings and the 
information displayed in the console.

l If the name of a NetWorker Remote Server ever changes, use the Delete command in the console to 
remove the server from the list, then add the server back again with its new name. If you don’t do 
this, the settings displayed in the console might not be correct.

4. You’ll need to add or edit one or more of the following values.

l Computer Refresh Rate

Edit this value if you want to change the time until the list of protected computers is updated.

l Job Q Refresh Rate

Edit this value if you want to change the time until the job queue display is updated.

l Server Summary Refresh Rate

Edit this value if you want to change the time until the server summary is updated.

If you don’t see the value you want in the right-hand window pane, then choose New from the 
Edit menu and select DWORD Value. Type one of the names above and press ENTER.

5. Select the value to edit and choose Modify from the Edit menu.

6. Under Base, choose the Decimal option to ensure that you’re typing a regular number in base 10 
format.

7. In the Value data field, type the number of seconds between updates to the display.

Type 0 if you want to disable the automatic refresh altogether.

8. Choose OK.
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User Settings

This section contains information about administering NetWorker Remote.

l Working with Groups

l Assigning Backup Rights

l Defining Backup Schedule and Type

l Setting a Default Backup Schedule for all Users

l Verifying That Users Back Up Data

l Protected Computer Names

l Disabling a Protected Computer
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Working With Groups
Groups, organizing protected computers with 

Since each user can have multiple computers and each computer can have multiple users, you can 
organize computers by group for easy administration. Once you create groups, use General properties to 
assign computers to groups.

Organizing computers in groups have these advantages:

l You can keep track of all computers in your organization and gather statistics quickly. For instance, 
you can create a Sales group and add all users in the Sales department to that group.

l You can quickly determine who’s backing up data. Select a group and immediately see whether or 
not all users in that group are protecting their data.

l You can simultaneously change any property for all the users in a group.

IMPORTANT! After moving protected computers between groups, be sure to double-check the 
properties of both the group and the individual computers in it.

To create protected computer groups

1. Expand the server list, if necessary.

2. Right-click Protected Computers.

3. Choose Add Computer Group.

4. Type the name of the new group in the dialog box (for example, Sales).

5. Click OK.

To assign a user’s computer to a protected computer group

1. Expand the server list, if necessary.

2. Expand the Protected Computers list if necessary.

3. Right-click the computer you want to assign to a group and choose Properties.

4. In the Computer Group field, choose the group to which you want to assign the computer and 
click OK.
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Assigning Backup Rights
Backup, assigning rights to users Users, assigning backup rights 

By default, all NetWorker Remote users have full backup and recovery rights on the server. However, 
you can limit user rights through the console.

NOTE: NetWorker Remote rights are assigned to computers, not users. If multiple users log onto the 
same computer, your changes to the computer’s rights affect all of those users. You can, however, 
browse the Protected Users list to see which computers a user logs onto.

To change properties for all users in a group

1. Expand the server list, if necessary.

2. Expand the Protected Computers list if necessary.

3. Right-click the group for which you want to change properties and choose Properties.

The Computer name, Operating system, and Last backed up fields display dashed lines.

4. Make the necessary changes and then click OK.

To remove a protected computer from a group

1. Expand the group, if necessary.

2. Right-click the computer you want to remove from the group.

3. Choose Properties.

4. Choose None for Computer group.

To assign NetWorker Remote backup rights to a protected computer

1. Select the protected computer in the console.

2. From the Action menu or the context menu, choose Properties.
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Defining Backup Schedule and Type
Virtual Full backup setting Partial backup setting Backup, setting individual schedules and types 

NetWorker Remote lets you schedule user backups to ensure that they are being done on a regular basis. 
Using Schedule Properties you can specify when and between which times protected computers are 
automatically backed up. You can also specify whether you want all backups to be Disaster Recovery 
backups (Virtual Full Backups) or partial backups, and choose drives, folders, or files to back up. By 
default, NetWorker Remote backs up the first drive (usually drive  C:) on all users’ computers to prepare 
for the possibility of a computer disaster.

IMPORTANT! The first time you open the properties for a particular computer, the dialog box might 
not accurately display the backup schedule for that computer. Although the user’s system drive always 
appears selected, that drive does not actually get backed up if it is not drive C. To correct the problem 
and schedule the system drive to be backed up, simply choose OK in the dialog box. Even if you do not 
make any changes, be sure to choose OK rather than Cancel to ensure that all checked drives are 
scheduled for backup.

3. Choose the Rights tab.

4. Check or clear the options you want.

5. Click OK.
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If you choose to schedule a Partial backup, you can choose the items to include. You can also remove 
items from the backup list as well as modify items you include in the list.

If you don’t want your users to change the default schedule you defined, clear Change backup schedule 
on the Rights tab.
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If you clear the Change backup schedule field, when users display the Schedule tab on their computers 
all fields will be disabled.

To define a schedule per computer

1. Expand the server list, if necessary.

2. Expand the Protected Users or Protected Computers list if necessary.

3. Right-click the user’s computer.

4. Choose Properties.

5. Make all necessary changes on the Schedule and Rights tabs.

6. Choose OK.

Even if you do not make any changes, be sure to choose OK if this is the first time you have 
opened the properties for this particular computer.
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Setting a Default Backup Schedule for All Users
Please see Setting a Default Backup Schedule for All Users in the Installation section for instructions.

Verifying That Users Back Up Data
Even though NetWorker Remote makes it easy for users to protect their own data, unless they remember 
to do it, define backup schedules, and leave the computers turned on, data will not be backed up. 
Occasionally, you may want to check and see who’s backing up data and remind those who aren’t to 
back up their data.

To view a user’s backup status

l Click the user name in the Console Tree. (You may have to expand the server and Protected Users 
items to find the user name.)

The Details Pane shows the backup status.

The user shown here uses three computers and has backed up two:

Protected Computer Names
For NetWorker Remote backups and recoveries to work properly, the Windows name of a protected 
computer must match its name in the NetWorker Remote database on the server. When you view the 
computer in the console, you see the name that appears in the database.

If a user changes the protected computer name, you must change its name through the console as well.
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NOTE: If you perform a Disaster Recovery from a backup done under the old name, the names will be 
mismatched again. After the Disaster Recovery is complete, you need to change the name either on the 
protected computer or in NetWorker Remote Console.

Disabling a Protected Computer
Backup, disabling 

You can disable NetWorker Remote backups on a protected computer from within the console. Disabling 
a computer prevents all manual and scheduled backups from occurring on that computer.

NOTE: When you disable a protected computer, the computer’s scheduled backups are removed. If you 
later enable this computer again, you must then open its properties, verify that the scheduled days and 
times are correct, and choose OK to reschedule the computer’s backups. If you choose Cancel, the 
backups are not rescheduled, even if the scheduled days and times appear correct.

To disable backups from a protected computer

1. Right-click a protected computer in the Details Pane. (You can also select multiple computers or a 
computer group and right-click.)

2. Choose Properties.

3. Select Disable computer in the General tab.

4. Click OK as needed to respond to any messages and save changes.

Manual and scheduled backups are disabled and users are prevented from changing certain backup 
settings. Users may continue to browse and recover data previously backed up.

To change a protected computer’s name in the console

1. Browse to and select the computer.

2. From the Action menu or the context menu, choose Rename.

3. Type the computer’s new name, then choose OK.
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Data Storage Control

This section contains information about administering NetWorker Remote.

l Location and Size of Data Storage

l Excluding Files from Backups

l Deleting Backed Up Data

l Retention Policies

l Setting the Retention Temporary Folder
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Location and Size of Data Storage
Data storage, setting location and size of 

You can choose specific locations on a NetWorker Remote Server for user data.

NOTE: By default, you can only create storage locations that exist locally on the server. However, it is 
possible to store backup data at other locations on the network. To do so, you must first go to the server 
and change the startup properties of the NetWorker Remote Server service so that it logs on as a user 
with administrative rights on the server, and not as the system account. You’ll need to supply the 
administrator account’s password, then stop and restart the service. If the password for this account later 
changes, you must edit it here as well.

To choose a server or a server location for data storage

1. Right-click the server.

2. Choose Properties.

3. Click the Storage Locations tab.

The default path you defined on the server for data storage appears in the list box.

4. Choose Add.

A dialog box appears:
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5. Type the path to the location on the server where you want users to back up data.

If this location is on a computer other than the server itself, be sure to specify the path as a network 
UNC path. Do not rely on any of the server’s mapped drive letters.

6. Check No storage limit if you don’t want to define a maximum amount of storage space backups 
can occupy on the server.

-Or-

Uncheck No storage limit and enter the maximum amount of space you want users’ data to occupy 
on the server.

7. Choose OK to return to the Storage Locations tab.

8. Choose OK to close the window.

To change the storage size

1. Perform steps 1 to 3 above.

2. On the Storage Locations tab, select the existing server path you want to change.

3. Click Edit Storage.

The Edit Storage Size dialog box appears:

4. Enter the new size and click OK.

5. Choose OK to close the window.
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NOTE: If you configure two or more server storage locations on the same drive and the sum of the 
amounts of disk space you allocate for these locations exceeds the size of the drive, the amount of server 
free space is incorrectly displayed as the total sum of the space available for the different storage 
locations, rather than the amount of free space that actually exists on the drive.

Excluding Files From Backups
Backup, excluding files from Excluding files from backup 

You won’t want users to waste valuable server disk space by backing up unimportant files such as files 
in temporary folders and cache folders. You can set global rules that apply to all users or define rules that 
apply to specific computers. You can apply exclude rules to file types, files, folders, and drives.

Apply rules that affect all users at the server level, and apply those that affect individual users at the 
computer level.

Examples of Files and Folders to Exclude

Below are some examples of files and folders that you might want to exclude from backups. Read the 
description of each item carefully before you decide to exclude it. While the data in these files is not 
needed by most users, some users might have a good reason for backing them up.
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l PAGEFILE.SYS
This file is used to create virtual memory while Windows is running. It is usually stored in the root 
folder of drive C:  . Depending upon the computer's configuration, the file can become quite large, 
although it does not contain any data that is saved between one Windows session and the next.

l WIN386.SWP
Like PAGEFILE.SYS, the file WIN386.SWP is used in Windows 95/98 to create virtual memory, 
and can become quite large. WIN386.SWP is a temporary file that Windows deletes whenever the 
computer is shut down or restarted. It is usually stored in the Windows folder.

l Disk compression container files
When a protected computer is running a disk compression program such as DriveSpace (included 
with Windows 95), Stacker, or SuperStore, you should exclude from backups the container files that 
store the compressed information. For example, a typical DriveSpace file is named 
DRVSPACE.000; a typical compressed Stacker file is STACVOL.DSK. Because the container files 
actually hold much of the data on an entire compressed drive, it's very likely that these files will 
change every day. It takes much longer for NetWorker Remote to find the changes in such large files 
and back them up than it takes to back up the drive itself. Simply include the letter of the 
compressed drive, but exclude the container files, and all data is backed up.

l C:\TEMP
Some computers use this folder as a storage place for temporary files.

l C:\WINDOWS\TEMP or C:\WINNT\TEMP
This folder stores temporary files.

l *.TMP
Files with this extension are usually temporary files.

l ~*.*
A tilde ( ~ ) usually indicates temporary files or folders.

l Web browser cache
As users browse the Web, the browser stores files such as HTML documents and graphics files in a 
cache folder on the computer. Over time, the cache folder can become quite large, sometimes 
containing thousands of files. These files are saved only to improve the speed of Web browsing; they 
are usually not needed by the browser or by users.

If Microsoft Internet Explorer is the Web browser, the browser cache file is usually the 
TEMPORARY INTERNET FILES subfolder of the Windows folder. If the Web browser is 
Netscape Navigator, the browser cache is usually located somewhere within the Netscape Navigator 
folder.

l Internet history
If Microsoft Internet Explorer is used, the HISTORY subfolder of the Windows folder contains 
information about Web sites that have been visited, allowing users to easily return to those sites at a 
later time. This information is generally not important.
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l *.GID, *.FTS, *.FTG
Files with these extensions are usually cache files that get created automatically when a Help file is 
opened. These cache files do not store any information that is necessary to use Help.

l DIRTREE.TXT

l RESDIRTREE.TXT

l NetWorker Remote directory tree files with extension .DTF

l SYSTEM.DAT

l USER.DAT

To set global exclude properties for all users

1. Right-click the desired server.

2. Choose Properties from the menu.

3. Select the Excludes tab.

4. In the Files and folders area or the File types area, choose Add to add a new item to the list, or 
select an item and choose Edit.

The following dialog box appears.

IMPORTANT!

For users to be able to recover data in the event of a disaster, don’t exclude system files from the 
backup. These files have extensions .dll, .sys, .vxd, .386, .drv, and .pnf.

93

Administration



5. Enter the file type, file, or folder you want to prevent users from being able to back up; specify 
whether the path you entered is to a file or folder; and finally specify whether the path applies to all 
files or folders on a specific drive or on all drives. Enter each file, file type, or folder individually.

NOTE: Extended ANSI characters are case-sensitive in the exclude list. For example, excluding the 
file type *.ÖÄM does not exclude files with the extension *.öäm.

6. Click OK to close the Add dialog box.

7. Click OK to close the window.

To set exclude properties per computer

1. Expand the server list, if necessary.

2. Expand the Protected Users list if necessary.

3. Select the user’s name in the list.

4. Right-click the computer for which you want to set exclude rules.

5. Perform steps 2 to 7 in To set global exclude properties for all users.

NOTE: If an item is contained in the exclude list for the server, it appears with a padlock icon in each 
individual computer’s properties, and you cannot edit or remove that item for the individual computer. 
To edit or remove it, you must change the exclude list at the server level.

Deleting Backed Up Data
Deleting, data from the server Removing, data from the server 

If you want to schedule the server to periodically delete old data, see Retention Policies.

You can also manually delete specific files and folders that were accidentally backed up to the server, or 
that you no longer need.

Files are manually deleted in two stages.

A. You tell NetWorker Remote which items you want to delete. This is known as marking the items for 
deletion.

B. You schedule one or more times each week for NetWorker Remote to actually delete the files. (If 
you have retention jobs scheduled, this step is not necessary.)

IMPORTANT! Avoid the loss of valuable data! Marked items can not be unmarked, so choose items 
carefully.
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To mark items for deletion

1. In the console, select Protected Computers, a computer group, or one or more computers.

2. Right-click and choose Mark for Delete from the menu.

3. A dialog box opens. Click Add.

4. Use the next dialog box that opens to specify the item information.

5. Use the two dialog boxes to add as many items as needed. When finished, click OK to close the 
dialog boxes and to mark the items.

Marking items for deletion could take up to several hours, depending upon items selected and 
server conditions. During marking, the server operates as usual and you can perform other 
functions.

6. Once the items have been marked, you can proceed to schedule the deletion job. See Scheduling 
Server Jobs for details.

NOTE: If you run regular retention jobs, you do not have to schedule a deletion job. Files you 
mark for deletion will be automatically deleted the next time a retention job runs.
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Retention Policies
deleting backups retention policies 

A retention policy is a rule that tells NetWorker Remote how long you want to keep backups for.

You set up retention policies in two stages.

A. Set retention rules that tell NetWorker Remote what files you want to delete and how old they must 
be.

B. Schedule one or more times each week for NetWorker Remote to actually delete the files.

In addition, you might need to modify the location where NetWorker Remote performs scratch work 
while deleting files. See Setting the Retention Temporary Folder for details.

To set retention rules

1. In NetWorker Remote Console, select one of the following.

l Protected Computers

This will set the default retention rules for all protected computers.

l Any computer group

This will set the default retention rules for all of the protected computers in the group.

l One or more protected computers

This will set the retention rules for a particular computer.
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2. Choose the Retention Rules tab.

3. If you are editing the properties of a computer group or a specific protected computer, you can 
check the box labeled Inherit Retention Rules to have NetWorker Remote automatically apply 
the rules from the next level up. When rules are inherited, changes you make at the top level 
affect the levels below.

NOTE: If the retention rules were not previously inherited, you will lose the old settings once you 
choose OK or Apply.

4. If you want to apply default rules to all files, then under Default Rules, check either or both of 
the following.

Delete backups older than

This option deletes all files from the backups of the protected computers you have selected, 
after the amount of time you specify has elapsed.

Delete files from the server after they have been deleted from a protected computer

This option deletes only files that have been backed up but that a protected computer has since 
deleted. The files are deleted from the backups only after the originals have been removed 
from the computers, and then only after the amount of time specified here has elapsed.

5. Under Exception Rules, use the Add, Remove, and Edit buttons to make exceptions to the 
default rules.

l You can specify exceptions at the folder or file level, and you can use wildcards to specify 
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NOTE: You can decide whether or not to allow users to change the retention rules for their own backups. 
See Assigning Backup Rights to Users.

Setting the Retention Temporary Folder
While deleting files from the server during retention jobs, NetWorker Remote needs a certain amount of 
disk space to use as temporary storage space. That space is approximately equal to 2 times the size of the 
largest backed up file. (For more details, see Recovery Disk Space Needed; the same considerations apply 
for running retention jobs.)

By default, the folder used for this purpose is the [TEMP] folder created within the NetWorker Remote 
Server folder during Setup. You might run into problems if this folder does not contain enough disk 
space to do the retention work. If required, you can easily change the retention temporary folder to a 
location with more free space.

files of a specific type.

l You can specify as many exception rules as you wish.

l The exceptions always take precedence over the default rules. It doesn’t matter whether the 
period of time you specify for the exception is longer or shorter than the default. However, if a 
particular file is included in more than one exception rule, it is kept for the longest length of 
time specified by any of the rules that contain it. For example, if you keep the folder “C:\My 
Documents” for 1 year and “*.doc” files for 2 years, then the file “C:\My 
Documents\Status.doc” is kept for 2 years.

NOTE: By default, a rule is added for the file WINFAL.LOG to ensure that you do not 
accidentally remove it. This file is stored by NetWorker Remote on each protected computer, and 
it contains a record of all the files needed to start the computer. You can change the rule, but 
remember that this file must be present in a backup if you intend to perform a Disaster Recovery 
from that backup.

6. When you have finished, choose OK or Apply to apply the changes.

7. You can then proceed to schedule the retention job. See Scheduling Server Jobs for details.

To change the retention temporary folder

1. On the NetWorker Remote Server, open Windows Registry Editor (REGEDIT.EXE).

2. Browse to the following value.

HKEY_LOCAL_MACHINE\SOFTWARE\ Legato\ NetWorker Remote\2.0
\Vault\TemporaryRebuildFilePath

3. Change this value to the folder you want to use for temporary work during retention jobs.
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Viewing Status

This section contains information about administering NetWorker Remote.

l Monitoring Job Queues

l Monitoring Server Status

l Server Reports

l Scheduling Automatic Updates of Report Data
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Monitoring Job Queues
Job queue Queues, job 

Use the job queue to see a quick status of current and pending jobs. See which computers have backups 
or recoveries in progress or when the next backup is scheduled to start. If a backup or recovery fails, see 
the number of retries. You can also view running or pending server jobs.

You can also use the job queue to cancel running jobs.

Monitoring Server Status
Server, viewing status 

You have two options to monitor server status.

l General Properties shows operational status, storage space information, and license information.

l Server Summary shows operational status, backup jobs pending, backup jobs running, recovery jobs 
running, and storage space information.

To view jobs in the queue

l In the Console Tree, expand the server list if necessary and select Job Queue.

To remove a job from the queue

1. In the Console Tree, expand the server list if necessary and select Job Queue.

2. In the Details Pane, right-click the computer with the running job and choose Cancel Running 
Job.

To view server status using General Properties

l In the Console Tree, right-click the server and choose Properties.

To view server status using Sever Summary

1. In the Console Tree, expand the server list, if necessary and click Server Summary.

2. If necessary, set the window to view details: select View, Details.

100

Administration



Server Reports
Server, generating status reports Reports for server status 

Server reports provide summaries of the data on the server. You can use this information to help you 
manage backups and recoveries.

Creating a report can take several minutes to several hours, or longer, depending on how long it has been 
since the reporting data was last updated by NetWorker Remote. Before creating any reports, you might 
want to schedule automatic updates of the report tables if you have not already done so.

To run a report

1. In NetWorker Remote Console, select the server and choose Create Report from the Action menu.

2. Under Choose a report, select the report you want, and fill in the appropriate data.

3. Under Save results as, enter a path and file name as desired.

4. Choose OK.

NetWorker Remote creates a text file containing a comma-separated list of the report data. You can 
import this list into a spreadsheet program such as Microsoft Excel for easy viewing.
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The following reports are available.

Report Output

Computers that have not 
performed Disaster 
Recovery backups

Shows which protected 
computers have not 
performed a successful 
Virtual Full Backup (and 
therefore cannot be 
recovered using Disaster 
Recovery) within a 
specified number of days.

A list of all protected computers that have not performed a Virtual 
Full Backup within the specified number of days.

l Client Workstation

The name of the protected computer.

l Client Login Name

The user name of the person who was logged onto the computer 
when NetWorker Remote Client was installed.

l Last DR Backup

The date of the last Virtual Full Backup.

l DaysFromToday

The number of days since the most recent Virtual Full Backup.

This column displays 9999 if the computer has never performed a 
Virtual Full Backup.

Last backup status for

Reports information about 
the last backup run on the 
specified computer.

You can also get a 
cumulative listing of the 
last backup status for all 
protected computers that 
back up to the server.

A table containing information about the most recent backup run on 
the computer(s) you selected.

l Client Machine Name

The name of the protected computer. It appears in cumulative 
reports only.

l Volume

The drive from which files were backed up.

If files from more than one drive were included, each drive appears 
as a separate line item in the report.

l Job Start Time

The time that the backup started.

l Files In Backup

The number of files in this drive backup.

l Identical Files

The number of files in the backup that were identical to the 
previous backup.

l New Files

The number of files in this backup that did not yet exist in any 
backup on the server.
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l RFE Files

The number of files in this backup that were identical to files that 
had previously been backed up by other computers.

l RBE Files

The number of files in this backup that changed since the previous 
backup.

l Serialized Files

The number of files in this backup that were equivalent to files that 
already existed on the server except for standard modifications. For 
example, Microsoft Office executable files contain personalized 
information for each user, but are otherwise identical between two 
computers running the same version of the program.

l Failed Files

The number of files that could not be backed up.

l Compressed Bytes Sent

The actual number of data bytes received by the server during the 
entire backup job.

General backup and 
compression report

Reports general 
information about backups 
and space savings on the 
server.

Totals include data from 
backups and recoveries for 
all NetWorker Remote 
computers protected by this 
server.

A table containing the following information.

l Vault Space Used

The total amount of storage space being used by backups on the 
server.

l Total NetPack Compression

The total compression ratio achieved on the server, expressed as 
the product of the Custom data stream compression and RFE/RBE 
compression ratios.

l NetPack (HLZS) Compression

The compression ratio achieved with Custom data stream 
compression.

l NetPack (RFE/RBE) Compression

The total combined compression ratio achieved through both 
Redundant File Elimination and Block level incremental backup.

l Total NetPack Savings

The total number of bytes so far saved by the combination all 
NetWorker Remote compression technologies.

l Total HLZS Savings

The total number of bytes so far saved with Custom data stream 
compression compression.
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Scheduling Automatic Updates of Report Data
Please see Scheduling Automatic Updates of Report Data in the Installation section for instructions.

l Total RFE/RBE Savings

The total number of bytes so far saved by both Redundant File 
Elimination and Block level incremental backup.

l Successful Volume Backups

The total number of times files were backed up from a protected 
computer’s drive.

If a backup contained files from more than one drive, each drive is 
counted separately in the total.

l Successful DR Backups

The total number of Virtual Full Backups performed.

l Successful Volume Restores

The total number of times files were recovered to a protected 
computer’s drive.

If files from more than one drive were recovered at the same time, 
each drive is counted separately in the total.

l Successful DR Recoveries

The total number of Disaster Recoveries performed.
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Network and Server Functions

This section contains information about administering NetWorker Remote.

l Controlling Network Bandwidth

l Server Maintenance

l Server Integrity Checking

l Scheduling Server Jobs

l Stopping and Starting the Server
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Controlling Network Bandwidth
Server, setting the bandwidth or number of connections Bandwidth, setting for server Network bandwidth, setting for server 

Your organization may have a large number of users backing up and recovering data on the NetWorker 
Remote Server, so you’ll want to be sure the network doesn’t come to a halt because too many users are 
accessing it simultaneously. You can limit the number of connections to the server during the day and at 
night and control network bandwidth using the Throttling tab.

The network usage settings limit only scheduled backups initiated by the server. They do not limit any of 
the following.

l Manual backups started by a user at a protected computer.

l Recoveries, including Disaster Recovery.

Currently, the maximum number of concurrent backups you can enter is 10.

To define the maximum connections to the server

1. In the Console Tree, right-click the server.

2. Choose Properties from the menu.
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Server Maintenance
Server, maintenance 

There are a number of things you can do to ensure that NetWorker Remote continues to run smoothly in 
your organization. Though some of these checks might not be necessary for users to successfully back up 
and recover data, they can help to make these processes more efficient.

l Create a database maintenance plan in SQL Server.

Having SQL Server perform its regular maintenance routines helps to optimize NetWorker Remote 
performance.

See Creating a SQL Server Maintenance Plan for instructions.

l Initialize the server with common files.

This can speed up initial backups for users. See Improving Baseline Backup Speed for more 
information.

l Automatically exclude unneeded files from backups.

Full backups might include temporary data and other files that aren’t really needed. You can 
improve backup speed and conserve disk space on the server by excluding these unneeded files from 
backups.

l Check to ensure that the database has enough free space.

To do this, browse to the database in SQL Enterprise Manager. Right-click the database and choose 
Edit, then check the Data Space Available. You can see how much this value decreases each week 
and use this information to judge when you might need to expand the data device for the database. 
You can expand it into free disk space by choosing the Expand button on the same screen.

l Back up the server.

You should perform regular backups of the NetWorker Remote Server to removable storage such as 
tape or removable hard disk. 

Server Integrity Checking
Errors, checking server data for Integrity checking of server data 

You can use the integrity checking feature to check the data on the NetWorker Remote Server for errors.

The following types of integrity checking are available.

3. Click the Network Usage tab.

4. In Bandwidth, enter the maximum connections for day and night.

5. In Time period, specify when daytime starts and ends.

6. Click OK.
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NOTE: Because integrity checking takes a while and can potentially slow down normal server 
operations, you should try to look for other causes of any errors first. Run the integrity job if you cannot 
find any other problems or if you suspect data errors on the server.

You schedule an integrity check as you do other server jobs. For details, see Scheduling Server Jobs.

If the integrity check finds an error in the data, you might need to recover the NetWorker Remote Server 
from a tape backup.

Scheduling Server Jobs
There are several types of server jobs that are not associated with any particular protected computer. You 
schedule all of these job types the same way.

Type of 
Job

When to Run It What It Does

Integrity 
Job

l When protected computers encounter 
errors backing up, viewing, or 
recovering files. An integrity check 
could reveal problems in the database 
that are causing the error.

l Periodically to verify the database and 
attempt to forestall any problems that 
might occur.

Checks to make sure that all of the data 
NetWorker Remote believes it has 
backed up actually exists on the server.

NetWorker Remote verifies the 
presence of the data, but it does not 
verify that the information is intact or 
recoverable.

Integrity 
Job With 
CRC

l When unusual circumstances lead you to 
suspect problems with the backed up 
data on the server. For example, if the 
power to the server is unexpectedly 
interrupted, you might want to run this 
job to verify that no information was 
lost.

NOTE: This type of job can take a very 
long time to run, so you should be selective 
about when and how often you choose to 
run it.

Performs regular integrity checking, 
and also verifies that the data found 
matches the data originally backed up.

NetWorker Remote checks the 
integrity of the information in the 
server “BLOB” files. While a 
successful integrity check makes it 
likely that most files can be recovered, 
it does not guarantee that any 
individual file is actually recoverable.

To schedule server jobs

1. In the Console Tree, select the server you want to schedule jobs for.

2. From the Action menu or the context menu, choose Properties.
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3. Choose the Server Schedules tab.

4. From the Job list, choose the type of job you want to schedule.

NOTE: Although you can only select one job at a time from the list, you can enter its schedule, 
then choose other items to schedule them.

5. In the Days area, check the boxes next to the days of the week you want this job to run.

6. Under Start Server Job, specify a time window within which you want the job to start. Note that 
the job is not necessarily completed within this time window. However, you should ensure that 
the start window is reasonably long, because if the server is busy when NetWorker Remote tries 
to start the job then it might be skipped until the next day or week (depending on your schedule).

You might want to use the Server Schedule Worksheet to help you plan out appropriate times to 
run server jobs.

7. To schedule another type of job, choose it from the Job list and set its schedule in the same 
manner.

NOTE: When scheduling more than one job, be sure to allow enough time for the first job to 
finish before scheduling the second job to start. Retention and deletion jobs are attempted only 
once on each scheduled day, so if the job immediately following them starts too soon, they might 
never run.
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Stopping and Starting the Server
Starting, the server Stopping, the server for maintenance Server, stopping for maintenance 

At times, you may need to bring a server down to perform basic maintenance. You can stop the server, 
temporarily preventing users from backing up or recovering data. Before you stop the server, let your 
users know that the server will be unavailable for backup and recovery operations. If you disable the 
server while users are backing up data to the server, the users will receive an error message stating their 
computers are unable to connect to the server.

To stop or restart the server service

1. Stop all running jobs. You can either wait for them to complete, or manually stop them from 
within the Job Queue list at the console. It might take a few minutes for NetWorker Remote to 
remove the job, so make sure you wait until the status indicates that the job has been canceled.

2. Close NetWorker Remote Console. Make sure you close all copies of the console running either 
on the server computer or on other administrative computers.

3. If you only intend to reboot the server and have NetWorker Remote start up again, use the 
Windows Start menu to shut down as usual. If you want to stop the server service but keep 
Windows open, go to the server’s Control Panel, open the Services applet, then highlight the 
Legato NetWorker Remote Server service and choose the Stop button.

NOTE: Even if you get an error when stopping the service, recheck the Status column. 
Sometimes stopping the service takes longer than Windows expects, so Windows displays an 
error even though the service does in fact stop. However, stopping the service does occasionally 
fail. If you cannot seem to stop the service, you can try the following.

l Reboot the server, then attempt to stop the service again.

l Kill the process named Vault.

If stopping the service succeeds but causes an application error, you might have to reboot the 
server before you can restart the service.

4. To restart the service, select it in the list and choose the Start button.
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Data Recovery

This section describes the recovery procedures you might need to know as a NetWorker Remote 
administrator.

n Recovering Files and Folders

n Disaster Recovery
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Recovering Files and Folders

This section describes procedures for recovering files and folders to a functional protected computer.

For Disaster Recovery procedures, see Disaster Recovery.

l User Recovery

l Recovering a User’s Data to a Different Computer

l Recovery Disk Space Needed
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User Recovery
Recovery, user instructions Files,user recovery instructions 

Users recover files by browsing to them in Windows. Instructions for recovering files are contained in 
NetWorker Remote Client Help.

With NetWorker Remote Self service recovery, normal file recovery is possible as long as Windows and 
NetWorker Remote are functioning properly. If the computer cannot be started, it might be necessary to 
perform a Disaster Recovery.

Recovering a User’s Data to a Different Computer
Recovering, to a different computer Migrate.exe, file recovery utility Files, recovering to a different computer 

You can use the migrate utility to recover data to a computer that was not the source of the original 
backup.

To run the migrate utility

1. Locate MIGRATE.EXE in the console folder on the Console computer and copy the utility onto a 
floppy disk.

2. At the destination computer, do the following.

l Ensure that NetWorker Remote Client is installed.

l Ensure that the user is logged on with the same username and password that was used at the 
original computer, where the data you want to recover was previously stored.

3. Copy MIGRATE.EXE from the floppy to the hard drive of the destination computer and run it.

4. A dialog box shows all data that was backed up by the user.

113

Data Recovery



IMPORTANT! Protect network security – Do not leave the utility on a user’s computer. The utility is 
for use when you need to be able to recover data from a different protected computer, but with this 
capability, users might be able to access data that you don’t want them to.

The ability to recover to alternate destinations makes the migrate utility very versatile. You can use the 
utility to:

Recover data to a new or upgraded computer

Did the user get a new computer or was the hard drive replaced? You can use the migrate utility to 
recover the user data to the new system. 

Recover data to alternate media, such as a CD-ROM 

Use the migrate utility to recover to a computer connected to a storage device such as a CD-ROM writer. 
Then use the CD-ROM writer software to write to the CD-ROM. This can be useful if the user is offsite 
and you need to ship data from the user’s desktop.

Recovery Disk Space Needed
Recovery, disk space needed Requirements, disk space for recovery Disk space, needed for recovery of files 

In general, to recover a file a protected computer must have at least 2 times the size of the recovered file 
in free disk space.

However, this rule might not suffice in all situations. NetWorker Remote Block level incremental 
backup, which minimizes the amount of server disk space needed to store multiple versions of backed up 
files, also requires a little extra disk space on the protected computer for recovering files. If there’s not 
enough free disk space, the user encounters an error when attempting to recover the file.

The actual calculations for the amount of disk space needed are somewhat involved, but if you have an 
idea about how big the earlier versions of a file have been, you can determine the maximum amount of 
space that would be needed to recover the file.

If the user backed up more than one computer, each computer appears in the dialog box. Use the 
dialog box to select folders or files for recovery and specify a location on the destination 
computer.

5. When the recovery is complete, remove the floppy from the destination computer and delete 
MIGRATE.EXE from the computer’s hard drive.

To calculate the maximum amount of recovery disk space required

1. Determine the largest size that the file has been since it was first backed up.

If multiple files are being recovered as one job, determine the largest size that any one of the 
recovered files has been since the first time it was backed up.

Since files increase in size more frequently than they decrease, in many cases the size of the 
version being recovered is an adequate estimate of the largest file size.
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Example: Suppose 3 files are being recovered, with file sizes 200  KB, 250  KB, and 100  KB. If 
none of these files has significantly decreased in size from one version to the next, use 250  KB as 
an estimate of the largest file size.

2. Double the size you calculated in the previous step.

Example: Doubling 250  KB gives 500  KB.

3. Add the sizes of any remaining files being recovered.

Example: To 500  KB, add the sizes of the other two files (200  KB and 100  KB). The total amount 
of disk space needed to recover the files is 800  KB.
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Disaster Recovery

When individual file recovery is not possible, you can use Disaster Recovery to recover an entire 
protected computer.

This section explains how to perform a NetWorker Remote Disaster Recovery.

l Disaster Recovery Overview

l Disaster Recovery Files You Need

l Setting Up Common Disaster Recovery Files

l Disaster Recovery Disk Creation

l Network Adapter

l Network Settings

l Temporary Operating System

l Running a Disaster Recovery

l Disaster Recovery Troubleshooting

l Manually Correcting the Disaster Recovery Disk
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Disaster Recovery Overview
Disaster Recovery, overview 

Use Disaster Recovery to do a “complete” recovery of a protected computer. Disaster Recovery restores 
the computer to the same state that was saved during the last Virtual Full Backup (except for files 
intentionally excluded). The operating system, configurations, network connections, and user data are all 
recovered.

While most users can manage ordinary recoveries of their own data files, Disaster Recovery does require 
some administrator involvement. In many cases, however, Disaster Recovery is automatic and saves you 
the time and effort of performing the following procedures:

l Formatting the system drives

l Installing the operating systems

l Restoring the registry settings

l Restoring network connections and passwords

l Restoring installed software

l Restoring user data

If a computer fails, the typical Disaster Recovery process is:

1. You use the Disaster Recovery wizard in NetWorker Remote Console to create a Disaster Recovery 
disk.

2. You or the user starts Disaster Recovery by rebooting the protected computer with the Disaster 
Recovery disk.

3. NetWorker Remote automatically recovers the computer. During the process, the user is prompted to 
remove the Disaster Recovery disk and (for network recoveries) to enter a logon with access to the 
required shared resources on the network.

Virtual Full Backups Are Necessary for Disaster Recovery

To ensure Disaster Recovery protection, computers must have periodic backups with the Virtual Full 
Backup option selected. The other backup type, Partial Backup, does not provide Disaster Recovery 
protection.

You can select the Virtual Full Backup option from the administrative console: 

1. Expand the Protected Computers node, if necessary. 

2. Right-click a protected computer (or a protected computer group) and select Properties. 

3. Choose Virtual Full Backup in the Schedule tab and click OK.

The backup options may also be modified from the protected computer, depending upon the backup 
rights you have assigned to users. (To change the backup type, the user right-clicks the NetWorker 
Remote icon, and chooses Properties, Schedule tab and then the backup type.) If you do not want users to 
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change the backup type, you can restrict their backup options. See Assigning Backup Rights to Users for 
details.

Constraints of Disaster Recovery

l A Disaster Recovery can only be performed from a Virtual Full Backup that was done using the 
same version of NetWorker Remote.

l A Disaster Recovery cannot be performed on a protected computer running disk compression 
software (such as DriveSpace or Stacker).

In general, a fully automatic Disaster Recovery can only be performed on the same protected computer 
that the backup was performed from. In some cases an automatic Disaster Recovery can be performed on 
a computer that is not the same as the originally protected computer, but there are limitations. 
Specifically, the recovered computer must match the originally protected computer in the following 
ways.

l The hard disk adapter types must match. For example, if the original computer had an IDE hard disk 
adapter, the recovered computer cannot have a SCSI hard disk adapter.

l The network adapter card must match.

l The drivers required to run the hardware must match.

l The hard disks on the recovered computer must be large enough to hold the backed up drives; during 
Disaster Recovery, NetWorker Remote cannot separate files that were backed up from the same 
drive.

If the above conditions are not met, you might still be able to recover the computer using manual or 
checkpointed Disaster Recovery.

Before performing a Disaster Recovery on a protected computer, the administrator should temporarily 
disable any scheduled backup for that computer on the day that the Disaster Recovery is running. 
Otherwise, NetWorker Remote might try to start a backup during the Disaster Recovery process.

Disaster Recovery Files You Need
Disaster Recovery, setup of files Installation, Disaster Recovery setup 

You need to have the following items ready when you run a Disaster Recovery. NetWorker Remote uses 
these items to get a protected computer onto the network so that it can retrieve backup files from the 
server during a Disaster Recovery.

Items You Always Need

l Shared network folder.

¡ It must be accessible from the console and from all protected computers.

¡ It must have a large amount of available disk space (at least 20 MB for each computer you want 
to recover).
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¡ All users that will perform Disaster Recoveries must have read access to the folder. For maximum 
flexibility, give all NetWorker Remote users access. If only the administrator has access, then the 
administrator must be present at the computer during all Disaster Recoveries in order to log onto 
the network.

As the administrator, you need write access to this folder so that NetWorker Remote Console can 
copy files to it.

¡ The folder must be a Microsoft networking (NetBIOS) share, not a NetWare drive or other 
network location. The files must also be on a server that uses the TCP/IP network protocol.

¡ Use no more than 8 characters for the share name to ensure that it is accessible from DOS.

¡ Each time you run a Disaster Recovery, this folder needs to be available with at least 20 MB of 
free disk space.

Items You Need for Recoveries Over the Network

NOTE: Disaster Recovery over a Dial-Up or RAS connection is not currently supported. To recover 
computers not directly connected to the LAN, use CD-ROM recovery.

l 1 or 2 blank or reusable 3.5"  1.44 MB floppy disks.

¡ Make sure that the disks are blank or that you do not need any of the existing data on them.

¡ For most Disaster Recoveries, 1 disk is sufficient. You might need 2 disks if you recover over the 
network and the protected computer’s network card requires drivers that do not fit on 1 disk.

¡ Once the Disaster Recovery is complete you no longer need the disks, so you can reuse them for 
future Disaster Recoveries.

l DOS TCP/IP setup files.

You can obtain these files from the Windows NT 4.0 Server CD-ROM, in the 
\CLIENTS\MSCLIENTS\NETSETUP folder.

l DOS real mode NDIS network drivers, including their setup files (usually named 
OEMSETUP.INF).

Here are some possible sources for network drivers.

¡ The driver disk or CD-ROM supplied with the network card.

¡ The Web site of the card manufacturer or distributor.

¡ The Windows NT 4.0 Server CD-ROM. Check the \CLIENTS\MSCLIENT\NETSETUP folder 
for some DOS network drivers. (If you use this as a source, copy the entire contents of the 
NETSETUP folder.) Use these files only as a last resort, if the drivers cannot be obtained from the 
above sources.
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Items You Need for Recoveries From CD-ROM

l Hardware and software required to create CD-ROMs.

NetWorker Remote does not create the CD-ROM for you. You must write the Disaster Recovery 
files to a recordable CD-ROM before you can recover the protected computer.

l 1 blank or reusable 3.5"  1.44 MB floppy disk.

¡ Make sure that the disk is blank or that you do not need any of the existing data on it.

¡ Once the Disaster Recovery is complete you no longer need the disk, so you can reuse it for future 
Disaster Recoveries.

Items You Need for Checkpointed Disaster Recoveries

If fully automatic Disaster Recoveries work and you never need to run a checkpointed Disaster 
Recovery, you do not need these files for Disaster Recovery.

l NetWorker Remote Client Setup files.

These files are contained in a shared folder on the NetWorker Remote Server, and also on the 
NetWorker Remote CD-ROM.

l Windows NT 4.0 Service Pack  3 or later
(Windows NT recoveries only).

Here are some possible sources for an appropriate version of the service pack.

¡ The Windows NT Service Pack CD-ROM.

¡ The Microsoft Web site.

¡ You might want to use Service Pack  3 because it can be installed faster than the later service 
packs. This is just a temporary copy of the service pack, so you can use the same version for all 
protected computers without affecting the files that are ultimately recovered.

¡ If you obtain the service pack as a self-extracting executable (with a name such as SP3I386.EXE), 
then you need to extract the files before NetWorker Remote recognizes them. From a command 
line, run the self-extracting Windows NT Service  Pack file with the /X parameter to extract the 
Setup files.

Setting Up Common Disaster Recovery Files
Disaster Recovery, setup of files Installation, Disaster Recovery setup 

Some Disaster Recovery files are common to all computers, and you only need to configure them once. 
It’s a good idea to set up these files ahead of time so they’ll be there when you need them.
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Disaster Recovery Disk Creation
Disaster Recovery, creating a recovery disk 

The Disaster Recovery disk and/or CD-ROM is your key to Disaster Recovery. Creating the disk is 
usually a simple procedure, provided that you have all the Disaster Recovery files ready. You can then 
create the disk when you need to perform the Disaster Recovery.

You need the following media.

l 1 or 2 blank or reusable 3.5"  1.44 MB floppy disks.

l Enough writable CD-ROMs to store all of the protected computer’s backed up files, if recovering 
from CD-ROM.

To set up common Disaster Recovery files

1. In the Console Tree, select the server name.

2. From the Action menu or the context menu, choose Disaster Recovery Setup.

3. Under Disaster Recovery network folder, type or browse to the shared network folder you want 
to store Disaster Recovery files in.

4. Under Common files, use the Copy From buttons to tell NetWorker Remote where to obtain the 
common Disaster Recovery files. The red exclamation point icon next to each item turns to a 
green OK when the files have been successfully copied.

Depending on the types of Disaster Recoveries you perform, you might not need all of these files. 
However, they should all be readily available to you so you might want to set them up just in case 
you do need them.

5. Choose OK.

To create the Disaster Recovery disk

1. Insert a floppy disk into the console computer’s floppy disk drive.

2. In the console, browse to the protected computer you want to recover.

3. From the Action menu or the context menu, choose Create Disaster Recovery Disk.

4. If you have not yet set up the common Disaster Recovery files, NetWorker Remote prompts you 
to do that now. You must set up the common files before you can create a Disaster Recovery 
disk.

5. Choose a backup from the Backup date list. The backup you select determines which versions of 
the protected computer’s files are recovered.
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To ensure that the latest Virtual Full Backup is recovered, choose Use latest backup data 
available at recovery time.

When you choose a backup, NetWorker Remote immediately checks the backup to verify that it 
contains the information required to perform a Disaster Recovery. If you see an exclamation icon 
next to any of the Protected Computer Settings, you will have to modify that setting to make 
the Disaster Recovery work.

6. Under Install temporary operating system from, choose one of the following.

l Network share

This option performs the entire Disaster Recovery over the network. The advantage to this 
option is that you do not have to prepare a CD-ROM in order to recover the computer. The 
disadvantage is that it can sometimes be difficult to communicate with the network when a 
computer does not yet have an operating system installed.

NOTE: NetWorker Remote does not currently support Disaster Recoveries over remote Dial-
Up or RAS connections.

l Local CD-ROM

This option installs the temporary operating system from a CD-ROM. You can have 
NetWorker Remote then recover the computer’s files from the network as usual, or you can 
include the rest of the computer’s data on the CD-ROM by checking the box labeled Include 
all user data on DR CD-ROM. (You will most likely need more than one CD-ROM.)

Recovering from CD-ROM is useful if a network connection is difficult to establish or is 
exceptionally slow. However, you need to have the hardware and software available to create 
writable CD-ROMs.

7. If you have more than 1 floppy disk drive on the console computer, choose the drive you want to 
use to create the Disaster Recovery disk.

8. You can edit the Image description field if you want to be able to find this temporary operating 
system image later.

9. Next to Advanced Disaster Recovery options, choose the change button if you want to change 
any of the following.

l Keyboard layout for DOS DR

By default, this is the language of the operating system on the computer you’re recovering.

l Use file cache

This is checked by default. When it’s checked, NetWorker Remote adds a program to the 
Disaster Recovery disk to speed up file copying from the floppy disk during the recovery.

The file cache program uses up memory in DOS. If network drivers are not being loaded 
because of insufficient memory during the Disaster Recovery, try creating your Disaster 
Recovery disks with the file caching feature turned off.

l Use 'EMM386.EXE' and 'HIMEM.SYS' from network utilities

This is checked by default. Some computers cannot use the version of these files that are 
supplied with Caldera DOS (used to boot the computer during a Disaster Recovery). When this 
option is checked, NetWorker Remote instead uses the versions included with the network 
utilities you supplied.
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l Automate DOS DR process

Check this box if you want to further automate the DOS portion of the Disaster Recovery. 
Ordinarily the person performing the Disaster Recovery is prompted for logon information, 
and is given choices about how to format the computer’s drives before recovery. You can 
specify these options here in order to avoid the prompts and automate the recovery as much as 
possible. If you choose the option Don't format drives if they are already formatted, you 
need to make sure you partition and format the drives before you start the Disaster Recovery. 
Specifying a user name and password on the disk means that if you’ve restricted access to the 
shared Disaster Recovery folder, you do not have to be available to perform the recovery.

NOTE: Any logon information you enter is encrypted on the disk. 

10. Under Protected Computer Settings, locate any settings that display an exclamation point icon. 
These are settings that NetWorker Remote could not automatically configure for you. Choose the 
Change button next to each setting you need to modify.

l Network card

NetWorker Remote needs DOS NDIS drivers for the protected computer’s network card.

If you’ve previously recovered a protected computer that uses the same network card, you 
probably won’t have to do anything here. If you haven’t, then you might need to provide the 
drivers.

l Network settings

These are the Windows settings required to allow the protected computer to communicate on 
the network. They are detected from the backup that you choose to recover from.

l Local CD-ROM

NetWorker Remote recovers from all IDE CD-ROM drives using internal drivers. You do not 
need to supply IDE drivers.

l CD-ROM settings

There are no CD-ROM settings to configure.

l Temporary operating system

This is a subset of the backup that is used to start the computer in Windows so that the rest of 
the files can be recovered from the NetWorker Remote Server.

11. Choose Start to begin creating the Disaster Recovery disk.

Progress information appears in the window as the disk is created.

12. Label the disk “ NetWorker Remote Disaster Recovery Disk” and include the name of the 
protected computer and the date. Do not write-protect the disk.

13. If you’re performing a CD-ROM recovery, the next step is to write the Disaster Recovery image 
to CD-ROM. You need to do one of the following.

l Use a CD writer on a computer from which you can access the shared Disaster Recovery 
folder on the network.

In this case, you need to find the image within the shared Disaster Recovery folder. Within the 
main folder you should see a folder with the name of the NetWorker Remote Server. Beneath 
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Network Adapter
When you create a Disaster Recovery disk, you might need to provide the DOS NDIS drivers for the 
network card. You access these settings by choosing the Change button next to Network card in the 
Disaster Recovery dialog box.

Network adapter card

If the Network adapter card field is blank or there is an asterisk (  *  ) before the name in the field, 
NetWorker Remote does not have all the information it needs. You must specify an .INF file that 
contains the card’s setup information.

You might also need to specify an .INF file if the network card uses more than one driver for DOS 
communication. Examples are Madge Token Ring cards. In this case, even if the card name is correctly 
listed, NetWorker Remote might only be finding one of the multiple drivers required to use the card. 
Specify the .INF file to ensure that all the drivers are provided.

Whether or not you specified an .INF file, if the network card appears in the list without an asterisk, but 
you know that the card NetWorker Remote claims to have detected is incorrect, then you’ll have to 
manually correct the Disaster Recovery disk after it has been created. See Manually Correcting the 
Disaster Recovery Disk.

List cards from this network setup file

If you need to provide drivers, enter the path to .INF file here. Use the .INF file (typically 
OEMSETUP.INF) associated with the DOS NDIS network card driver. Look for OEMSETUP.INF in the 
following folders on the driver disks (listed in preferred order).

l NDIS2 or NDIS folders (may also be in NDIS2\DOS or NDIS\DOS)

l WIN31, WIN311, or WFW311 folders

l The root folder of the network card drivers disk

An example of a path to an .INF file is A:\NDIS2\DOS\OEMSETUP.INF.

this are folders that contain the various Disaster Recovery images for protected computers on 
that server. These image folders have names such as 00010001.IMG. If you just created the 
image, the one you are looking for is the one with the most recent date.

l Copy the Disaster Recovery image from the shared network folder to a location from which 
you can write it to a CD.

You can do this from the console. Select the protected computer, and from the Action menu or 
the context menu, choose Manage Disaster Recovery Images. Select the one you want, then 
choose Copy To to copy the image to another location.

Once the folder is accessible to your CD writer, you can begin making the CD-ROMs. Simply 
copy each DISK subfolder to a CD-ROM. For example, if the image has [DISK1] and [DISK2] 
folders, create a CD-ROM with the [DISK1] folder and its contents, and another CD-ROM with 
the [DISK2] folder and its contents. Be sure to include the DISK folder itself. Do not worry about 
any files in the image folder that are outside of the DISK folders.
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Network Settings
When you create a Disaster Recovery disk, NetWorker Remote automatically detects the Windows 
settings needed for the protected computer to communicate over the network. If these settings are 
detected incorrectly, you might need to change them. You access these settings by choosing the Change 
button next to Network settings in the Disaster Recovery dialog box.

Protected Computer Identification

Specify the Windows name and the correct workgroup and domain information for the computer. 
Without this information, the computer cannot retrieve its files from the NetWorker Remote Server 
during Disaster Recovery.

TCP/IP Settings

Use the Change button to specify the protected computer’s IP  address and other IP information if 
necessary.

NetWorker Remote communicates via TCP/IP, so this information must be correct.

Temporary Operating System
During a Disaster Recovery, NetWorker Remote must install a temporary copy of the Windows 
operating system in order to securely communicate with the NetWorker Remote Server.

How the Temporary Operating System Is Created

Every time a protected computer starts, NetWorker Remote monitors which files are accessed during the 
startup process. When a Virtual Full Backup is performed, this information is sent to the NetWorker 
Remote Server and stored along with the backed up files.

When you create a Disaster Recovery disk, NetWorker Remote also creates a temporary operating 
system from this list of startup files and stores a compressed copy of this operating system in the shared 
Disaster Recovery folder on the network. When compressed, a small temporary operating system image 
uses about 20 MB of disk space, but depending on the protected computer’s configuration it’s possible to 
have a much larger image.

The files detected by NetWorker Remote should be sufficient to start the protected computer. However, 
when creating the Disaster Recovery disk, you have the option to add files from the protected computer’s 
backup to its temporary operating system. You access the operating system image by choosing the 
Change button next to Temporary operating system in the Disaster Recovery dialog box.

Protected Computer Files

This file tree shows all of the files contained in the Virtual Full Backup that you are recovering.

l The files with red checkmarks are included in the temporary operating system image.
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l The folders with red checkmarks contain files that are included in the temporary operating system 
image.

You can select multiple items by holding down the CTRL (1 item at a time) and/or SHIFT (range of 
items) key while making your selections.

Temporary Operating System

This file tree shows all of the files currently contained in the temporary operating system that NetWorker 
Remote will use to start the computer during the Disaster Recovery.

Use the Add and Remove buttons to modify the temporary operating system. You can select multiple 
items by holding down the CTRL (1 item at a time) and/or SHIFT (range of items) key while making 
your selections.

Reset Image

Choose this button to put the temporary operating system image back to the default set of files detected 
by NetWorker Remote.

Running a Disaster Recovery
Disaster Recovery, running 

There are several options available for performing a Disaster Recovery. The automatic option is usually 
the fastest, easiest way to recover a computer. If you’ve made a change to the computer (such as a 
different type hard drive or partition) you may need to run a Manual or Checkpointed Disaster Recovery 
instead.

NOTE: The Disaster Recovery options vary somewhat between NTFS and FAT computers. Options 
under NTFS are: Test Network Components, and Automatic Recovery. Options under FAT are: Manual 
Recovery (Test Network Components, No Format, Quick Format), and Automatic Recovery.

Before running Disaster Recovery, make sure that there is no scheduled backup for the day. Otherwise, 
NetWorker Remote could start a backup and interfere with Disaster Recovery. View or modify the 
backup schedule through the NetWorker Remote Console:

To remove a scheduled backup before running a Disaster Recovery

1. In the Console Tree, select Protected Computers.

2. In the Details Pane, right-click the computer and choose Properties.

3. Click the schedule tab in the Properties dialog box.

4. Ensure that the current day is not selected (it should be blank) and click OK.
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NetWorker Remote continues the Disaster Recovery, without intervention, as follows.

1. The temporary Windows operating system is installed, from either the shared folder on the network 
or from CD-ROM, and Windows Setup restarts the computer.

2. NetWorker Remote recovers the complete backup to the protected computer (from the NetWorker 
Remote Server or from CD-ROM), and NetWorker Remote restarts the computer.

3. The Disaster Recovery is complete.

NORTON ANTI-VIRUS NOTE: If the protected computer has Norton Anti-Virus installed, then after 
NetWorker Remote copies the temporary operating system files, you might see a Norton Anti-Virus 
error regarding the file SYMEVNT.386. This happens because virus program files are not included in 
the temporary operating system. Press ENTER to continue past this error and the Disaster Recovery 
continues normally.

Running a Manual Recovery

Use Manual Recovery when you want to control the formatting of the hard drives. There is also an option 
you can use to test network components. Manual Recovery is intended for administrator use only. 
(Currently, the Manual Recovery option is available only if all volumes are recognized as FAT volumes.)

To run an automatic Disaster Recovery

1. Turn the computer off, if it is not already off.

NOTE: It’s important to turn the computer off rather than simply restarting it. When you the 
computer off, all of the memory is cleared, which helps ensure that you will not run into memory 
problems when you boot from the Disaster Recovery disk.

2. Make sure the Disaster Recovery disk is not write-protected, then insert it in drive A:.

3. Turn the computer on.

4. The Disaster Recovery menu appears and the Automatic Recovery option is pre-selected. To 
start the recovery, press ENTER.

NetWorker Remote partitions and formats the hard drives and copies network drivers to the hard 
drive.

5. When prompted, enter a network logon. The logon must have read access to the Disaster 
Recovery files in shared folders on the network.

NOTE: The user name for the Disaster Recovery account cannot contain extended ANSI 
characters such as accented characters or umlauts. Also, the password for this account cannot 
contain the é character or any spaces.

6. When prompted, remove the floppy disk.

NetWorker Remote reboots the computer and continues the Disaster Recovery.
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Manual Recovery has the following options: Test Network Components, No Format, Quick Format, and 
Full Format.

Test Network Components

This option performs a self-test after loading the network card drivers and Lanman TCP/IP files.

No Format

Use this option when you have already manually partitioned and formatted the hard drives yourself. Use 
this approach if you have replaced the old drive with a larger drive, or if you just want to set up larger 
partitions. Any new partitions must be equal to or larger than previous partitions.

Disaster Recovery continues automatically after the No Format option.

NOTE: To use this option, you must format the primary hard disk partition (usually drive  C:) as a FAT16 
drive no larger than 2048 MB (2 GB).

Quick Format

You can run Quick Format when the drives are not damaged and they already have functional partitions 
and formats. The advantage of Quick Format is speed. If the administrator decides to be present during 
the first stage of Disaster Recovery, a Quick Format eliminates the 10- to 20-minute wait of a regular 
format.

Disaster Recovery continues automatically after the Quick Format option.

Full Format

This option formats and partitions the hard drives and continues with the Disaster Recovery (identical to 
an Automatic Recovery).

To run a Manual Recovery

1. Turn the computer off, if it is not already off.

2. Make sure the Disaster Recovery disk is not write-protected, then insert it in drive A:.

3. Turn the computer on.

4. The Disaster Recovery menu appears. Select Manual and press Enter. Choose an option: Test 
Network Components, No Format, Quick Format, or Full Format.

5. Continue as you would with an automatic recovery, following the instructions on the screen.
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Checkpointed Disaster Recovery

Use Checkpointed Disaster Recovery when other Disaster Recovery methods can not automatically 
install the temporary operating system (for example, network communication can not be initiated).

Disaster Recovery Troubleshooting
Disaster Recovery, troubleshooting Troubleshooting, Disaster Recovery 

This document contains troubleshooting information you can use in case a Disaster Recovery does not 
work properly. For basic instructions on performing a Disaster Recovery, see the README.TXT file on 
the Disaster Recovery disk.

To run Checkpointed Disaster Recovery

1. Make sure the hard drives are formatted and partitioned correctly.

2. Install the temporary Windows operating system to the folder C:\$!DRWIN.

Do not install Windows to the default Windows folder or to the same folder it was in previously. 
However, if there are multiple drives and drive  C: does not contain enough free disk space to 
install Windows and then recover the entire backed up copy of drive  C:, you can install Windows 
to the $!DRWIN folder on another drive (for example, D:\$!DRWIN), and NetWorker Remote 
will automatically remove it after the recovery is complete.

During the installation of Windows, add the following options.

l Network card support

l TCP/IP support

You can choose the defaults for all other options.

3. Install NetWorker Remote Client if you think the recovery process might not be able to install it 
later. Install this temporary copy of the client in C:\$! NETWORKERREMOTE.

4. Insert the Disaster Recovery disk in the floppy drive. View the floppy files to double-click the 
icon for Checkpointed Disaster Recovery.

5. Follow any instructions from the Checkpointed Disaster Recovery wizard. The rest of the 
recovery is automatic.

6. The user may log on after the recovery is complete. The temporary operating system and the 
temporary copy of the NetWorker Remote Client are deleted after the first or second logon 
following the recovery. (If you did not use the \$!DRWIN and \$! NETWORKERREMOTE 
folders for the temporary installations, you will have to remove the folders and their contents 
manually.)
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The Disaster Recovery does not start properly.

An error message appears, claiming that the disk is not bootable.

Make sure that you have the correct Disaster Recovery disk properly inserted into drive A:.

The computer appears to start normally, but nothing else happens.

After the computer starts, run the Disaster Recovery program (RNDM_DR.EXE) at the command 
prompt.

If the program still does not start, create a new Disaster Recovery disk.

The Disaster Recovery starts, but an error message appears during the 
Disaster Recovery process.

Cannot load DOS. Press any key to retry.

The Disaster Recovery disk might be bad. Ordinarily this would be detected at the console, but if the 
floppy disk drive at the console is better at handling disk errors than the floppy disk drive at the protected 
computer is, NetWorker Remote might not be able to detect the problem when you create the Disaster 
Recovery disk.

Try creating a new Disaster Recovery disk with a different floppy disk.

VDISK memory allocator already installed. XMS driver not installed.

You might have started the Disaster Recovery by simply restarting the computer instead of turning it off. 
Be sure to turn the computer off to clear its memory, then with the Disaster Recovery disk in drive A:, 
turn the computer back on.

Error occurred during initialization.

NetWorker Remote is unable to configure this computer for communication on the network.

Try the Disaster Recovery again. If it still doesn’t work, the information on the Disaster Recovery disk is 
probably incorrect, and you might need to create a new Disaster Recovery disk. Pay close attention to the 
type of network card the protected computer has.

Can't access network resources.

NetWorker Remote is unable to connect to the network.

l Check to make sure the computer is physically plugged into the network, and that all connections are 
secure.

l Check to make sure the network server where the shared Disaster Recovery files are located is 
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currently available.

l If all else fails, try creating a new Disaster Recovery disk.

Partition table file is invalid.

The Disaster Recovery cannot continue because there is a problem with your computer’s file system.

This error usually appears if you’ve chosen to continue a Disaster Recovery that you started previously. 
You might need to restart the Disaster Recovery from the beginning.

Hard disk %c is smaller than the original.
The partition table cannot be restored.

The hard disk you’re recovering files to is too small to hold all of the backed up data from your previous 
hard drive.

This can happen if you’ve removed a hard disk, or if you are trying to recover to a different computer 
than the one you backed up from.

For the Disaster Recovery to work, each recovered drive must fit entirely into the available space on one 
of this computer’s disks. NetWorker Remote does not separate the contents of a drive when recovering it.

Examples

The following disk configurations should work.

l The new computer has at least as many hard disks as the old computer had hard drives, and the new 
disks are at least as big as the old drives.

l The new computer has fewer hard disks, but at least one of the physical disks has enough space to 
hold more than one recovered drive in its entirety, and together they can hold them all.

Can't open partition information file.

NetWorker Remote can’t access the information about the computer’s file system.

Recovered Drives New Disks

C: 2 GB C: 2 GB

D: 2 GB D: 4 GB

Recovered Drives New Disks

C: 2 GB C: 2 GB

C: 4 GB  
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This might be because the data is invalid, or it might just be a temporary access problem.

You should start the Disaster Recovery again. If you attempt to continue from where you left off and you 
still see this message, you’ll have to restart the Disaster Recovery from the beginning.

Invalid volume information file.

The Disaster Recovery cannot continue because there is a problem with the information about your hard 
drives.

This error usually appears if you’ve chosen to continue a Disaster Recovery that you started previously. 
You might need to restart the Disaster Recovery from the beginning.

Can't open volume information file.

NetWorker Remote can’t access the information about your computer’s hard drives.

This might be because the data is invalid, or it might just be a temporary access problem.

You should start the Disaster Recovery again. If you attempt to continue from where you left off and you 
still see this message, you’ll have to restart the Disaster Recovery from the beginning.

Run-Time error R6003. Attempt to divide by 0

You might see this message if the disk has not been properly partitioned and formatted, but the Disaster 
Recovery disk is configured to leave disks alone if they are already formatted. You need to either 
recreate the Disaster Recovery disk without this option so that it can automatically partition and format 
the drives, or partition and format the drives before running the Disaster Recovery.

Disk Write Error. Could not write to disk %c.

It’s possible that part of the disk specified is damaged. If the disk contains bad clusters, you should fully 
format all hard disks and start the Disaster Recovery again. When you reach the menu, choose Manual 
Recovery, and do not allow NetWorker Remote to format the disks.

Could not find server

You might see this error if the protected computer you’re recovering is on a different subnet from the 
NetWorker Remote Server. To fix it, you need to add the IP address of the server to the Disaster 
Recovery disk. You can do this by simply adding an LMHOSTS file to the Disaster Recovery disk. The 
file is simply a mapping of IP addresses to Windows computer names. A copy of this file is contained in 
the network utilities folder that you copied from the Windows NT Server CD-ROM to the Disaster 
Recovery share. The instructions and samples in the file show you how to add mappings. You can use 
any text editor to edit the file.

You have been validated by server but may not have access to some network resources

This can occur if the user name you entered contains extended ANSI characters such as accented 
characters or umlauts. Restart the Disaster Recovery and log on with a different account.
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Access denied

If you are sure the user name and password you entered are correct, it might be that your password 
contains the character é. Change the password, or use an account with a different password.

Service Control Manager and Other Windows Errors

During the Windows part of Disaster Recovery, you might see error messages relating to services not 
starting or files not being found. Often these messages appear because certain items specified in the 
Windows registry were not included in the temporary operating system being used to recover the 
computer’s files. The Disaster Recovery should continue normally in the background, even if these 
messages appear. They should not appear when the Disaster Recovery is complete.

The Disaster Recovery stops before it is completed, but no error message 
appears.

The Disaster Recovery stops while it is still at the DOS screen.

If you see the message Starting Caldera DOS... but nothing else happens for a long time, the 
computer’s primary hard disk partition might be too large. DOS cannot usually read a disk partition 
larger than 2048 MB (2 GB), but Windows NT and other programs such as Ghost can read and create 
such partitions. Using these programs, it’s possible to partition a large FAT16 disk that DOS cannot read.

To fix this problem, resize the partitions on the disk. If you are performing a fully automatic Disaster 
Recovery, you can simply delete all the partitions and NetWorker Remote will recreate them.

The Disaster Recovery stops while it is running in Windows.

First make sure that the Disaster Recovery has really stopped.

l Check the status messages on the screen to see if NetWorker Remote is in the middle of a task.

l Check the hard disk activity light on the computer casing to see if there data is being read from or 
written to the hard disk.

l Even after you are convinced that the system has stopped prematurely, wait 10 minutes to be sure.

If you are still convinced that the Disaster Recovery has stopped before it is done, you can try the 
following.

l Restart the computer. The Disaster Recovery might continue normally once you restart.

l If the recovery does not continue, you might have to start over again. If you attempted a fully 
automatic Disaster Recovery that failed, you can try a checkpointed Disaster Recovery.
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After Disaster Recovery, there’s a problem with the NetWorker Remote 
installation.

If NetWorker Remote was uninstalled before the Disaster Recovery, you might have trouble backing up 
and recovering files once the Disaster Recovery is complete. That’s because the uninstall process 
removed some of the information about the protected computer from the server itself.

To fix this problem, reinstall NetWorker Remote Client, making sure to choose Continue using this 
computer's previous account during Setup. After the software is reinstalled, backups and recoveries 
should work normally.

After Disaster Recovery, some of the files are missing or outdated.

Once your computer is up and running with NetWorker Remote installed, you can recover the files you 
need by using NetWorker Remote.

See NetWorker Remote Client Help for instructions.

Manually Correcting the Disaster Recovery Disk
If the Disaster Recovery disk created by NetWorker Remote does not work, there are a few things you 
might be able to modify to correct the problem.

Incorrect Network Driver

In rare cases, NetWorker Remote might detect the protected computer’s network card from the backup or 
from an .INF file incorrectly. IN that case, you’ll need to modify the driver on the disk.

To change the network driver on the Disaster Recovery disk

1. Finish creating the disk using the detected network driver, or use one of the drivers stored on the 
Windows NT Server CD-ROM in the \CLIENTS\MSCLIENT\NETSETUP folder.

2. Once the disk has been created, copy the correct DOS network drivers to the NET subfolder on 
the disk. If you’re recovering a Windows  95/98 computer, be sure that this driver is compatible 
with Windows  95/98. If there’s not enough disk space, delete the driver file or files that 
NetWorker Remote put there.

3. Use a text editor to open the SYSTEM.INI file in the NET folder on the disk. In the [network 
drivers] section, make sure the netcard= line specifies the correct driver file.

4. Open the PROTOCOL.INI file from the same folder. In the [ms$dosdrv] section, make sure the 
DriverName= line is correct.

5. For some network cards (such as IntelEtherExpress and NE2000 cards), you’ll also need to 
change the IRQ and the IOBase or IOAddress setting (depending on the card) in this file.
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Troubleshooting

Troubleshooting 

Use the information in this section to solve problems you might encounter with NetWorker Remote.

n Release Supplement

n NetWorker Remote Limits

n Event Log

n Upgrading the Database

n Configuring the ODBC Connection to the Database

n Configuring DCOM Access Rights

n Protected Computer Disk Configuration

n Recovery Disk Space Needed

n Server Integrity Checking

n Killing a Process

n Disaster Recovery Troubleshooting

n Legato Information and Services
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NetWorker Remote Limits
Listed below are some of the known limitations of NetWorker Remote.

l Recycle Bin Files Are Not Backed Up

In the current release, Recycle Bin files are automatically excluded from all backups. You cannot 
change this option.

l Disaster Recovery Limits

Network Disaster Recovery might not work on Windows  95/98 computers that are using real-mode 
DOS drivers. Protected computers that were upgraded from Windows  3.1 to Windows  9x might be 
using such drivers. To perform network Disaster Recoveries on these computers, you must configure 
them to use Windows drivers. You can also recover these computers from CD-ROM, but be sure to 
choose the option to Include all user data on DR CD-ROM when creating the Disaster Recovery 
disk.

Event Log
Event log, viewing messages of Error messages 

Windows NT Application Event Log

Both NetWorker Remote Server and NetWorker Remote Client write events to the Windows NT 
Application event log. An event is an important occurrence that is caused by NetWorker Remote or 
affects NetWorker Remote in some way. Examples include successful backups, security data, and error 
messages.

System events might also affect or be affected by NetWorker Remote. You can view either system events 
or application events by choosing the appropriate command from the Event Viewer Log menu.

Each event gets written to the Application log on the computer on which the NetWorker Remote 
component is running. Viewing the appropriate event logs is a good way to help troubleshoot NetWorker 
Remote. You should make a note of the information that gets logged when problems occur. This 
information can greatly assist systems engineers and any other technical support staff you might contact 
for help.

How to View NetWorker Remote Event Messages

1. From the Windows Start menu, choose Programs.

2. Choose Administrative Tools (Common).

3. Choose Event Viewer.

4. Choose Application from the Log menu to display the Application event log.

5. For details about an event, double-click it in the list, or highlight it and press ENTER.
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How to Save the Event Log to a Text File

1. From the Event Viewer Log menu, choose Save As.

2. In the Save as type field, choose Text Files.

3. In the File Name field, type a name for the file. You can specify a full path or browse to the folder in 
which to store the file by opening the Save in list at the top of the dialog box.

By default, the file is given the extension .TXT. If you want to save the file without a .TXT 
extension, put the file name in quotation marks.

4. Choose Save.

Note

You cannot use the Event Viewer to open an event log file that you saved in text format. If you want to 
view the contents of the text file, use a text editor such as Notepad. If you want to be able to view the 
event log file from within the Event Viewer, save it as an event log file by choosing Event Log Files in 
the Save as type field; or just copy or rename the file.

How to Configure the Event Log to Overwrite Events

1. From the Windows Start menu, choose Programs.

2. Choose Administrative Tools (Common).

3. Choose Event Viewer.

4. From the Log menu, choose Application to display the Application event log.

5. From the Log menu, choose Log Settings.

6. Under Event Log Wrapping, choose Overwrite Events as Needed.
If you prefer, you can choose Overwrite Events Older than __ Days and specify a number. 
However, this does not necessarily prevent the event log from filling and thus causing Windows to 
display a message. 

How to Clear the Event Log

1. From the Windows Start menu, choose Programs.

2. Choose Administrative Tools (Common).

3. Choose Event Viewer.

4. Choose Application from the Log menu to display the Application event log.

5. If you want to save the event log before clearing it, choose Save As from the Log menu, and specify 
a name for the file.
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6. From the Log menu, choose Clear All Events.
Note: The entire event log will be deleted. 

7. Follow the confirmation prompts on the screen to finish clearing the log. 

Upgrading the Database
During an upgrade, NetWorker Remote Server Setup automatically upgrades the NetWorker Remote 
database. If you can run Setup without problems, do not follow the procedure below.

However, if an error occurs and Setup is unable to upgrade the database, you might still be able to 
upgrade manually. Even if there is a database error, Setup can often finish installing the program files 
and configuring the registry. (You should see a message to this effect appear during Setup.) Once this has 
been completed and the computer has been restarted, do the following to upgrade the database.

To upgrade the NetWorker Remote database manually

1. Restore the NetWorker Remote database from its backup.

2. In SQL Enterprise Manager, select the NetWorker Remote database.

3. From the Tools menu, choose SQL Server Query Analyzer.

4. You need to run a number of queries that are stored in files provided on the NetWorker Remote 
CD-ROM.

For each file, do the following.

a. From the File menu, choose Open.

b. Browse to the CD-ROM [SERVER\SQL] folder.

c. Open the file named “Mig17to20_Stepn.sql”, where n is a number. Run number  1 first, then 
the others in sequence.

d. To run the open file, choose the Query menu, then choose Execute.

5. When all of the upgrade scripts have been run, you need to start the NetWorker Remote Server 
service.

In Windows Control Panel, open the Services applet. Select Legato NetWorker Remote Server 
from the list, then choose Startup. For Startup Type, choose Automatic, then choose OK. 
Finally, choose Start to start the service.
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Configuring the ODBC Connection to the Database
Database, configuring ODBC ODBC, configuring 

During server Setup, NetWorker Remote configures the server’s Open Database Connectivity (ODBC) 
so that NetWorker Remote can access its SQL Server databases.

If you need to verify or modify that configuration at any time, here’s how to do it.

To configure the ODBC connection to the database

1. From the Windows NT Start menu, choose Settings.

2. Choose Control Panel.

3. Double-click ODBC Data Sources.

4. Choose the System DSN tab.

5. Choose Add.

6. Choose SQL Server from the list, then choose Finish.

7. A wizard appears walking you through the process of creating a new data source to SQL Server. 
Set the values indicated below, and leave the defaults for any settings not mentioned here.

a. In Name field, type a name for the ODBC connection. The recommended name is 
NWRDatabaseConnection.

In the Server field, type the name of the NetWorker Remote Server, then choose Next.

b. Under How should SQL Server verify the authenticity of the login ID?, choose With 
SQL Server authentication using a login ID and password entered by the user.

Make sure the check box labeled Connect to SQL Server to obtain default settings for the 
additional configuration options is checked, then enter the NetWorker Remote SQL user 
name ( NWRSQLLogin) and password, and choose Next.

c. Choose Change the default database to, then select the NetWorker Remote SQL database 
( NWRDatabase) from the list. (NOTE: Check this box even if NWRDatabase already 
appears in the list.)

Choose Next.

d. Choose Finish.

e. A confirmation screen appears next. Choose the Test Data Source button to verify that the 
ODBC connection is working properly.
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Configuring DCOM Access Rights
DCOM, configuring access rights 

NetWorker Remote needs access to its DCOM objects on the server. These objects are used to 
communicate between the server and protected computers, as well as NetWorker Remote Console 
installations.

NetWorker Remote Server Setup configures DCOM automatically if you specify accounts for 
NetWorker Remote administration and usage. However, if you skipped that part of Setup, or if you need 
to make changes to the security accesses, you’ll have to change the DCOM configuration manually.

You should then see a test results screen similar to the following.

8. Choose OK in all open dialog boxes to complete the ODBC configuration.

To set up DCOM on the NetWorker Remote Server

1. From the Windows Start menu, choose Run.

2. Type DCOMCNFG, then choose OK.

3. Scroll down the list until you see Legato NetWorker Remote RemoteService, and select that 
item.

NetWorker Remote Console uses this object to communicate with the server.

4. Choose the Properties button, then choose the Security tab.
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5. Choose Use custom access permissions, then choose the Edit button. Make sure that 
INTERACTIVE, SYSTEM, and the local NWRAdmins group (or the name of your NetWorker 
Remote administrators group) all appear here.

NOTE: If you prefer, you can choose to use default permissions and then make the security 
changes described below on the main tabs of the Distributed COM Configuration program. 
However, we strongly recommend that you use custom permissions for the NetWorker Remote 
objects, since you might not want all COM objects to have the rights you’ll assign to the 
NetWorker Remote objects.

6. Choose Use custom launch permissions, then choose the Edit button and add the same users as 
you added for the access permissions in the previous step.

7. Choose OK until you get back to the main Distributed COM Configuration Properties window.

8. In the DCOM Applications list, scroll down until you see Legato NetWorker Remote Server, 
and select that item.

NetWorker Remote Client running on protected computers uses this object to communicate with 
the server.

9. Choose the Properties button, then choose the Security tab.

10. Choose Use custom access permissions, then choose the Edit button. Make sure that 
INTERACTIVE, SYSTEM, and the local NWRAdmins and NWRUsers groups all appear 
here.

11. Choose Use custom launch permissions, then choose the Edit button. Make sure that Edit 
button. Make sure that INTERACTIVE and SYSTEM appear here.

IMPORTANT! Do not add XUSR_NWRemote or the NWRUsers local group to the launch 
permissions list. If you do, you will effectively lose control over when NetWorker Remote is 
running. The reason is that this account is used automatically by all NetWorker Remote Client 
installations. If it has launch permissions, then even if the service is stopped, it will restart 
automatically as soon as a protected computer attempts to interact with the server.

12. Choose OK until you get back to the main Distributed COM Configuration Properties window.

13. In the main Distributed COM Configuration Properties dialog box, choose the Default 
Properties tab.

14. Make sure the following default values are set.

l Enable Distributed COM on this computer is checked.

l The Default Authentication Level setting is Connect.

l The Default Impersonation Level setting is Impersonate.

15. Choose OK.
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Protected Computer Disk Configuration
Backup, after changes to hard drive 

l If NetWorker Remote is installed and then a new hard drive is added to the computer, a backup 
(using any of the original drives) should immediately be performed. When the backup is performed, 
the newly added drive will be detected and registered, and subsequent backups can include it.

l If you make other changes to the disk configuration of a protected computer (for example, changing 
drive letter assignments, or physically exchanging one hard disk for another), then you’ll have to 
reinstall NetWorker Remote in order to continue backing up. Immediately perform a Virtual Full 
Backup, since access to previously backed up data is not automatically available. If you need to 
recover the old data, contact your systems engineer for help.

l Automatic and manual Disaster Recoveries cannot be performed on a computer that has a logical 
drive defined to start more than 8 GB into a physical hard disk. However, you can still perform a 
checkpointed Disaster Recovery.

Recovery Disk Space Needed
Please see Recovery Disk Space Needed in the Data Recovery section for instructions.

Server Integrity Checking
Please see Server Integrity Checking in the Administration section for instructions.

Killing a Process
Killing a process 

To kill a process, such as a service that you cannot stop via Control Panel, you need to have the 
command line program KILL.EXE.

To kill a process

1. Right-click the Windows taskbar and choose Task Manager, then choose the Processes tab.

2. Sort the processes by Image Name and locate the process you want to stop. You’ll need to use the 
number in the PID (process  ID) column to kill the process.

3. Open a command prompt and change to the folder where KILL.EXE is located, then type KILL 
followed by the process  ID  # and press ENTER.

Watch the task list to be sure that the process disappears and does not reappear within 30 seconds.

Disaster Recovery Troubleshooting
Please see Disaster Recovery Troubleshooting in the Data Recovery section for instructions.

Legato Information & Services
Please see Legato Information & Services at the beginning of this book for contact information.
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Supplemental

This section contains additional information about NetWorker Remote.

n Theory of Operations

n Licensing

n Overview of Domains

n User Account and Share Configuration

n Microsoft SQL Server Settings

n Server Schedule Worksheet

n Installed Files

n NetWorker Remote Limits

n Features and Fixes by Release

n Uninstalling
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Theory of Operations
Theory of operations 

This document describes the functional components of NetWorker Remote from a technical perspective.

Overview

NetWorker Remote backup technology allows a company to completely protect the data on hundreds of 
user workstations, or protected computers. These computers can be backed up as frequently as desired 
with little impact on storage space or network bandwidth; in most cases only the initial (baseline) backup 
of a protected computer requires any significant amount of resources. NetWorker Remote has been 
specifically designed and tested with daily backups of all protected computers in mind. During backups, 
NetWorker Remote stores copies of all the useful information that exists on each protected computer. In 
this case, “useful information” is everything it takes to get the computer back up and running, even in the 
event of a total disaster. Under normal conditions, any backed up version of a file can be recovered at 
any time, as easily and as quickly as if you were copying the file from a regular network file server.

How is this possible? NetWorker Remote couldn’t really make copies of all that information every day—
it would take too long to transmit over the network, and it would require too much storage capacity to 
hold all that data. For example, a site with 100 workstations, each with an average of 2 gigabytes (GB) of 
data, would need to transmit and store 200 GB a day. Accomplishing this would consume about 160 
hours of 10baseT bandwidth and occupy seven DLT tapes—not very practical in the real world.

Two essential characteristics of NetWorker Remote help to achieve it goals.

l NetWorker Remote stores backup data on conventional hard disks rather than tape. Data on a large 
hard disk can be managed much more efficiently (and transparently) than data that spans numerous 
DLT tapes. You can back up the NetWorker Remote Server’s hard disk to tape on a regular basis—
and we recommend that you do so. Performing such a backup requires only one tape backup session 
and one tape drive. By contrast, if NetWorker Remote used tape directly as the primary storage 
medium for its backup copies, you’d need many more tapes to store the same amount of data. This is 
due mainly to NetWorker Remote compression technologies, described below. In addition, it would 
be impractical for users to recover their own data. Even with an automatic tape library, it would 
simply take too long to service the diverse requests of many users.

l To reduce the amount of disk space and network traffic required for regular backups, NetWorker 
Remote uses three different compression technologies in combination. Together these technologies 
(discussed in greater detail below) dramatically reduce the amount of data that must be transmitted 
and stored for a typical backup job.

Along with administrative tools that can be used to ensure that regular backups are performed, 
NetWorker Remote provides the tools to allow users to back up and recover their own data—without any 
assistance from an administrator, and without any restrictions. Because NetWorker Remote effectively 
keeps every version of every file, users can recover not only the most recent version of a file, but any 
past version of a file as well.
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NetWorker Remote Components

This section describes the components of the NetWorker Remote software and explains their functions in 
the product.

NetWorker Remote Server

Every NetWorker Remote site must have one or more NetWorker Remote Servers. Each server is an 
Intel x86-based Windows NT 4.0 server, normally dedicated to NetWorker Remote. The hardware 
considerations (discussed in more detail below) for the server are essentially the same as those for a large 
file server.

NetWorker Remote Server Service

The NetWorker Remote Server service contains the intelligence of the server. It interacts with 
NetWorker Remote Client running on protected computers to back up and recover data for those 
computers—including performing Disaster Recovery when necessary. The service plays a key role in 
NetWorker Remote compression technologies, and it manages the storage of all the compressed backup 
copies. Finally, the NetWorker Remote Server service interacts with the NetWorker Remote Console to 
allow an administrator to add, delete, and modify users and protected computers, to set backup 
schedules, and to perform other administrative tasks.

Embedded SQL Server

The NetWorker Remote Server also contains an embedded Microsoft SQL server. NetWorker Remote 
uses the SQL server to keep track of many things, including backed up file names and attributes, 
compression-related information, and information about backup schedules and history. In addition to its 
usefulness to the NetWorker Remote Server directly, this SQL database is accessible by standard tools, 
and can be used to derive much useful information about the NetWorker Remote Server and its 
performance. For example, information can be extracted from the databases to create management 
reports for bill-back and other purposes.

Backup Copy Storage Areas

Each NetWorker Remote Server has one or more storage areas for backup copies. These are simply the 
locations (designated by any valid path) where the server will store the highly compressed backup copies 
of protected data. A storage area may reside either on a locally attached hard disk or on a network 
attached storage system, offering considerable flexibility in configuring a server’s hardware (discussed in 
more detail later).

NetWorker Remote Client

NetWorker Remote Client is the component that runs on protected computers.

Client Service

The NetWorker Remote Client service contains most of the intelligence of the Client. It interacts with the 
server to back up and recover data. The Client cooperates with the server to implement NetWorker 
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Remote compression technologies.

On Windows NT computers, NetWorker Remote Client is a standard Windows NT service, configurable 
through Control Panel. On Windows  95/98 computers, NetWorker Remote Client is an ordinary 
application that runs as a hidden task.

Windows Explorer Extensions

NetWorker Remote Client includes extensions to the standard Windows interface, providing familiar and 
convenient mechanisms for users to recover their own files. The extensions allow users to view their own 
backups by double-clicking a desktop icon or from within Windows Explorer, and then to copy files back 
to their computers via drag-and-drop or right-click context menus. The user sees backed up files much as 
on a file server, except that the extensions include special tools to see multiple versions of the same file.

Disaster Recovery Agent

The Disaster Recovery Agent recovers a protected computer when data is lost or corrupted to the point 
that a normal Windows session and NetWorker Remote recovery cannot be performed. Disaster 
Recovery should be used with caution, since it assumes that there is no valid information on the 
protected computer’s local hard disks and destroys any data that does exist before performing a full 
recovery. The Disaster Recovery Agent runs from a floppy disk and automatically performs all the 
operations required to get the computer back up and running (discussed in more detail later). The 
Disaster Recovery Agent interacts with the NetWorker Remote Server to recover backup copies of the 
computer’s data.

NetWorker Remote Console

NetWorker Remote Console is a set of snap-in modules for the Microsoft Management Console (MMC). 
The console can be installed and used on the NetWorker Remote Server itself, but generally it is 
expected that the administrator would run it from a different computer on the domain (or a trusted 
domain). Any Windows NT 4.0 Server or Windows NT 4.0 Workstation computer can run the 
NetWorker Remote Console.

Using the console, a NetWorker Remote administrator can add, delete, and modify users and protected 
computers, set backup schedules, and perform other administrative tasks. The console employs the 
Microsoft distributed component object model (DCOM) to communicate securely with the NetWorker 
Remote Server. More details about the use of DCOM in NetWorker Remote are provided later in this 
document.

NetWorker Remote Compression Technology

NetWorker Remote uses a combination of various compression technologies to reduce both the network 
bandwidth required for backup and recovery operations and the amount of storage space required on the 
NetWorker Remote Server.
Redundant File Elimination (RFE) 
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Redundant File Elimination (RFE)

Conceptually, Redundant File Elimination is a simple notion. If many computers each have an identical 
copy of a particular file, then a single central backup copy can be used to recover the file to any of the 
computers. Instead of storing a backup copy of the same file over and over again for each protected 
computer, just store it once. The protected computers in any given organization typically have a high 
percentage of such redundant files (the operating system, widely used applications, etc.), and therefore 
RFE provides substantial compression of their backed up data, as well as considerable savings in 
network bandwidth since these files do not have to be transferred over and over again to the server.

As with many other technologies, RFE is simple in concept but gets very complicated in the details. 
NetWorker Remote includes patent-pending technology from Stac that efficiently and securely 
implements RFE. During a backup operation, NetWorker Remote Client checks each file with the server 
to see if the server already has a copy of that file. This check is crucial to the reliability of RFE. It isn’t 
enough merely to see if the server has a file with the same name, or even with the same name and size. 
The check must verify that the file on the protected computer and the file already on the server are 
identical, byte for byte. The brute force way to accomplish this would be to transmit the entire file from 
the protected computer to the server for comparison—but that transmission would take up resources and 
bandwidth. Instead, NetWorker Remote uses Data Fingerprint technology (see below) to make the 
comparison. NetWorker Remote computes a Data Fingerprint for each file and sends it to the server for 
comparison with the Data Fingerprint of files the server already has. If the Data Fingerprints match 
perfectly, indicating that the identical file already is on the server, then NetWorker Remote won’t bother 
transmitting the file; it simply stores the location of that file on the server so that it can find it when the 
current user decides to recover it.

This Redundant File Elimination takes place not only for files shared across multiple computers, but also 
for multiple copies of a file on a single computer. In addition, certain applications (such as Microsoft 
Office) “personalize” the application’s .EXE file, thus creating a slightly different version for each user 
and apparently defeating RFE. But NetWorker Remote automatically detects personalized files and 
allows them to participate in RFE as well.

The actual rate of compression achieved by Redundant File Elimination in any particular organization 
will vary. There are two main factors that determine the level to which compression is achieved.

l Quantity

Redundant File Elimination actually gets more effective when there are more computers backing up 
to the server, because there are more opportunities to eliminate redundant files. For instance, if two 
protected computers have 100 MB of files in common, then RFE would achieve 2:1 compression on 
those files. You started with 200 MB of files on the two workstations, but only 100 MB (i.e., one 
copy) would be stored on the NetWorker Remote Server. However, if you have 100 protected 
computers, each of which has these same 100 MB of identical files, then RFE would achieve 100:1 
compression on those same files!

l Homogeneity

Redundant File Elimination gets more effective the more similar the protected computers are. At one 
extreme, an organization might install the identical operating system and applications on every 
protected computer and keep all user data on file servers. In this case, RFE would eliminate virtually 
all files (other than routinely updated local files like the Windows registry) once the server had one 
copy. At the other extreme, each application in an organization might be installed on only one 
protected computer. In this case, RFE would eliminate only common operating system files and any 
data files that happened to be identical. Most organizations are somewhere in between these two 
extremes, closer to the former than the latter.
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There really isn’t any such thing as a “typical” organization. You can make a crude estimate of the 
potential Redundant File Elimination benefits in your organization by surveying a few computers to see 
what percentage of their disks are occupied by redundant files. The only way to get a precise estimate of 
the compression RFE will achieve is to actually measure the number of redundant files in your 
organization.
Block level incremental backup 

Some files on protected computers represent work in progress. The same file exists over many backups, 
but its content evolves. For example, a user may spend a month writing a report, working on it every day. 
During that month, NetWorker Remote would back up a different version of the file every day. On the 
first day, NetWorker Remote transmits a complete copy of the file from the protected computer to the 
server. On each subsequent day, however, NetWorker Remote transmits only the changes made to the 
file. It does this by looking for pieces of the file (blocks) that are already on the server and then only 
transmitting the pieces that are not there (in other words, the changes to the file). This process is called 
Block level incremental backup. Block level incremental backup uses Data Fingerprints (see below) to 
compare blocks on the protected computer with blocks on the server, thus avoiding unnecessary 
transmissions. NetWorker Remote uses Block level incremental backup at every opportunity to further 
compress any files not eliminated entirely by Redundant File Elimination.

Block level incremental backup uses a technique called “forward versioning” that optimizes backup 
performance. Forward versioning starts by storing a complete copy of the first version of a file, then 
stores only the differences between successive versions. To recover a file that has many versions, 
NetWorker Remote must first read the original version, then read and apply each version’s changes in 
succession—so recovering such a file can take a little longer. Because in typical usage backups occur 
much more frequently than recoveries, it is more important that backup time be optimized.

The compression achieved by Block level incremental backup in any particular organization is 
completely dependent upon how fast the data on protected computers evolves. The only way to get a 
precise estimate of the compression Block level incremental backup will achieve is to actually measure it 
in your organization.

Lossless Compression 

During a backup, NetWorker Remote uses first Redundant File Elimination, then Block level incremental 
backup to exclude as much data as it can. NetWorker Remote then uses the Custom data stream 
compression to “squeeze” the remaining data as much as possible. 

Custom data stream compression works by finding and efficiently encoding repeated patterns within a 
block of data. This compression is performed entirely by NetWorker Remote Client; no server 
participation is required.

2:1 is a reasonable estimate for Custom data stream compression performance on a protected computer. 
However, some kinds of data (e.g., documents, spreadsheets, databases) compress particularly well—
perhaps 4:1 or even higher. Other kinds of data (such as Lotus Notes databases and encrypted messages) 
compress particularly poorly or even not at all. If one kind of data predominates on a protected computer, 
its Custom data stream compression performance will vary significantly from the average. The only way 
to get a precise estimate of the compression Custom data stream compression will achieve is to actually 
measure it in your organization. 
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Data Fingerprints

Both Redundant File Elimination and Block level incremental backup use Data Fingerprints as a means 
of comparing the data that resides on two computers without having to transmit the actual data from one 
computer to the other. Except for the fact that RFE uses Data Fingerprints to compare whole files and 
Block level incremental backup uses them to compare smaller blocks, the process is identical in both 
cases.

The key concept behind Data Fingerprints is a mathematical one: the idea that you can represent a large 
piece of data (which is mathematically just a very big number) by a much smaller number. Conceptually, 
this is like the idea that you can “represent” a person by that person’s fingerprint, so we call this feature 
the “Data Fingerprint.”

A Data Fingerprint is computed by passing all of the data being fingerprinted through a hash function, 
which results in a relatively small number. The hash function is designed so that even tiny changes in the 
input data result in different output numbers. Hash functions have many uses, including in cryptographic 
systems, which have particularly high quality standards. The hash function used by NetWorker Remote 
is a cryptographic hash function. The term “cryptographic” doesn’t mean that encryption is involved; 
rather, it describes the quality of the hash function—much as “industrial strength” can describe the 
quality of tools or equipment.

Just as it is possible (but extremely unlikely) that two humans can have identical fingerprints, it is also 
possible (but extremely unlikely) that two pieces of data can have identical Data Fingerprints. Data 
Fingerprints have the additional quality that we can change their length to precisely control the 
probability of a duplicate fingerprint. NetWorker Remote Data Fingerprints were chosen so that the 
probability of a duplicate fingerprint is much smaller than the probability of reading incorrect data from 
a hard disk without getting an error. These are both extremely small probabilities. The bottom line is that 
Data Fingerprints are even more reliable than actually transmitting the data over the network for direct 
comparison—and they save a tremendous amount of time, network bandwidth, and storage space.

NetWorker Remote Operations

This section describes the functions that NetWorker Remote performs.
Backup, theory of 

Backing Up Data

NetWorker Remote provides two basic types of file backups.

l Virtual Full Backups

Virtual Full Backups include all files on a selected set of drives (which always includes the system 
volume), plus the Windows Registry and disk partition information. Disaster Recovery can only be 
performed from Virtual Full Backup.

l Partial Backups

Partial backups can include any drives, folders, or files, but they do not include the Windows 
registry or disk partition information.
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Both kinds of backups are filtered by an exclude list maintained by the NetWorker Remote administrator. 
This list can be used to eliminate swap files, temporary Internet files, or any other kind of file that 
doesn’t need to be backed up.

The NetWorker Remote Server maintains a schedule for all backups. In addition, users can manually 
initiate backups of their own data, which causes NetWorker Remote Client (running on the protected 
computer) to request the server to schedule an immediate backup. In either case, when it’s time for the 
backup of a particular computer, the server contacts the protected computer and tells it to start backing 
up. The protected computer then takes the following steps.

1. NetWorker Remote Client takes an inventory of all the files on the protected computer and makes a 
tentative list of files to back up. If this is a partial backup instead of Virtual Full Backup, NetWorker 
Remote filters out any files and folders that were not specified by the user or the administrator for 
inclusion in this particular backup. NetWorker Remote then filters out the files and folders specified 
in the exclude list.

2. If a previous backup of this protected computer’s files exists on the server, NetWorker Remote 
determines which files in the backup list have not changed since the preceding backup, and removes 
these files from the list. This work is done entirely on the protected computer; to this point, no 
contact with the server is required.

3. When NetWorker Remote Client has finished determining its list of files that need to be backed up, 
the protected computer then interacts with the server to perform Redundant File Elimination. That is, 
NetWorker Remote identifies any files that already exist on the server (no matter who backed them 
up) and eliminates them from the backup list.

4. Finally, NetWorker Remote processes each file remaining on the list. If a particular file has been 
backed up before but has changed since the previous backup, NetWorker Remote performs Block 
level incremental backup on the file, identifying any data blocks in the current version that already 
exist on the server and eliminating them from the data to be transferred. The remaining changes are 
then compressed using Custom data stream compression and transmitted to the server. If a particular 
file is a new file that has never been backed up, NetWorker Remote simply compresses the file and 
transmits it to the server.

If this is a Virtual Full Backup, NetWorker Remote also captures the Windows registry and the partition 
information, both of which are needed to perform a Disaster Recovery. Any other files that happened to 
be open for exclusive access by applications at the moment of backup are skipped.

When a backup has been completed, NetWorker Remote keeps a record of what it backed up. It stores 
this and other information on the protected computer itself, so that it is able to quickly determine the 
changes at the time of the next backup. None of the information saved on the protected computer is 
essential for NetWorker Remote to operate correctly, but it does make backups faster.

Recovering Data

Users perform all data recovery (other than Disaster Recovery) through Windows Explorer extensions. 
From a technical perspective, there are two separate pieces to data recovery—backup views and file 
recovery.
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Backup Views

The NetWorker Remote Explorer extensions allow users to explore their backed up data almost as 
though the server were a read-only file server. The only significant difference is that there are some 
special provisions made to let users view multiple versions of a file. As a user explores his or her files on 
the server, the Explorer extensions construct requests for views and transmit them to the server. The 
results are displayed in the Explorer windows.

File Recovery

When the user selects one or more files for recovery (either by dragging and dropping them or by using 
the context menus), NetWorker Remote Client constructs a recovery job request and transmits it to the 
server. The server schedules the recovery job to occur as soon as possible—but there could be some 
noticeable delay if a lot of data is being recovered, or if the server is particularly busy at that moment.
Disaster Recovery, theory 

Disaster Recovery

One of the major advantages of the NetWorker Remote backup scheme is that Disaster Recovery does 
not require any preparation other than performing regular Virtual Full Backups. Disaster Recovery disks 
can be created by the NetWorker Remote administrator as they are needed, and the latest Virtual Full 
Backup of any protected computer can be recovered at any time. However, this does mean that unlike 
ordinary file recovery, which can be performed by any user without administrator intervention, 
NetWorker Remote Disaster Recovery requires participation by the administrator.

Here’s how it works.

1. When a protected computer must be fully recovered, the administrator uses NetWorker Remote 
Console to create a Disaster Recovery disk for the computer that needs it. Each protected computer 
has its own Disaster Recovery disk. Most of the time the administrator will probably want to base 
the disk on the protected computer’s most recent Virtual Full Backup, but prior backups can be used 
as well.

During any Virtual Full Backup, NetWorker Remote stores information about the protected 
computer’s configuration on the NetWorker Remote Server. This information includes the disk drive 
configuration, the type of operating system, the network drivers needed to connect this computer to 
the network, and so forth. All of this information is required for NetWorker Remote to be able to 
recover the system. Ordinarily the information is automatically written to the Disaster Recovery 
disk, but the administrator has the option of changing the settings that get stored on the disk. The 
administrator might choose to do this if the protected computer’s configuration has changed since 
the time of the Virtual Full Backup that’s being recovered, or if for some reason NetWorker Remote 
fails to detect and store the proper information.

2. Once the Disaster Recovery disk is created, the user boots the protected computer from this disk. 
NetWorker Remote Disaster Recovery is automatically loaded into DOS and executed. Before 
making any changes to the system, NetWorker Remote loads the network drivers from the disk and 
ensures that a connection to the network can be established. It also checks to make sure that there’s 
enough hard disk space to recover the system. Each backed up partition must fit in its entirety onto a 
physical hard disk, as NetWorker Remote does not divide the information across disks.

When NetWorker Remote is satisfied that a Disaster Recovery is possible, it automatically partitions 
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and formats the local hard disks, if required. NetWorker Remote then connects to the network, 
downloads and installs both the protected computer’s operating system and NetWorker Remote 
Client, and finally reboots the protected computer from its hard disk and automatically uses the 
installed NetWorker Remote Client to perform a normal recovery of the rest of the files on the 
computer. At the end of this operation, the protected computer contains all the information that was 
in the last backup.

Security 

NetWorker Remote Security

This section describes the levels of security that NetWorker Remote provides for backed up data in your 
organization.

Access Control and User Authentication

In the case of Windows NT protected computers, NetWorker Remote backup operations take place in the 
security context of a special user ( XUSR_NWRemote). This means that a NetWorker Remote backup 
will proceed normally whether or not any user is logged onto the computer, and that all files are 
accessible for backup. NetWorker Remote recovery operations (which encompasses the viewing of 
backed up files from the server) take place in the security context of the user who is currently logged in. 
NetWorker Remote only allows a user to view and recover a file from the server if that user is in the 
Access Control List (ACL) for a file.

In the case of Windows  95 and Windows  98 protected computers, the backup will proceed if any user is 
logged into the computer. Since Windows  9x has no local file security, all files are accessible for backup. 
NetWorker Remote designates one user of the computer as the “owner” of its data. NetWorker Remote 
recovery operations (including viewing files on the server) take place in the security context of the user 
who is currently logged on. Only the designated owner can view and recover files from the server.

During Disaster Recovery, NetWorker Remote must authenticate an administrator before proceeding. 
Since administrators have access to all files, this allows the Disaster Recovery operation to recover all 
files to the protected computer.

NetWorker Remote authenticates users through the standard Windows NT domain security. This means 
that authentication for access control to NetWorker Remote has exactly the same security characteristics 
as authentication for access to Windows NT itself.

Communications

During backup operations, NetWorker Remote communications are not encrypted, but they are very 
complex and would require a large effort to be compromised. To begin with, all data is transported using 
DCOM marshalling, running over RPC, a complex protocol that is difficult to analyze. In addition, all 
data is compressed with Custom data stream compression, leaving it in a form that closely resembles 
encrypted data. Finally, many files will be transmitted in pieces, with some pieces missing (because of 
Block level incremental backup). Between the complex protocols, compression, and missing pieces, only 
an extremely determined adversary would be able to make any sense from a NetWorker Remote backup 
data stream.

During recovery operations (including Disaster Recovery), the security of NetWorker Remote 
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communications is much like that of backup operations. The main difference is that during recovery, 
files are always transmitted in their entirety. However, the communications still use DCOM marshalling, 
run over RPC, are compressed with Custom data stream compression, and are transmitted in pieces. An 
attempt to compromise NetWorker Remote through recovery operations has an additional problem—
recovery isn’t a routine and predictable operation. An attack would be at the mercy of the user’s choice 
of when and what to recover. An adversary would not only have to be very determined, but would also 
have to be very lucky.

During administrative operations, NetWorker Remote communications are not encrypted. No file data is 
transmitted during administrative operations, so these communications are most likely not particularly 
interesting to a potential adversary. Even so, the administrative communications also use DCOM 
marshalling running over RPC, and would be difficult to analyze.

Storage

The NetWorker Remote Server stores all of the protected computers’ archived data, and thus represents 
an obvious target for an adversary that wished to access the data. Of course, all of the data on the server 
is (or has been) on the protected computers as well, so no matter how good the server’s storage security 
is, it can’t mitigate the security risks associated with the protected computers themselves.

The most basic security for the server is physical security. Physical access to the server should be 
restricted to qualified and authorized individuals. For most organizations, this is as simple as locating the 
server in the “server room” with the file servers. More elaborate physical security (such as a separately 
locked enclosure) may be appropriate for servers holding particularly sensitive or classified data. Keep in 
mind, however, that there’s not much point to having greater security on the server than you do on the 
protected computers that you’re concerned about. For instance, putting your server in a locked and 
guarded room won’t add to the security of your data if your CEO’s laptop could be lifted from his or her 
desktop at lunchtime.

To implement its high level of compression, NetWorker Remote stores the protected computers’ data on 
the server using a very complex scheme. An adversary acquiring physical access to a server (or data 
access), but not having the passwords to authenticate to NetWorker Remote, would have an extremely 
difficult time reconstructing the data.

Compatibility With Other Security Products

This section describes some of the considerations for using NetWorker Remote with other security 
implementations in your organization.
Virtual Private Networks 

Virtual Private Networks

NetWorker Remote uses standard networking protocols (DCOM/RPC running on TCP/IP or IPX) that 
will function on any Virtual Private Network (VPN) included in the testing process. VPNs add another 
layer of communications security, which may be useful when connecting over public networks (such as 
the Internet).
Firewalls 

Firewalls

Because NetWorker Remote uses DCOM and RPC protocols, conventional firewalls (proxies, bastion 
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networks, TCP/IP packet filtering, etc.) do not safely convey NetWorker Remote data. There are two 
basic approaches to making a NetWorker Remote Server on an internal network available to an external 
network currently blocked by a firewall.

l Use a Virtual Private Network

This is the safest and easiest to manage approach, but of course it requires VPN hardware and/or 
software at both ends of the connection. It has the additional advantage of adding a layer of 
encryption to the data flowing over the external network.

l Bypass the Firewall

Usually this is accomplished by adding an additional Network Interface Card (NIC) to the server, 
and connecting that NIC directly to the external network. If Windows NT is properly configured and 
administered on the server, this approach can provide reasonable security. The usual approach is to 
bind only TCP/IP (without WINS or any other services) to the additional NIC. Additional security 
can be added through Microsoft’s Routing and Remote Access product, which can be used to filter 
out TCP/IP ports not used by RPC.

NetWorker Remote Performance

This section describes some considerations for achieving the best performance from NetWorker Remote.

Server Considerations

This section describes what you can do with the NetWorker Remote Server to improve performance.
Performance, and server hardware 

Hardware

In general, the hardware considerations for a NetWorker Remote Server are similar to the considerations 
for a large file server.

l Processor

While the NetWorker Remote Server isn’t particularly CPU resource-intensive, a fast processor or 
multiple processors enhance its ability to handle more and faster connections to protected computers. 
Unfortunately, processor consumption is extremely difficult to estimate because it is dependent on 
so many factors—network connectivity, responsiveness expectations, peripheral types, RAM, and so 
on. If other applications are running on the server (which is not recommended), processor 
requirements will of course be higher. Our experience is that all but the very largest servers operate 
satisfactorily with a single Pentium  II processor with a clock speed of 300 MHz or faster. A multi-
processor capable motherboard will provide you with an upgrade path should the current processor
(s) get overloaded.

l Memory

As with any server, the more memory (RAM) the better. More memory means more caching, which 
means higher performance, all other factors being constant. With today’s low memory prices, this is 
usually the least expensive way to boost performance.
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l Network Interface

Network connectivity issues are discussed in more detail below. However, any NetWorker Remote 
Server will benefit from “server strength” network interface hardware—especially NICs with large 
buffers, NICs with on-board protocol processors, and separate I/O busses for NICs.

l Storage

Like a file server, a NetWorker Remote Server needs a considerable amount of high-speed random-
access storage. While any storage addressable by Windows NT will work, faster and more reliable 
storage is better. Another consideration in the configuration of your server is planning for future 
storage growth (discussed in detail below). We strongly recommend hardware-based RAID 5 storage 
systems, with industrial-strength separate drive bays, dual hot-swappable power supplies, and hot-
swappable drives. Fault monitoring of a RAID 5 system is essential to maintaining its reliability. 
Make sure your RAID 5 system can alert you to bad sectors and bad drives, and make sure that it has 
on-line rebuild capability.

Estimating Server Storage Capacity Requirements

The storage requirements for the NetWorker Remote Server are related in complex ways to the number 
of protected computers, the homogeneity of the protected computers, the manner in which data on 
protected computers evolves, what the users of protected computers do, etc. An accurate estimate is a 
complex task requiring a site survey. 

It is possible to make a rough “ballpark” estimate of the space you’ll need if your organization’s data is 
not extremely atypical, and if you can estimate a few preliminary factors such as the number of users 
who’ll be backing up data to the server. Here’s how to make such an estimate, together with a sample 
organization we made up.

In the example above, we make a rough estimate that a server with at least 122 GB of storage should be 
able to protect 100 computers for two years before requiring more storage. Note that lines D, F, and G 
require making an estimate of some things you might not be familiar with. D mostly depends on how 
similar your computers are—if they’re all identical, use a high number; if they’re all different, use a low 
number. F depends on what users do on their computers. Remember that users who work with data on 

Server Storage Capacity Estimation Step Sample Results

A Number of protected computers 100

B Average total data currently stored on each protected computer 1.4 GB

C Raw size of initial (“baseline”) backup (A  x B) 140 GB

D Estimated initial compression ratio (usually between 3 and 6) 4

E Estimated baseline size (C  / D) 35 GB

F Estimated average new data per computer per day (usually 1 MB to 20 MB) 5 MB

G Estimated compression ratio for new data (usually from 2 to 8) 3

H Estimated total new data per day (A  x  F  / G) 167 MB

I Desired time for storage sufficiency (in work days) 520 (2  years)

J Estimated capacity requirement (E  +  (H  x  I)) 122 GB
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servers won’t have much on their local computers, and all that matters to NetWorker Remote is new data,
even if it’s within files and not necessarily entirely new files. G depends on what types of data users 
work with (how compressible it is), and how often they install new applications.

Increasing Server Storage Capacity

There are several ways a server’s storage capacity can be increased.

l Add more disk space.

This is the simplest, though not necessarily the easiest method. Just add more disk drives, mount 
them as volumes, and assign the new volumes as backup storage areas. Usually adding disk capacity 
requires taking the server off-line, which might not be desirable. Also, it can be difficult to add more 
disk storage if the server’s disk controller (e.g., SCSI controller) is full, its drive bays are full, or its 
RAID 5 controller is already at maximum capacity.

l Add a file server.

In this approach, you add a complete new file server to your network, preferably connected by a 
high-speed “backbone” network to your NetWorker Remote Server. Ideally, the new file server 
would have its own RAID 5 disk subsystem with all the additional capacity you need. Then you 
simply attach to the new server from the NetWorker Remote Server, mounting its disk volumes as 
mapped drive letters, and assign the new volumes as backup storage areas. This approach has the 
advantage of not requiring the server to be unavailable at any time. It also allows the total effective 
memory for caching to be increased without having to add memory to the server. If the backbone 
connection is fast enough, the performance implications of being network-attached rather than 
locally attached are negligible.

l Add more NetWorker Remote Servers for more users.

This is less an approach to adding storage capacity than it is a way to avoid the need to add storage 
capacity. The idea is to plan your NetWorker Remote Servers for very long lifetimes (usually 3 to 5 
years) with a defined population of users. By the time capacity is exhausted, it’s time to replace the 
NetWorker Remote Server anyway. If the user population grows, rather than increase capacity on the 
existing servers, add additional NetWorker Remote Servers with sufficient capacity for long lifetime 
with a given population of users. This strategy has the additional benefit of allowing you to site your 
servers more optimally to their populations (see below).

Connectivity Considerations

This section describes what you can do to improve performance by optimizing data transfers between the 
server and the protected computers.
Performance, and network connections 

NetWorker Remote Server Siting

Aside from physical security (discussed above), the main consideration in siting a NetWorker Remote 
Server is connectivity to its protected computers. To the extent that a server connects with multiple 
protected computers simultaneously, it acts as a network traffic concentration point. This is exactly like a 
file server.

The most common NetWorker Remote operation is backup, which causes sustained bursts of traffic from 
each protected computer, and intermittent traffic from the server to each protected computer. The length 
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of a backup operation depends on how much new information has been stored on the protected computer 
since the preceding backup. The instantaneous network bandwidth requirement is therefore essentially 
unpredictable; only broad average predictions can be made with any accuracy. The best predictions will 
be made on the basis of actual experience.

However, you can probably make a rough estimate of how many protected computers are likely to be 
simultaneously backing up. Multiplying that times the network bandwidth available to each protected 
computer will give you a rough estimate of the maximum bandwidth that needs to be available to your 
server. For example, if your organization might have up to 5 protected computers simultaneously 
backing up, and each of them is on a 10baseT connection, then you’ll want at least 50 megabits of 
connectivity to the server to avoid a network bottleneck.

In a switched (e.g., 10baseT) environment you can usually dedicate a higher speed connection to your 
server, thus allowing for some concentration. In an unswitched (e.g., ThinNet) environment, this will be 
more difficult—you may have to put multiple NICs in your server, one for each network segment it’s 
servicing. Alternatively, you could add a bridge to each serviced network, bridging onto a higher speed 
network that’s dedicated to the server. Each networking technology has its own suite of solutions; the 
point is that you need to make sure that your server can sustain the concentrated traffic.
Performance, and remote connections 

Remote Connections

Your organizations might have protected computers that can connect to the server only over a WAN or a 
dial-up connection. These remote connections pose no problem for NetWorker Remote as long as they 
can efficiently transport TCP/IP, and as long as no firewall blocks the NetWorker Remote protocols. 
There is of course a difference in performance for remotely connected computers.

For backup, you should try to avoid having a remotely connected protected computer be the first one to 
back up any particular application. Instead, back it up from a computer on the network and let RFE 
eliminate the need to transfer the application over a slow link. For recovery operations, it’s practical to 
recover file sets of up to a few tens of megabytes even over dial-up connections. For larger file sets, or 
for Disaster Recovery, it makes more sense to send the protected computer to a place where it can be 
connected at high speed to the server. Alternatively, you can build a new computer that is already 
connected at high speed to the server and then ship it to the remote location.

Management

NetWorker Remote is designed to be a highly manageable application. It comes with MMC-based 
administration tools. In addition, it makes extensive use of the standard Windows NT event logs, which 
can be monitored by any systems management package. Future versions of NetWorker Remote will be 
integrated with popular management consoles such as Tivoli’s TME, BMC’s Patrol, and Hewlett-
Packard’s OpenView.
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NetWorker Remote Datastore

This section describes the NetWorker Remote datastore, the technology for efficiently storing 
NetWorker Remote backups.

The NetWorker Remote Datastore

The heart of NetWorker Remote is its datastore. The datastore is responsible for storing backed up files 
(and their metadata), protected user and computer information, backup schedules, logs, and 
administrative information. It is the single point where persistent data from NetWorker Remote is stored. 
The illustration shows a top-down view of the NetWorker Remote datastore.

The datastore contains two parts: the database and the raw storage. The database contains all of the file 
metadata, the logs, schedules, protected user and computer information, and the queues that manage the 
running of NetWorker Remote jobs. The raw storage stores the actual data from the backed up files as 
well as the block fingerprints used for Block level incremental backup. For the database, NetWorker 
Remote uses an embedded Microsoft SQL Server Relational Database Management System (RDBMS). 
The following describes the database and raw storage components.

l The Logs keep track of all backup and recovery operations. They include information on when users 
started a backup or recover operation, if any errors were encountered during the operation, and when 
the process completed.

l The Queues monitor all backup jobs submitted to the database. The jobs enter the queue by order of 
priority and start time. For instance, a job with priority 2 enters the queue before a job with priority 
15. The queue processes backup jobs in a First-In First-Out order (FIFO). The first job to enter the 
queue is processed first.

l User data - Each user has a unique entry in the database that identifies a unique user index. The 
index, used in place of the user’s name, stores information about groups to which the user belongs, 
access rights, and preferences. In addition, the index stores user-exclude information; backup 
schedules, sessions, and items such as folder and drive information.
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l Administrative data includes information relating to users and computers in the server’s domain.

l File metadata contains the data that characterizes the actual files backed up with NetWorker 
Remote. This includes data that identifies which files are common/unique, and which protected 
computers have backed up which files.

For raw storage, NetWorker Remote uses a Stac-designed BLOB (binary large object) management 
subsystem that provides transactioning of the writing of the file data and block fingerprints. This allows 
the server to automatically, and gracefully, recover from events such as power losses or storage system 
failures. At the same time, the raw storage subsystem provides extremely high efficiency in its file 
storage operations, minimizing the number of file and disk operations.

The database is very flexible so you can easily expand it to suit your needs.
Database, theory of operation Microsoft SQL Server, operation with NetWorker Remote 

The Database

As with most databases, correct physical configuration of the NetWorker Remote database devices and 
tables is essential to good performance. For that reason, the database (including the SQL Server 
software) should be installed in its own volume. For large servers, it will likely be installed across 
several physical devices for performance purposes.

Before NetWorker Remote is installed on a computer that is to become the NetWorker Remote Server, 
Microsoft SQL Server must be installed on the computer. During the SQL Server installation process, 
database devices (log and data) are created on the server to hold various tables and databases within SQL 
Server. These devices are allocated disk space to be used by NetWorker Remote databases within SQL 
Server. The actual NetWorker Remote tables are then created on these devices (see figure below).
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The tables store server-wide information (event log, backup, and recovery information from protected 
computers). The stored procedures are similar to batch files created under DOS. Within these batch files 
are parameters that are referenced and placed in tables when you submit a query. DO NOT modify the 
tables or stored procedures. Any changes you make will likely cause the server to malfunction. Rather, 
let your systems engineer work with the professional services organization to provide you with 
customized read-only views of the data in the database to allow integration with external systems such as 
MIS systems or billing systems.
Files, raw storage (“BLOBs”) 

The Raw Storage Files

User data enters the database compressed and encrypted in BLOB files. A BLOB will most likely contain 
different types of data that comes from multiple sources, since data is interleaved into the BLOB files as 
it comes to the server. The BLOB files also contain the block fingerprints used for Block level 
incremental backup. You can identify a BLOB on your server by its name and file extension 
(BLOB#.DAT). DO NOT delete the BLOB files.

When you set up the server, you define where these BLOB files will be stored. For various reasons 
(including performance and recoverability), we recommend that you store BLOB files on one or more 
volumes dedicated for that purpose. As a part of the server setup, the administrator also defines the 
maximum BLOB file size (the default value is 200 MB each).

As data is saved to the server from various protected workstations, it is written to the current BLOB file. 
When data fills a BLOB to its maximum, a new BLOB of the same size is created. This process 
continues until the volumes defined for BLOB storage are filled. At that point, more space can be 
provided for the server by adding more volumes, either by adding more disks to the server (generally 
done off-line), or by providing a path to an already existing storage server (this can be done while the 
server is running).

In reconstructing data (this happens when users request to recover data from the server), the data may be 
collected and reconstructed from several BLOBs before being presented to the user. It is not possible to 
pull out individual data from the raw storage area for recovery.

Licensing
Licensing, Microsoft SQL Server Microsoft SQL Server, Licensing 

This document describes licensing requirements for NetWorker Remote.

Windows NT Licensing

NetWorker Remote Server runs only on Windows NT Server. Windows NT licenses are not included 
with NetWorker Remote. You must ensure that you have a licensed copy of Windows NT Server, as well 
as Windows NT client licenses for the domain computers that will connect to this server (via NetWorker 
Remote or any other method).

Microsoft SQL Server Licensing

A licensed copy of Microsoft SQL Server is provided with NetWorker Remote, and it is installed 
automatically when you install NetWorker Remote Server. If you already have Microsoft SQL Server 
installed on the computer, Setup will not replace it. If it is an older version or an evaluation version of 
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Microsoft SQL Server, you’ll have to uninstall it before you can run NetWorker Remote Server Setup.

In addition to a license for the server itself, you also get a certain number of Microsoft SQL Server Client 
Access Licenses (CALs) with your NetWorker Remote purchase. Each time a connection to the database 
is initiated by any application, one of these CALs is used. In a concurrent licensing mode, Client Access 
Licenses are only required when database connections are being used. Therefore, in a client-server 
application such as NetWorker Remote, the server application software can manage the database 
connections and use them to service clients. The upshot is that you do not necessarily need to have as 
many CALs as you do NetWorker Remote protected computers.

The following chart shows how many Microsoft SQL Server Client Access Licenses you usually get 
when you purchase a specific number of NetWorker Remote client licenses. By default, NetWorker 
Remote sets aside 2 of these licenses for administrative tasks performed on the server (usually with SQL 
Server Enterprise Manager), pooling the rest for use by protected computers and consoles during normal 
operations.

Example: If you purchase a server with 1000 NetWorker Remote client licenses, you get the base 
amount plus 10 additional SQL CALs for each 500 NetWorker Remote client licenses, or 
5  +  10  +  10  =  25 Microsoft SQL Server Client Access Licenses.

Changing the Number of Licenses

When you install NetWorker Remote Server, Setup configures 10 SQL Server CALs. If you purchased 
more than this number, you can change the values in the following places. You’ll also need to change 
these values if you purchase additional licenses at a later time.

l To change the number of Microsoft SQL Server Client Access Licenses, use the Windows NT 
Licensing applet in Control Panel.

l To change the number of SQL Server CALs that NetWorker Remote uses, go to the server and open 
Registry Editor (REGEDIT.EXE). Browse to the value

HKEY_LOCAL_MACHINE\SOFTWARE\ Legato\ NetWorker Remote\2.0
\DataStore\NumberOfConnections

and set this value appropriately. It should generally be 2 fewer than the total number of SQL Server 
CALs you are licensed to use.

NOTE: The default Base value for numbers in the registry is Hexadecimal. Since you’ll probably be 

NetWorker Remote
Client Licenses
Purchased

Microsoft SQL Server
Client Access Licenses
Supplied

Server Only 5

100 2

500 10
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entering a regular decimal number, be sure to change the Base setting in the value’s properties 
before editing the number.

More About How NetWorker Remote Uses SQL Server CALs

The following diagram illustrates the use of database connections in a simplified view of the NetWorker 
Remote architecture. When the NetWorker Remote Server service initializes, it opens each available 
database connection. All processing requests from protected computers and NetWorker Remote Console 
communicate directly with the server service. This service efficiently manages the database connections 
and multiplexes them between different executing threads.

Each service NetWorker Remote supplies requires access to the data stored in the SQL Server database. 
There are basically two different types of tasks: long tasks, whose processing lasts minutes or hours, and 
short tasks, whose processing requires microseconds to seconds.

Long Task Examples

l Backup of a single computer.

l Recovery of a single computer.

l Administrative tasks such as removing deleted files, integrity checking, and so on.

Although the use of database connections is pooled and multiplexed, long tasks consume enough 
connection time that it is assumed each of the above services “locks” a license. When no more licenses 
are available, long tasks are queued and executed when a license becomes available.

Short Task Examples

l Requests from a single computer to view backups.

l Requests from a single computer to delete files from a backup.
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l Requests from a console for status.

For the purposes of determining licensing, it is assumed that multiple computers can share a CAL when 
performing short tasks. Each short task uses a connection for no more than 1 or 2 seconds. For example, 
when a user is viewing backups, each time the user chooses to view a new folder, the contents are 
requested from the server. Each time a new folder is selected, a new query is executed. The time required 
to execute the query depends on the size of the database and the number of items retrieved. Once the data 
has been retrieved from the server, the user can continue to view the data, but a license is no longer being 
used.

When no more licenses are available, a short task fails and must be retried by the user. Potentially a large 
number of protected computers can share one CAL in this manner, but at some point sharing too few 
licenses among too many computers can impede use of the product.

NetWorker Remote Licensing

An enabler code, or license key, is required to use NetWorker Remote. The enabler code is on the 
enabler certificate that you have purchased. If you are an existing customer updating your software to the 
latest release, you need to enter the update enabler code, which can be found on the letter that came with 
the update.

After you enable NetWorker Remote, you have 45  days to register the software. Legato returns a unique 
authorization code to you after receipt of your completed registration form.

If you have difficulties or questions concerning NetWorker Remote licensing, please contact Legato 
Customer Service.

Legato Customer Service
3210 Porter Drive
Palo Alto, CA 94306
(650)  812-6000  voice
(650)  812-6220  fax
service@legato.com

See Entering License Information for instructions on entering the enabler and authorization codes.

NetWorker Remote Installation and Licensing Flow

This section provides a summary of the steps you need to take to properly register and enable NetWorker 
Remote. This section is provided for reference. If you followed the documented installation procedures, 
you should have already performed these tasks.

STEPS NOTES

1 Prerequisite: Install the 
NetWorker for 
Windows NT Client.

Install the Legato NetWorker for Windows NT Client from the 
Clients & Servers CD, then configure it for the NetWorker Server 
you will be using to backup the NetWorker Remote Data Vault. If 
you are backing up the NetWorker Remote Vault to a UNIX 
based system, you must have a Windows NT ClientPak enabler 
installed on that system.
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Overview of Domains
Domains 

(and Relevance to NetWorker Remote)

The NetWorker Remote documentation assumes you have an understanding of how and why domains are 
utilized. Most networks with Windows NT® servers and over 50 users are organized as a domain.

For a better understanding of domains within a Windows NT 4.0 Server environment, please consult the 
article, “Understanding User Accounts, Groups, Domains and Trust Relationships,” which can be found 

2 Prerequisite: Install Legato 
NetWorker Module for 
SQL Server. Configure it 
for the NetWorker Server 
in Step  1.

Enter the Legato NetWorker Module for SQL Server enabler code 
in the NetWorker registration window, not the NetWorker 
Remote registration window. See the Installation Guide for 
Legato NetWorker Module for SQL Server.

3 Install NetWorker Remote, 
then enable it in the 
NetWorker Remote 
Server.

The first step is to provide company and product information. 
Open the License Manager, then select the Registration tab. 
Follow the instructions and be sure to fill in all required fields.

4 Enter the enabler code. Open the License Manager, then select the Enablers tab. Follow 
the instructions to add an enabler.

5 Send the registration form 
to Legato Customer 
Service.

Fax, mail, or e-mail the form to: 

Legato Customer Service
3210 Porter Drive
Palo Alto, CA 94306
(650)  812-6000  voice
(650)  812-6220  fax
service@legato.com

Legato Customer Service sends back an authorization code for 
each enabler code.

6 Enter the authorization 
code within 45  days.

Open the License Manager, then select the Enablers tab. Follow 
the instructions to authorize an enabler.

7 Use your fully enabled and 
authorized NetWorker 
Remote product.

The NetWorker Remote Server is now fully enabled for indefinite 
use.

8 Add additional NetWorker 
Remote Client 
Connections.

You must enable and authorize these items on the NetWorker 
Remote Server in the same manner as above.
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on Microsoft’s TechNet CD-ROM and on the Microsoft TechNet web site (currently 
http://technet.microsoft.com). Search or browse the site to find the article.

Overview of Article

Windows NT Domain Design

The Microsoft article introduces domains as the entities from which Windows NT designers meet the 
security and technology management needs of an organization. Specifically, users should be able to 
access the applications and data they need from wherever they are working and the whole infrastructure 
should be manageable from wherever the expertise resides. Domains enable enterprise networks to be 
easily managed by an administrator, allowing the secure management of a set of users and their 
resources.

In the case of a single, stand-alone Windows NT computer, a user has to log on by supplying a valid 
account name and password combination before gaining access to any of its resources, a process known 
as authentication. A Windows NT domain extends that concept to a collection of computers that share 
the same account database. Thus, users log on to the domain using an account name and password 
combination that is authenticated against the domain’s shared account database domain. Once logged on 
to a domain, given sufficient permission, a user may access resources on any of the computers within 
that domain.

Domains can be linked using trust relationships to create security and administrative groupings. Trusts 
are a mechanism for combining domains for the administration of users and resources and controlling 
access to resources.

Trusts will also allow a user to log on to a computer in any domain that trusts the domain that contains 
the user’s account. In multi-domain structures this capability is typically used to allow mobile users to 
log on to different parts of the organization.

There are four principal domain models, which are characterized by the location of the account database 
or databases and the associated trust relationships:

l Single 

l Master 

l Multiple master 

l Complete trust 

The above models may be a resource domain, which contains no user accounts, only users’ resources (for 
example, a file server); or an account domain, which is one that contains only user accounts. An 
authentication domain is frequently referred to as a master domain.

The single domain model is the most basic configuration and has both user accounts and resources that 
share a single domain. Resources are items in the domain such as file servers and applications.

The master domain model consists of a single master domain, and one or more resource domains. Each 
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resource domain trusts the master domain but the master domain does not trust the resource domains. 
These trust relationships allow the resources in the resource domains to be accessed by all users in the 
master domain. However, the resource domain may not access other resources, which are in the master 
domain. See Figure  1.

Figure  1. Master Domain with Three Resource Domains

The multiple master domain model consists of two or more master domains and one or more resource 
domains. Each resource domain trusts each master domain ensuring that no matter in which master 
domain users have their account, they can log on to a computer in any of the resource domains. See 
Figure  2.

Figure  2. Two Master Domains with One Common Resource Domain

The complete trust model is one where every domain trusts every other domain, ensuring there is a two-
way trust between any two domains. It is customary for each domain to contain both resources and 
accounts.
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Domain architecture provides the basic structure upon which a security plan can be implemented. While 
domains offer natural security boundaries and a well planned design can block access to resources by all 
but designated individuals, it is important to note that the default rights of administrators are sufficient to 
circumvent most security measures. It is therefore important that the domain design be chosen to 
reinforce and complement other means of achieving the desired security arrangements, such as 
Windows NT groups, and not be seen as the complete solution.

NetWorker Remote uses data compression to provide data security and takes advantage of centralized 
Windows NT security for managing users and computers. NetWorker Remote integrates by design into 
the Windows NT domain model of choice, for example, single domain or master domain. In fact you 
must use at least a single domain with NetWorker Remote. The NetWorker Remote server must be able 
to authenticate all users within a domain or trusted domain of the server’s domain.

Windows NT Groups

A large user population will generate a constant flow of demands for changing rights on user accounts 
and permissions on resources. The same changes will often need to be applied to several user accounts at 
the same time. Windows NT provides a convenient way to grant rights and assign permissions for several 
accounts in one operation by treating them as a group.

A Windows NT group is an object stored in the account database of a domain that enables a set of user 
accounts to be treated as a single entity. For example, by assigning to a group the right to be able to set 
the system time, all user accounts in that group receive the right. This is clearly very efficient when 
compared to assigning the right to each of the accounts in the group individually.

Similarly, the access control list on a resource object can include groups. Setting resource access 
permissions for a group in a single operation is more convenient than setting the resource access 
permission for each account in a group.

Windows NT implements two types of groups, global and local. The fundamental difference between 
these types of groups is that global groups are defined on the domain itself, while local group definitions 
belong to individual computers on the domain. The characteristics of each are as follows:

l A global group may contain only users from the local domain as members. 

l A local group may contain users and global groups from the local and/or trusted domains. 

Local groups defined on a domain controller may be assigned rights to resources in the local domain. 
Local groups defined on a server within a domain may be assigned rights to resources on that server 
only. The level of access to resources such as files and printers may be defined at the group or individual 
user level.

If you have multiple NetWorker Remote servers on the network, you can assign users’ rights to specific 
servers for data backup and recovery using normal Windows NT group features.

User Account and Share Configuration
Users, accounts and groups Accounts for users 

During Setup, NetWorker Remote Server creates Windows NT users and shares folders as needed to 
simplify deployment and to allow the server to communicate with the protected computers.
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Automated Account Configuration

NetWorker Remote Server Setup automatically creates the following user accounts and groups.

Account or Group Description

XUSR_NWRemote

User Account
(Local)

NetWorker Remote requires this special account for communicating (via 
DCOM) between the server and the protected computers. This account is 
given the minimum default rights assigned to users; it requires only the 
Access this computer from the network right to be used by NetWorker 
Remote. The account is created locally on the server so that cannot be used to 
access other computers on the domain. All the required accesses are 
configured through DCOM.

IMPORTANT! If you install NetWorker Remote Server on a primary 
domain controller (PDC), the XUSR_NWRemote user is added to the 
Domain Users group and is potentially accessible by other computers on 
the domain. You can, however, move it to a different domain group as 
described below.

NWRUsers

User Group
(Local)

This group is given the access rights to back up and recover files with 
NetWorker Remote. You can change its name during NetWorker Remote 
Server Setup.

By default, this group contains the Domain Users group, which means that 
all domain users have the necessary rights to back up and recover files with 
NetWorker Remote.

NOTE: If you have users on trusted domains that you want to be able to back 
up to this server, you must add those users to the server domain’s Domain 
Users group before they can use NetWorker Remote.

If you want to restrict access to certain individual users, you’ll have to 
remove Domain Users from NWRUsers. Windows NT 4.0 domains allow 
two different types of user groups, local and global. Because of the way the 
Windows NT security model works, you can simplify administration tasks by 
using a combination of local and global groups. Global groups can only 
contain users, but local groups can contain both users and global groups. For 
granting access, we recommend that you create a new global group in the 
domain, add the users to the global group, and then add the global group to 
the local group NWRUsers. This strategy offers you maximum flexibility in 
more complicated situations—you get the ease of managing a global group 
for the individual users combined with the ease of adding other entire groups 
to the local NWRUsers group as appropriate. For example, if you begin your 
deployment by allowing access to a select group of pilot users (by creating a 
global group of those users and adding it to the NWRUsers local group), you 
can then easily expand by allowing access to one department at a time, 
simply by adding their department global groups to the NWRUsers local 
group.
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Optional Accounts and Groups

You can create the following user accounts and groups to help make certain NetWorker Remote tasks 
easier.

NWRAdmins

User Group
(Local)

This group is given the access rights to administer the server through 
NetWorker Remote Console. By default, it contains the Domain Admins 
group.

To remove XUSR_NWRemote from the Domain Users group

NOTE: XUSR_NWRemote is only added to the Domain Users group if you install NetWorker 
Remote Server on a primary domain controller.

1. On the server, open User Manager for Domains.

2. From the User menu, choose New Global Group.

3. Provide a group name and (optionally) a description, then choose OK.

4. Choose XUSR_NWRemote.

5. From the User menu, choose Properties.

6. Choose the Groups button.

7. Add the new group you created from the Not member of list to the Member of list.

8. Highlight the new group name in the Member of list, then choose the Set button below the list to 
make this new group the user’s primary group.

9. Remove the Domain Users group from the Member of list.

10. Choose OK.

Account or 
Group

Description

NWRDRAccount

User Account
(Domain)

You can create an account specifically for performing Disaster Recoveries, 
giving it only those specific rights it needs to perform Disaster Recoveries. It 
needs to have access to the shared Disaster Recovery folder as well as the 
NetWorker Remote Server. (By default, all domain users have access to the 
NetWorker Remote Server.) NWRDRAccount is a suggested name that might 
be referenced elsewhere in the documentation, but you can name the account 
anything you like.
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Shared Folders

NetWorker Remote Server Setup automatically creates a folder for the NetWorker Remote Client 
installation files and shares it so that users can easily install NetWorker Remote Client from this folder. 
By default, the folder is stored within the server program files folder.

Microsoft SQL Server Settings
Database, installation Installation, database Performance, Microsoft SQL Server Microsoft SQL Server, performance 

NetWorker Remote Server Setup automatically installs (if necessary) and configures Microsoft SQL 
Server. Following is a list of the changes that are made.

Client Access Licenses

The number of Microsoft SQL Server Client Access Licenses is configured according to the number of 
NetWorker Remote licenses you purchased. If you purchased extra SQL Server Client Access Licenses 
(in addition to the standard number you receive with NetWorker Remote), you’ll need to change the 
number of licenses yourself. You can do this using the License Manager program installed with 
Windows NT Server. It’s available on the Windows Start menu, in the Administrative Tools 
(Common) group.

Performance Enhancements

Currently, NetWorker Remote Server Setup changes only the Max Worker Threads setting from its 
default. This change is based upon our experiences in two sets of early Beta deployments of NetWorker 
Remote. Because deployments at different customers can vary widely, the recommended settings may 
not be proper for a particular deployment. These recommendations may be updated as necessary to 
incorporate “real-world” lessons, and any changes that potentially affect existing deployments will be 
communicated appropriately.

Max Worker Threads

Configures the number of worker threads that are available to SQL Server processes. SQL 
Server makes use of the native thread services of the operating system. Instead of one 
worker thread, there are many. Each network that SQL Server simultaneously supports is 
supported by one or more threads, another thread handles database checkpoints, and a 
pool of threads handles all users.
The max worker threads option allows you to control the number of threads allocated to the 
user pool. When the number of user connections is less than max worker threads, one 
thread handles each connection. However, if the number of connections exceeds max 
worker threads, thread pooling occurs. Additionally, if the configured value for worker 
threads is exceeded, the request is handled by the next worker thread that completes its 
current task. The default is 255.

—Microsoft Transact-SQL Reference

NOTE: The user name for the Disaster Recovery account cannot contain 
extended ANSI characters such as accented characters or umlauts. Also, the 
password for this account cannot contain the é character or any spaces.
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Additional Information

A worker thread performs a database operation on behalf of a client. While it may seem 
that one thread per connection is ideal for performance, an excessive number of threads will 
cause the server to spend more time simply managing the threads and can result in 
significant contention for CPU time among the threads. In a 1996 Compaq TPC-C 
benchmark with SQL Server  6.5 running on Windows NT 4.0, the optimal setting for max 
worker threads was 100, even with 5000 concurrent users.

Databases

Setup creates and configures databases as follows.

l NetWorker Remote Database

The default name for this database is NWRDatabase, although during a custom installation you 
have the option to change it. Setup creates and configures the database as needed.

l Database Backups

Setup creates a backup device for the NetWorker Remote database. It also schedules regular backups 
of the database. (See the Server Schedule Worksheet for more details.)

SQL Login

To limit any security risks, NetWorker Remote creates its own Microsoft SQL Server login (named 
NWRSQLLogin) that it uses whenever it needs to access the NetWorker Remote database. This login 
has full access only to the NetWorker Remote database. Its default password is password.
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Server Schedule Worksheet

Schedule, worksheet 

The purpose of this worksheet is to help you schedule various server activities that need to run in 
connection with NetWorker Remote. Since multiple activities running at the same time could slow down 
the server, you might want to divide the server’s processing time among the various jobs to allow them 
to run more efficiently.

Some schedules are set by default when you install, but you can change them. The defaults are shown in 
the table below. The table also provides a sample schedule that you might wish to use as a guide.

Activity Default Schedule Actual Schedule Sample

Manual Backups & 
Recoveries

—    Daily

Monday–Friday
8:00 A.M. to 
5:00  P.M.

Scheduled User 
Backups

Daily

Monday–Friday
5:00  P.M. to 
8:00 A.M.

   Daily

Monday–Friday
5:00  P.M. to 
12:00 A.M.

Retention None    Daily

Sunday–Saturday
12:00 A.M. to 
7:00 A.M.

Report Table 
Updates

None    Daily

Sunday–Saturday
7:00 A.M. to 
8:00 A.M.

Database 
Maintenance Plan

None    Weekly

Sunday, 8:00 A.M.

Deletion None    Occasional

Sunday after 
5:00  P.M.
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Activity Default Schedule Actual Schedule Sample

Integrity Checks None    Occasional

Sunday after 
5:00  P.M.

Idle Time —    Sunday after 
5:00  P.M.
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Installed Files
Installation, files added during Files, installed with NetWorker Remote 

Listed below are the program files that get installed with NetWorker Remote. This list includes only the 
NetWorker Remote files that Setup puts in the program folder. It does not include system files, data files, 
or temporary files that might be created or used by NetWorker Remote.

NetWorker Remote Server Files

l 136to140.sql

l Delete.dll

l DSAdmin.dll

l DSConnPool.dll

l DSFile.dll

l DSLog.dll

l DSRawData.dll

l EventReport.dll

l GetDBServerVersion.sql

l GetHashInfo.sql

l Integrity.dll

l JobQueue.dll

l Licmgr.exe

l Messages.dll

l Migrate1_60to1_70.sql

l Migrate16to17.exe

l Rmtsvc.exe

l Rmtsvcps.dll

l Runsp.sql

l SQL6_5_Idx.sql

l SQL7_0_Idx.sql

l Tables.sql
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l Tplogger.dll

l Uninsts.dll

l UpdtHashValue.sql

l UpdtTimeBias.sql

l UserConf.exe

l Vault.exe

l VaultPS.dll

l VolAgent.dll

NetWorker Remote Console Files

l Adminres.dll

l AdminUI.dll

l AdminUI.MSC

l Dralm.exe

l DRCabUpd.exe

l DRdll.dll

l DRWizard.exe

l DRWizRes.dll

l Messages.dll

l Migrate.exe

l Readme.html

l Readme.txt

l Rmtsvcps.dll

l Rndm.chm

l RNDM_ADBNTNC.txt

l RNDM_DR.exe

l Uninsta.dll
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l Vaultps.dll

NetWorker Remote Client Files

l AboutDLL.dll

l AgentPS.dll

l AgentRes.dll

l ClntLog.dll

l DRAgent.dll

l Messages.dll

l NDMAgent.exe

l RegAgent.dll

l RNDMAgnt.cnt

l RNDMAgnt.HLP

l RNDMRes.dll

l RNSMPrgs.dll

l RNSMShl.dll

l SbsSView.dll

l SbsVwPS.dll

l StacWH32.dll

l Uninst.dll

l Updater.exe

l VaultPS.dll

l VolAgent.dll

For Windows 95/98 Protected Computers Only

l RNDM95Ev.exe

l RNDM95Ev.hlp
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Features and Fixes by Release

Features

Version 1.0 (Initial Release) 

l Deployment mechanisms for easy installation on protected computers.

l Secure manual and scheduled backups.

l File excludes for backups.

l Manual, Self service recovery.

l Disaster Recovery for Windows  95 computers (recovering to the same computer with the original 
hardware.

l Administrator overrides for manual and scheduled backups and exclude settings.

l Administrator job queue control.

l Migration tool to allow recovery of a user’s files to a different computer. Simply run the file 
MIGRATE.EXE (installed with NetWorker Remote Console) on any protected computer that has 
NetWorker Remote Client installed.

l Automatic backups upon turning on a protected computer. Works for laptops and ordinary network 
workstations. Set this option in the NetWorker Remote properties on protected computers; see 
NetWorker Remote Client Help for more information.

l Dial-Up Networking backups (RAS, VPN) for all Windows platforms that are supported by 
NetWorker Remote.

l Encryption of data being backed up or recovered. This option is configured in the NetWorker 
Remote properties on protected computers.

l Disaster Recovery for Windows NT and Windows  98 computers.

l Global server storage limits.

l Checkpointed Disaster Recovery, which allows you to manually prepare a computer for Disaster 
Recovery, then have NetWorker Remote skip the steps you’ve already performed. This can be useful 
when a regular Disaster Recovery does not work. You can perform a checkpointed Disaster 
Recovery in the following ways.

¡ Partition the hard disks, and if desired, format the drives. (You can choose to have NetWorker 
Remote format the drives instead.) Then restart the computer with the Disaster Recovery disk in 
drive A: and choose the Manual Recovery option from the menus. NOTE: This option currently is 
not available if there are NTFS drives on the computer.
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¡ Partition and format the hard disks, then install Windows to any folder other than the folder it was 
installed to when the Virtual Full Backup was performed. Start Windows and insert the Disaster 
Recovery disk in drive A:, then run the file “Checkpointed Disaster Recovery” from the disk.

Release 1.0.1

l Automatic NetWorker Remote Client updates. If you are upgrading from a previous version of 
NetWorker Remote, users do not have to manually reinstall NetWorker Remote Client.

l SQL Server scripts you can use to get reports about the backup data on the server.

Release 1.7 & 1.71

l Automatic backup upon a remote connection to the network.

l Administrator deletion of files from the server.

Release

l A console option has been added to allow the administrator to change the name of a protected 
computer. If a user changes the Windows name of his or her computer, you must make the same 
change in the console to ensure that scheduled backups continue to run.

Current Version

Please see the Release Supplement for the list of new features in this version of NetWorker Remote.

Fixes

Version 1.0 

This was the initial release of NetWorker Remote.

Release 1.0.1

l Microsoft personal mail folders (*.PST files) are properly backed up and recovered.

Release 1.7

l A method is provided to perform automatic Disaster Recovery on Windows NT computers with 
network cards that Windows NT Setup can identify but NetWorker Remote mistakenly indicates that 
it can’t.
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l Virtual Full Backups can be performed on computers with virtual drives.

l Backups can be performed on computers with ZIP drives, whether or not the drive contains a disk.

l Backed up files are no longer case-sensitive. They are treated the same way as Windows treats them.

l Administrator-defined excludes can no longer be accidentally overwritten by a protected computer.

Release 1.71

l Various improvements have been made in how the server handles system resources.

l It is now possible to run a deletion job on the server while backups are running. Previously this 
would cause a General Protection Fault in VAULT.EXE.

l Upgrading or reinstalling the NetWorker Remote Server no longer increases the allowed number of 
concurrent connections to the database. Previously this incorrect behavior could cause errors to be 
logged if the number of connections exceeded the number of client access licenses configured in 
SQL Server.

l Under some circumstances, right-clicking items within Windows previously caused the Windows 
Explorer shell to restart. The visible effect of this is that all programs that were open would close 
and then reopen. This has been fixed.

l A memory leak that appeared on Windows  9x protected computers has been fixed. This leak was 
causing some computers to lock up after a large number of backups were run during the same 
Windows session.

l It is now possible to open the NetWorker Remote icon from Microsoft Office Toolbar. Previously, 
this would sometimes cause a General Protection Fault.

l A potentially long delay in displaying the properties of a protected computer has been addressed. 
Previously this could take from 15 to 40 seconds. The time lag occurred because NetWorker Remote 
was calculating the amount of server space being used by that computer so that the information 
could be displayed in the window.

The server space display has now been replaced with a Calculate button. The properties window 
now appears immediately. Users who want to check the amount of server disk space being used must 
choose Calculate and wait for the information to be calculated.

l NetWorker Remote now correctly backs up all Microsoft Outlook mail files (.PST and .PAB). 
Previously only the first such file encountered during a particular backup would actually be backed 
up.

l Previously, files would sometimes be incorrectly excluded from backups that ran at the same time 
that the NetWorker Remote database was being re-indexed by SQL Server. This has been fixed.

l Previously, if a very large number (10,000+) of a protected computer’s files changed between one 
backup and the next, the first backup that included these changed files would not complete. (This 
problem appeared most frequently when upgrading NetWorker Remote Client to version  1.7.) This 
has been fixed.
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l The failure of a modified file to be backed up no longer causes the backup of subsequent modified 
files in the same backup to fail.

l It is now possible to create Disaster Recovery disks from a console running on supported foreign 
language operating systems (Danish, French, German, Italian, Spanish).

l Because of a Microsoft Management Console issue, displaying properties on items within 
NetWorker Remote Console would often fail after 10 to 45 minutes of administrative work. This 
issue has been addressed by making the NetWorker Remote property windows modal—that is, once 
a property window is opened, it must be closed before work can continue in the rest of the console.

l Refreshing of the job queue is now performed more efficiently, so automatic refreshes should not get 
in the way of using the console, and manual refreshes should always work.

l An error that appeared when attempting to change the default server schedule on an upgraded 
console has been fixed.

l Improvements in the server deletion feature help ensure that files are properly deleted when 
specified by the administrator. In particular, deletion jobs that specify more than 4 GB of data to be 
deleted are now handled correctly.

l When errors occur in file deletion, they are properly reported in the SQL Server tables.

l Previously, server deletion jobs would cause non-critical errors in the database (and these errors 
would be reported when an integrity check was run). Deletion has been fixed so that the errors do 
not occur.

l Long delays in displaying the server summary and job queue screens when hundreds of clients have 
been installed have been addressed. In addition to general performance improvements in this area, a 
new option to display or hide the pending jobs from the job queue list has been added. By default, 
pending jobs no longer appear in the list. To view pending jobs (included scheduled jobs), right-click 
in the window and choose View Pending Jobs from the menu.

l General server performance enhancements help to improve the product’s ability to handle a server 
with hundreds of users or more.

l NetWorker Remote Client can now be installed on Windows  98 Second Edition computers. Setup 
correctly detects the presence of a new version of DCOM and does not attempt to overwrite it.

l Protected computers no longer display a message about the inability to start the NetWorker Remote 
Client service when Windows starts.

l NetWorker Remote now begins file recoveries within a reasonably short amount of time. In previous 
releases, the time required to initialize the list of items to recover in the client software or the 
Migrate utility was frequently very long.

l After a manual backup or recovery is complete, there is no longer a potentially confusing delay 
before the Stop button changes to Close.
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Current Version

Please see the Release Supplement for the list of important fixes in version  2.0.

Uninstalling
Uninstalling software Removing, software 

Uninstall does not remove supporting software such as MMC or Microsoft Internet Explorer. You are 
responsible for removing this software yourself.

IMPORTANT! You are responsible for uninstalling Microsoft SQL Server from a computer that you 
are no longer using as a NetWorker Remote Server. If you do not uninstall Microsoft SQL Server, you 
are in violation of your license agreement.

Protected Computer Notes

When NetWorker Remote Client is uninstalled, most files and registry entries get removed, but 1 registry 
entry that identifies the computer’s account on the server is kept. This information allows the computer 
access to its previously backed up files if NetWorker Remote Client is reinstalled.

To uninstall any NetWorker Remote component

1. From the Windows Start menu, choose Settings.

2. Choose Control Panel.

3. Open the Add/Remove Programs applet.

4. On the Install/Uninstall tab, highlight the component that you want to remove in the list.

5. Choose Add/Remove.

6. Follow the instructions on the screen.
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