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Abstract 

This white paper covers how EMC® NetWorker® and EMC NetWorker modules can be used effectively in 
EMC RecoverPoint environments to complement and enhance recovery capabilities, including recover point 
objectives (RPO) and recover time objectives (RTO) for Microsoft SQL Server. 
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Executive summary 
Microsoft SQL Server is a leading database management system, and is a critical component in many 
organizations.  IT managers regard data corruption, which is a source of many database server failures, as 
the most immediate threat to their Microsoft SQL Server environment.  When considering objectives 
relative to data corruption and loss, the two most critical objectives that must be planned for are recovery 
point objectives (RPO) and recover time objectives (RTO).  This white paper covers how EMC® 
NetWorker® and EMC NetWorker modules can be used effectively in conjunction with EMC RecoverPoint 
to complement and enhance recovery capabilities, including RPO and RTO, for Microsoft SQL Server. 

Introduction 
The EMC NetWorker family of products helps you protect your data by simplifying and centralizing 
backup and recovery operations. With its record-breaking performance, NetWorker is the ideal backup 
software for small offices as well as large data centers.  With support for leading applications, such as 
Microsoft SQL Server, and advanced backup/recovery technologies such as snapshot management and data 
de-duplication, NetWorker customers can realize the highest levels of flexibility, management, and cost 
control over their data protection operations, while protecting their overall investments in these 
technologies.  

The EMC RecoverPoint family provides cost-effective, continuous remote replication and continuous data 
protection that allow for specific point-in-time and any-point-in-time data recovery. You can centralize and 
simplify your data protection management with local continuous data protection or remote replication, 
protecting your organization from data loss due to server failures, data corruption, software errors, viruses, 
and end-user errors as well as from catastrophic events. 

Integration of EMC RecoverPoint with EMC NetWorker allows customers to utilize RecoverPoint through 
the NetWorker Management Console interface and create point-in-time CDP snapshots for rapid recoveries 
and long-term backup to disk or tape.  Centralized management from NetWorker allows customers to 
schedule CDP snapshots, set policies, and browse the index of RecoverPoint-based snapshots.  When using 
the NetWorker Module for Microsoft SQL Server, customers can take advantage of reduced RPO and RTO 
through higher-frequency snapshots of their Microsoft SQL Server databases. 

Audience 
This white paper is targeted to corporate management and business decision-makers, including storage, 
server, and database administrators, IT managers, and application engineers, as well as storage integrators, 
consultants, and distributors. 

Objectives in recovery management 
When considering objectives relative to data corruption and loss, the two most critical objectives that must 
be planned for are recovery point objectives (RPO) and recover time objectives (RTO).   
 
Recovery point objective defines the point of time in the past from which data can be recovered.  When 
looking at RPO from the time a data corruption is noticed, it is the point in time in the past at which you 
can get back a non-corrupt version of your data (backup copy), and how much data was lost between that 
time and the time the corruption was detected.  For example, if you take backups every 12 hours, the best 
backup copy could be up to 12 hours old, thus losing up to another 12 hours of new data.  A desirable RPO 
would be one that recovered all of your data with the least amount of data loss between the time of the last 
backup and the time the corruption was detected. 
 
A recover time objective defines the amount of time it will take to recover the data necessary to continue 
operations.  Backup technologies have different RTO based on attributes such as data movement speed and 
physical proximity.  For example, recovering data from a snapshot on an EMC RecoverPoint device would 
be much quicker than recovering data from a tape that has been stored at an offsite location. 
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Overview of EMC NetWorker Module for Microsoft SQL 
Server using snapshots 
 
The EMC NetWorker Module for Microsoft SQL Server provides two methods for backup and recovery – 
traditional and snapshot.  In short, snapshots generally provide better RTO and RPO because the data 
movement is handled by advanced storage technologies such as EMC Symmetrix®, EMC CLARiiON®, or 
EMC RecoverPoint. 

Snapshot backups 
Snapshot backups of Microsoft SQL Server databases are configured as scheduled backups on the 
NetWorker server.  
 
The EMC NetWorker Module for Microsoft SQL Server supports: 
• Full snapshot backups of SQL Server databases 
• Backups of only one database per scheduled backup 
• Persistent and nonpersistent snapshot backups, with optional rollover to tape 
 
The EMC NetWorker Module for Microsoft SQL Server does not support: 
• Differential or incremental (transaction log) backups for databases under a snapshot schedule 
• Snapshot backups for individual file groups or files 
• Snapshot backups of the SQL Server master database 
 
There are three ways to manage PIT snapshot backups: 
 
• Persistent without rollover to tape - A PIT copy of the SQL Server database is created and retained 

on the Microsoft SQL Server’s primary storage subsystem and no other copy is maintained. You can 
use this copy to perform a PIT restore only once. If the PIT restore fails for any reason, you must 
restore from another backup (another snapshot or normal tape).  This is the fastest form of backup and 
provides for the best RTO. 

• Persistent with rollover to tape - An existing PIT copy of the SQL Server database can be copied to a 
tape or disk, much like a traditional EMC NetWorker backup, and the original PIT copy is retained on 
SQL Server’s primary storage subsystem. Thus, two copies of this backup exist. This process enables 
you to perform a rollover or PIT restore.  This backup type provides the most flexibility for recovery 
and disaster protection. 

• Nonpersistent with rollover to tape - A PIT copy of the SQL Server database is created and 
immediately backed up to tape or disk, and the original snapshot is deleted after the backup is 
complete. A save set that is created on tape is called a “rollover save set.” This process enables you to 
perform a tape restore.  This backup type minimizes the use of disk resources while providing shorter 
application downtime. 

While the snapshot resides on the Microsoft SQL Server’s primary storage subsystem, it is referred to as a 
persistent snapshot. Retaining persistent snapshots on primary storage enables the EMC NetWorker 
Module for Microsoft SQL Server to perform an instant restore. 
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Snapshot recoveries 
Besides restoring databases from tape media using EMC NetWorker and the NetWorker Module for 
Microsoft SQL Server, several advanced restore capabilities exist, including instant restore and rollback. 

Instant restore 
A snapshot recovery operation can be performed at the file, file group, or database level from a full 
database snapshot. The EMC NetWorker Module for Microsoft SQL Server supports one type of snapshot 
restore operation called an instant restore. An instant restore operation recovers data from a PIT snapshot 
but does not eradicate the original snapshot. 

Rollback 
The EMC NetWorker Module for Microsoft SQL Server backups can use EMC NetWorker PowerSnap™ 
functionality to create a PIT copy, or instant backup, of a Microsoft SQL Server database. Many instant 
backups can be performed in a single day, thus reducing the exposure to data loss. 
 
When a PIT copy is created, a unique save set ID is assigned. In addition, when the data from that PIT copy 
is backed up to a tape or disk, a different save set ID is assigned to that data. By having two unique save set 
IDs, the snapshots (PIT copies) can be handled separately from the backed-up data. Both save sets are 
stored until either the PIT or rollover expiration policy setting takes effect.  
 
A rollback recovers a specific PIT copy to one or more volumes. You can request a rollback without having 
to retrieve data from a secondary storage system, such as tape. Rollback of a managed or nonmanaged 
volume prevents the snapshot from being maintained and causes the snap set to become invalid. To 
minimize risk to data, first perform a tape backup of the snapshot before performing a rollback operation.  
Rollbacks are destructive by nature, which means that the entire contents of the file system are overwritten. 
As a default safety check, a rollback can restore only the original volume. 
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Overview of EMC RecoverPoint 
EMC RecoverPoint is an advanced enterprise-class disaster recovery solution supporting heterogeneous 
storage and server environments.  RecoverPoint provides bidirectional data replication across any distance, 
as well as local continuous data protection.  RecoverPoint provides a full-featured replication and 
continuous data protection solution for Microsoft SQL Server.  For remote replication, it utilizes small-
aperture snapshots to protect a database from data corruption, and guarantees recoverability with minimal 
data loss.  For local protection, it utilizes continuous data protection to track every write I/O, allowing 
recovery to any point-in-time or to a specific point-in-time determined to be significant by you such as a 
backup time.  EMC NetWorker PowerSnap supports specific-point-in-time recovery, not any-point-in-time 
recovery. 
 
Local recovery is provided through the EMC RecoverPoint Continuous Data Protection (CDP) module, and 
remote recovery is provided through the RecoverPoint Continuous Remote Replication (CRR) module.  
Both modules run on the same appliance to provide local and remote data protection.  EMC NetWorker 
PowerSnap supports the CDP module, not CRR. Figure 1 provides an overview of the RecoverPoint 
architecture. 
 

 
Figure 1. RecoverPoint architecture overview 

 
EMC RecoverPoint is an out-of-band appliance, designed with the performance, reliability, and 
supportability required for enterprise applications.  Running on a cluster of tightly coupled servers, 
RecoverPoint’s high availability design ensures that the failure of an appliance will not affect the protection 
processes and will be transparent to normal operations of Microsoft SQL Server. 
 
The innovative technology of EMC RecoverPoint supports flexible levels of protection, without distance 
limitations or performance degradation.  RecoverPoint’s Continuous Data Protection technology offers 
fine-grain recovery of application data and reduces the recovery point to near zero.  Users can recover their 
data at any point in time, eliminating the need to invest in physical recovery of data damaged because of 
server outages, data corruption, software errors, viruses, and other common user errors. 
 
All of these capabilities help the customer achieve a dramatically lower TCO compared to other host- or 
array-based replication solutions.  Recovery testing is also made easier because of the ability to access the 
replication data at the remote site for recovery or integrity testing purposes without interrupting the 
replication or the ongoing data center operations. 
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Cisco MDS 9000 family 
 
An appliance placed in the SAN and WAN junction has to be connected either in-band (between host and 
storage) or out-of-band, with the aid of a host agent.  Both approaches can have obvious drawbacks: The 
in-band approach can potentially compromise SAN performance, integrity, and availability, and can be 
very disruptive to deploy.  The out-of-band deployment removes these drawbacks, but requires installation 
of a driver in the host, potentially adding complexity to the solution’s deployment. 
 
The Cisco MDS 9000 Series SANTap Service eliminates the need for host agents, enabling a simplified, 
and agent-less implementation of EMC RecoverPoint.  The out-of-band appliance approach offers an 
optimized architecture for data replication that protects existing investments in storage arrays with no host 
footprint and delivers high-performance bidirectional data replication between SANs across any distance, 
without an impact to the host and array performance.  With ample processing, and utilizing native SAN and 
WAN interfaces, the RecoverPoint appliance efficiently replicates data across multiple (homogeneous or 
heterogeneous) arrays without the need for protocol converters or edge connect devices. Figure 2 shows the 
Cisco SANTap architecture. 
 

 
 

Figure 2. Cisco SANTap architecture 
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EMC NetWorker/EMC RecoverPoint protection for 
Microsoft SQL Server 
By placing Microsoft SQL Server databases on storage systems supported by EMC NetWorker PowerSnap, 
instant backups can be performed several times per day.  By scheduling frequent instant backups, such as 
every few hours, exposure to data loss is minimized, improving your RPO. You can quickly perform an 
instant restore to return the SQL Server to a recent point-in-time. 
 
With storage technologies such as EMC Symmetrix and EMC CLARiiON, dedicated resources such as 
clones or business continuance volumes (BCVs) are used to provide snapshots of a source disk.  Snapshots 
managed by EMC NetWorker and EMC NetWorker PowerSnap will be limited by the availability of those 
resources. 
 
With EMC RecoverPoint, because every disk-write operation is being maintained and snapshot operations 
are nearly instantaneous with very little additional overhead, instant backups can be scheduled at an even 
higher frequency. 
 

Using RecoverPoint CDP to protect Microsoft SQL Server 
EMC RecoverPoint provides full-featured local and remote data protection for Microsoft SQL Server.  
When using RecoverPoint with EMC NetWorker, local data protection is supported; remote data protection 
can be managed with other applications from EMC such as EMC Replication Manager.  Local CDP logs all 
of the SQL Server write operations, which allows it to guarantee recovery with no data loss. 
 
As shown in Figure 3, continuous data protection is used to provide specific point-in-time recovery of a 
Microsoft SQL Server with two database instances.  The first SQL Server database instance has the log 
and database files spread across five volumes, while the second database instance has the log and database 
files on the same volume.  Two consistency groups are used, which allows either SQL Server database 
instance to be recovered separately from the other. 
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Figure 3. Local continuous data protection of SQL Server 

 
Three arrays are used.  The first array contains production volumes, the second array contains the recovery 
volumes, and the third array contains the journal of all the write activity for both consistency groups.  The 
EMC RecoverPoint solution splitter driver on the Microsoft SQL Server will intercept all write activity to 
the protected volumes, and will send a copy of the write to RecoverPoint to be stored in the CDP journal 
and also written to the recovery volume.  
 
For snapshot backups, scheduled jobs via the NetWorker Management Console interact with the EMC 
NetWorker Module for Microsoft SQL Server and EMC NetWorker PowerSnap to create snapshots 
managed by NetWorker.  Snapshots created by PowerSnap interact with EMC RecoverPoint by placing a 
bookmark at a specific point-in-time, and are then mounted on a PowerSnap proxy server, which performs 
the cataloging and backup. 
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Figure 4. SQL Server client configuration 

 
To improve RPO and RTO, specifying a snapshot policy with a larger number of snapshots created and 
retained during the day takes advantage of the low-overhead snapshot capabilities of EMC RecoverPoint. 
In the example in Figure 5, a snapshot policy is set to 10 snapshots per day with retention of all 10 
snapshots. This allows for an RPO of about 2 hours. 
 

 
Figure 5. Snapshot policies 
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As scheduled backups are run by EMC NetWorker, PowerSnap will determine which save sets are capable 
of using snapshots, and if so, which storage array technology is being used.   
 
In the case of EMC RecoverPoint, a bookmark is added for the specific backup on the RecoverPoint 
engine, and that bookmark name is saved in the EMC NetWorker catalog along with the rest of the 
cataloged information about the backup.  This bookmark is shown as a save set within NetWorker, and as a 
bookmark within the RecoverPoint user interface windows for a consistency group. Figure 6 shows 
bookmarks in NetWorker and RecoverPoint. 

 
 

Figure 6. Bookmarks as seen in RecoverPoint and NetWorker 

 
Bookmarks created with EMC NetWorker PowerSnap will be shown in the EMC RecoverPoint user 
interface with the prefix nw_em_.
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When recovery is required, you simply select an appropriate backup method and backup version using the 
EMC NetWorker Module for Microsoft SQL Server user interface, as shown in Figure 7.  Only specific 
points-in-time are used as save sets – you cannot use the any-point-in-time capabilities of EMC 
RecoverPoint. 
 

 
Figure 7. Selecting recovery data 
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When selecting a recovery type such as Persistent Snapshot (Instant Restore) or Volume level rollback 
(Rollback), these recovery volumes are then mounted on the EMC NetWorker PowerSnap proxy and data 
is restored either through the EMC RecoverPoint engine (rollback) or via the network (Instant Restore). 
Figure 8 provides an example. 
 

 
Figure 8. Defining restore options 

 
 
Upon starting a recovery, the user interface of the EMC NetWorker Module for Microsoft SQL Server will 
instruct EMC NetWorker PowerSnap to perform the correct snapshot-based recovery. 
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Conclusion 
The combination of innovative technologies of EMC NetWorker PowerSnap and EMC RecoverPoint bring 
out key customer benefits within an EMC NetWorker-protected Microsoft SQL Server environment.  
Organizations implementing such a solution are expected to see the following benefits: 
 
• Seamless integration into an existing IT storage infrastructure with no impact to the Microsoft SQL 

Server or client applications. 
 
• Instantaneous access to Microsoft SQL Server database backups at specific points in time through 

EMC RecoverPoint, improving recovery time objectives over tape-based recovery solutions. 
 
• Creating and maintaining many more database snapshots using EMC RecoverPoint than are usual with 

storage array replication technologies, improving recovery point objectives over tape and disk-based 
solutions. 

 
• Reduced Microsoft SQL Server downtime due to the low overhead of creating snapshots with EMC 

NetWorker PowerSnap and EMC RecoverPoint 
 

References  
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